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YcnoBHblIe 0003HavYeHus

B naHHOM pyKOBOJCTBE IPHUHSATHI CIAEAYIOIINE 0003HAUCHHUS:

Oo0o3Hauenue

Y10 o3HaUaCT

3nak «O0OpaTUTEe BHUMAHHE.

Basic Settings — Network
Settings

[Tpu onucanuu HacTpoiiku yepe3 Web-unrepdeiic,
KYPCHUBOM YKa3bIBAETCS ITyTh K Web-CTpaHHUIIe

DEFAULT

[Tomy»)upHbIM HIPUPTOB BHIIETAETCS KAKON-THO0
3HAYalU{ apameTp, 3HaUeHHe, Ha3BaHUE KHOIKU U
T.JI.

#IPADDRESS=[192.168.0.1]

pudrom Courier New BBIIEISIOTCS TapaMeTPhl B
daiine HacTpoek

<VALUE>

VYrinoBele CKOOKH 3aMEHAIOTCA HA 3HAUCHUE
IIEPEMEHHON B KOHCOJIbHOM KOMaHE

config syslog state <STATE>

KoHcosbHas kOMaH/1a BBIICTSETCS TOJTYKUPHBIM
KypCUBOM

config syslog state enable

Pe3ynbrar BBITTOTHEHUSI KOHCOJIBHOW KOMaH/Ibl
BBIJICIISIETCSL KyPCUBOM

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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1 BBeaeHue

B naHHOM pYKOBOACTBE [aHO OINHCAHUE IMPOLECCA HACTPOMKU U
aIMUHUCTPUPOBAHUS yIIpaBisieMbix KoMMyTaTopoB cepurt TForis PSW u SWU. [Ins
MHOT'MX MPOTOKOJIOB HACTPOIKA MPUBOJIUTCS HA KOHKPETHOM MPUMEDE.

C TOYKM 3peHHs] camMoro Impoliecca HACTPOWKH, BCE KOMMYTATOPBI CXOXKHU
MEXIy CO0Oi, B CBSI3M C JTHM B JaHHOM pPYKOBOJICTBE B KadecTBe 0a30BOTro
ycTpoiicTBa Oyaem paccMaTpuBarh ynpasisieMblii kKoMMmyTatop PSW-2G4F. Otnuuus
OT IPyTHX KOMMYTaTOPOB cepuu OYyT YKa3aHbl OTACIBHO.

Hactpoiika paccmotpena Ha npumepe Web-untepdeiica u telnet.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 5
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2 XapakTepucTHKM KOMMYTATOPOB

KommyTtaropsr TFortis PSW npencrasistoT co0oit BcenoroaHbie

yrpasiisiemblie TpombinuieHHbIe Ethernet-kommyTaTopsl ¢ PoE (v PoE+)
uist cuctem [P-BuyieoHabroeHus.

Kommyrtaropsr TFortis SWU — ynpasisiembie Ethernet-

KOMMYTATOpPBI JIJIsI MOHTa)ka B CTOMKY 19 1U.

Kommytaropsl TFortis PSW-Ex npencrasisitor coboit

B3PBIBO3ANIMIIEHHBIC YIIpaBiisieMble pombiniieHHbie Ethernet-
koMmyTaTopsl ¢ PoE (v PoE+).

HHonnep:xxuBaemble GyHKIMU M IPOTOKOJIBI:

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

Berpoennsiit Web-unrepdeiic

Telnet

SNMP vl1, v3

KOHTPOJIb 3aBUCaHUs BUJIECOKaMep
IpeIBapUTEIbHBIN MOJOTPEB TEPMOKOKYXOB
KaOeIbHBIN TecTep

nporokosbl pezepBupoBanus STP(IEEE 802.1d), RSTP(IEEE 802.1w)
Port Based VLAN

Static VLAN (IEEE 802.1q)

Flow Control (IEEE 802.3x)

Quality of Service (802.1p) (CoS, ToS(DSCP) )
yrnpasienue MmyiabtukactoM IGMP Snooping v2
SNTP

SMTP

Syslog

LLDP

CHUCTEMHBIN JKypHaJ

DNS

ynanéuusiii Ping

CUCTEMA HACTPOMKH COOBITUI HHPOPMUPOBAHUS
oonosnenue 10 uepe3 TFTP

¢unbTpauus Ha 6aze MAC aapeca

ynpasienne u MoautopuHr uepes [10 «TFortis Device Manager»
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3 CBeToBas nHankKauus

KommyTtatopsl TForis PSW umeroT 2 ¢cBeTOIMOIHBIX HHANKATOPA,
MOKAa3bIBAIOIINX PEKUM PabOTHI MpoIeccopa KOMMYTaTopa. ITO HHIUKATOPHI
DEFAULT u CPU. (puc. 1.1, ta6n. 1.1) (Onucanue u Ha3HaueHUE APYTHUX
CBETOJIMOIHBIX MHAUKATOPOB CM. B PYKOBOACTBE MO 3KCILTyaTalvu B pasuaeine 2.7 -
DOneMeHThl KOH(PUTYPUPOBAHKS U KOHTPOJIS).

Puc.1.1. Unnukaropet DEFAULT u CPU — kommyTtaTopst PSW

KOMMYTATOP SWU-16

m-mﬂllﬂﬂﬂ-“E‘T

Puc.1.2. Ungukatopet DEFAULT u CPU — kommyTtaTopsr SWU

CocTosiHue HHAUKATOpPA

Tabmuua 1.1 HaznaueHne HHIUKATOPOB

CocrosiHue ycTpoiicTBa

Nupnkarop CPU muraer
penko (1 ')

HopwmainbHas pabota ycTpoiicTsa

Nupukatop DEFAULT
TOPUT

VYCTpoicTBO B HECKOH(PUTYPHUPOBAHHOM COCTOSIHUH,
COCTOSIHUSI C 3aBOJICKUMHU YCTaHOBKAMH.

Nuaukatop CPU muraer
gacto (10 I'm)

WHIMKAIMS 3aBUCAaHUS KaMephl (TUOO HET JIMHKA Ha
MOPTY € BHIeOKaMepoi, Inbo kamepa He OTBEYaeT Ha
Ping), a Tax)ke MHAMKALIUS AKTUBHOTO COCTOSTHUS CYXHX
KOHTaKTOB.

Nuaukatopsl CPU u
Default muraror
CUHXPOHHO

JlnarHocTupoBaHa HEMCIPABHOCTD HA AIIIAPATHOM WJIH
nporpaMMHOM ypoBHEe. OOpaTHTECh B CIYKOY
TEXHUYECKOUN nmojaepxkku. Onucanue KoJ10B OIHOKH
npeacrasieHo B [Ipunoxenun A.
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4 KHonKu cbpoca HacTpoeK 1 nepesarpysKku

KommyTtatopsr TFortis PSW uMerot 2 anmapaTHbie KHOIIKH 11 cOpoca
HACTPOEK Ha 3aBOJCKHE YCTAHOBKH W JJIs Nepe3arpy3ku. PacnoioxkeHnrne KHOMOK
npeacTaBiaeHo Ha puc. 1.1.

e Jlns mepe3arpy3ku KOMMyTaTopa KpaTKOBpeMEeHHO HaxkmuTe Ha kHonKy CPU.
e Jlns cOpoca HACTPOEK Ha 3aBOJICKUE YCTAHOBKU HAXKMUTE U yIEPKUBANTE

kHonKy DEFAULT okoio 15 cekyna. IIpu 3ToM 0JKEH 3aropeThbCst
naaukatop DEFAULT.

KommyTtaTtopsr TFortis SWU umerot onny annaparayto kHonky RESET.
e Jlns nepesarpy3ku kommyrtaropa HaxxMuTe KHOIIKY RESET na 3-5 cexynn.
e Jlns cOpoca Hactpoek HaxmuTe kKHOKy RESET Ha 15 cexynz.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 8
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5 YnpaBneHue KOMMyTaTopom

5.1 UHmepgbelicbl ynpaesieHusi

KommyTtaTopsl PSW 1 SWU uMeEOT HECKOJIBKO BAPUAHTOB yAAIEHHOTO
ynpasienusi: WEB-untepdeiic, Telnet, SNMP. Takske 10ocTynHO yripaBieHHE yepes
nokanbHyt0 USB KOHCOIB.

WEB-untepdeiic conaepxut Hanbosiee MmoJHbIH HAO0p KOHTPOIUPYEMBIX
napaMeTpoB, CHAOXKEHHBIX TIOJIPOOHBIMU PA3bSICHEHUSIMH U KPATKOU CIIpaBKoii. B
KOMMYTAaTopax HHTepQeiic mpeAcTaBieH Ha PyCCKOM U aHTJIMIICKOM S3bIKAX.
[ToaxmoueHne K KOMMYTaTOPy BO3MOXHO IMpHU oMoy oosiaHoro Web-0paysepa.

Telnet npencrasnsieT coO0# albTepHATUBHYIO POPMY KOH(PUTYPUPOBAHUS
YCTPOMCTBA MOCPEICTBOM KOHCOJIBHOTO MPUIIOKeHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasnenune nocpenctBom SNMP Ha JaHHBI MOMEHT peajJu30BaHO B
TECTOBOM BapHaHTE, U HE BCE KOMaH/Ibl MOJACPKUBAIOTCS B TIOJIHOM 00BEME.
Pexomennyercs ucnonb3oBate SNMP 1711 MOHUTOPHUHTA, a HE 17151 YIIPABJICHUS.

VYmpasnenue uepe3 USB KOoHCOIb IMEET TaKoi->ke KOHCOIBHBINA HHTEpdENC,
yt0 U unTepdeiic Telnet.

5.2 Ymo HyHO 3Hamb neped NOoOKIIr0oYeHUeM

Ooparure BHUMaHue!
KommyTtatopsr TFortis PSW umeror Bcrpoennsiii POE unxkexrop Ha nmoprax Fast
Ethernet. D10 03Hauaer, 4YTO Ha JaHHBIE MOPTHl MOXKET MMOAABATHCS HAIIPSKEHUE
nopsinka 48~55 B.
ITepen noaxmouenuem [P kamep ybeaurecs B COOTBETCTBUU
XapaKTEpPUCTHUK KaMepsrl U mopta PSW.
Ilepen MOAKIOYEHUEM CETEBBIX YCTPONCTB, HE MOJIEPKUBAOLINX
nutanue o PoE (Hanpumep kommbroTepa, HOyTOyKa) B opt Fast
Ethernet, orkmounte PoE Ha aTOoM mopTy, cHsB niepeMbruku. [logpobree mpo
anmapaTHyro HacTpouKy PoE unraiite B «PyKOBOICTBE IO SKCILTyaTaluu, pa3aes
2.3»

Ooparure BHUMaHue!
DOneMeHThl OJOKOB NMHUTAHMS HAXOMASTCS IMOJ BHICOKMM HaNpsKEHHUEM.
Kareropuuecku 3amnpeiiaercs KacaTbCsi TOKOIPOBOJSILIUX 3JIEMEHTOB
OJIOKOB MUTAHUS MOJT HAIIPSKEHUEM.
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5.3 Ynpaenernue yepe3z WEB-uHmepgelc

5.3.1 NepBoOe nogknYeHUe K KOMMyTaToOpy

[Ipy mepBOM BKIIOUEHHH, KOMMYTAaTOP UMEET CIAEAYIOLIUE HACTPOMKH 110
YMOJIYaHUIO:

IP anpec: 192.168.0.1
Macka nojceTu: 255.255.255.0
Jlorun/ITaposib HE 3aJ1aHbI
Vopasnswoumiit VLAN 1

DHCP xnuent BBIKJTIOUEH
STP BBIKJTIOUCH
Telnet BKJIIOUCH
SNMP BBIKJIIOUEH

[lepen mogkmroueHnEeM yOeIUTECh, YTO CETEBAst KapTa KOMIBIOTEpA HAXOAUTCS
B TOM K€ mojiceTH, 4To 1 KommyTaTop (192.168.0.%).

3amyctutre Web-0Opaysep u B aapecHoi cTpoke BBeaute [P anpec
komMmyTaropa.(puc 5.3.1.1)

a =4 |& hitp//192.1680.1/  ~ 2 O X||@ Fort-Telecom PSW..
i

Puc. 5.3.1.1. lNogknioveHne K KoMMyTaTopy
ITocne MOAKIKOYCHM A, Mbl JOJDKHBI IIOIMACTh HA I''TABHYIO CTPAaHUILY web-
unreppeiica.(puc 5.3.1.2)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 10
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. -——— - —— - [ 2
G‘CA@ hitp://192.168.0.2/ 47@(;)(“3 TFortis PSW-2G4F % u N

=)

T Fortis e TFortis PSW-2G4F

Main (T3
Main Tain (T1apmas crpanmma)

v Basic Settings

T'aBHas CTPAHANA COZRPAUT CBOTHYIO HEOpMAIIO:
N | -t o < Devics saie  mssumn yerpoRoTee
« Device location - wecTopacnonoerme yeTpoicTsa
BN Firmware version 000101 (Update | + Contact information - KoRTaxTs! ObeTyAuBaEOIel
oprasmsamm

Bootloader version 01.00 + Serial number - cepiisii HMep yeTpoficTea

« Firmware version - Bepciii IpOTPayMHOTO OBecTIeHer

Mac CO:11:A6:04:00:02 + Bootloader version - 5epcit 3arpy3ka
» 10216802 « MAC - Gusiseckii azpec yorpoiicTsa
2 Edit o IP - cetesoii anpec ycTpoiicTsa
s asen « Mask - yacka nozceru
Mask 255.255.255.0 it o e
o 5 + DNS - ceresoft azpec DNS BB
System Up Time 0d. 01h. 38m. 37s. + DHCP - pexan pacors: DHEP: crajiieckni aapec win
DHCP xmes
+ System Up Time - npozomiures; aGotst
STPRSTP RSTP J e = =

KOMMYTATOPA C MOMeHTa BKJ
« Time, Date - Bpens 1 AaT

[o e ] SNTP.
Refresh o
" " « UPS - 5amaie MoZIyns GecniepeGofiEoro miass.
v Diagnostic Tools ar Y
« Battery voltage - ranpsiesie 5a AKB Moayns
GecnepeGoitHoro mmamms (TOKO Ha YCTpOHiCTBaX ©
Lo swtistes ] noazepRol Gecnepesoltioro mrTas)
« Power source - ncrousi masis: AKE i ceTeoe

¥ Update/Backup (TomsKo Ha yCTpoi c

GecnepeGoitHoro mTass)
« Estimated battery time - OLeEOusOE BpeM PAGOTH
v Reboot/Default yeTpoiicTa nocile nepeKmowerns a miTasie o1 AKB (ToIBKO
. = e

Ha

emms
yaeiife no npoToKony

« STP/RSTP - npotoKous! pesepsrposasis: STP wii RSTP

o VLAN - cmicox axmipss VLAN

« QoS - axmEROCTS Mexamm3Ma Quality of Service

« IGMP Snooping - OAIepxKa MeXAHN3MA YIpaBTerus
IPYIIAMH MEOTOAZPECHO PACCHUTKI

« Comfort Start - mmasssrit CTapr Kaep

« Auto Restart - a5ToManiMecKas Iepe3arpy3Ka saBHCIIX.

Puc. 5.3.1.2. Web-unrepdeiic

Web-unrepderic MoKHO pa3enuTh Ha 4 30HBI - (ppeliMa, Kak OKa3aHo Ha
pucynke 5.3.1.2:

1 - OOKOBOE MEHI0, YePE3 HEr0 OCYIIECTBISAETCS AOCTYII K Pa3INuHbIM
rpynmnaM HaCTpOMKHU

2 - OCHOBHOM (pperiM, CoepKaIIHi TPYIITY HACTPOCK

3 - cripaBKa 10 JaHHBIM HACTpOMKaM

4 - manka ¢ coctosgHueM JinHKa 1 POE Ha moprax (aBTOMaTH4eCKH
oOHoBysieTCs Kaxkaple 10 cexyH)

IIpumeyanue: npu 3aBOACKMX HACTPOMKAX JIOTHMH U MapoJib IS AOCTyNa K web-
UHTEpQeicy He YCTaHOBJIEH, B MOCIEAYIOIIEM PEKOMEHYETCSI OTPAHUYUTh JOCTYII,
YCTaHOBUB JIOTHH U 1apoiib. [Ipu 3TOM Kaxka0€e nocieayomue NoaAKII0YeHre K
KOMMYTaTopy OyAeT COMPOBOXKIATHCS CTAHAAPTHBIM JUATIOTOBBIM OKHOM
ayTEHTU(UKALINH.
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5.3.1.1 Cmpameausi Hacmpouku

[Iporecc HaCTPOHKH KOMMYyTaTOpa MOKHO pa3OUTh HAa HECKOJIBKO KITFOUEBBIX
JTaIlOB:

0. MonTax, HacTpoiika PoE Ha nopTax myTém KOH(UTypaluu nepeMbIuekK.

1. YcraHoBKa ceTeBbIX HAaCTpoeK (3aaHue yHukanbHoro [P anpeca B mpenenax
MOJICETH, YCTAHOBKA MACKH U IIUTI032).

2. YcTaHOBKa JIOTMHA U NIAPOJISl 11 OTPAHUYEHUS JOCTYINa K HaCTPOMKaMm.

3. 3anonHeHne NHPOPMAILIMOHHBIX MOJIEH O HA3BaHUU YCTPOMCTBA, €ro
MECTOIOJIOKEHUU U TIopTax. JTa HHPOpMaIKs B TalbHEHIIEM IOMOXKET HpU
00CTy>)KUBaHUU CETH.

4. Ecnu ucnodib3yercs 0TKa30yCTOMYMBAas TOMOJIOTH KOJIBIIO, TO HEOOXOAUMO
HacTpouTh npoTokon RSTP

5. Ins pazrpanunyenus tTpaduka Ha nmojceTu ucnoiib3yrorcs VLAN b

6. Ecnu k koMmMyTaTopy noakitovarotcs TepMokoxkyxu TFortis TH, To MokHO
BKJIFOUUTDH (DYHKIIUIO MTPEABAPUTEILHOTO ITPOrpeBa KOXKYXOB.

7. Hacrpoiika monutopunra. s yno0cTBa aiIMUHUCTPUPOBAHUS MOKHO
HACTPOUTH OTIPABKY COOBITHI "epe3 mpoTokoiibl Syslog, SMTP, SNMP,
CUHXPOHU3UPOBATh BHYTPEHHUE Yachl uepe3 npotokoa SNTP. [l
ABTOMATHU3UPOBAHHOTO MOCTPOECHUS KapThl CETU UCIOJIB3YyeTCs MPOTOKOoJI LLDP.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 12
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5.3.2 CeTeBble HAaCTPOMKHU

Basic Settings — Network Settings
B nanHom paszerne yka3pIBarOTCSl OCHOBHBIC CETEBBIEC HACTPOHKH KOMMYTATOpA.

MAC: co 11 A8 04 00 02
IP: 192 168 O 2

Mask 2550 2556 255 O

Gateway 255 255 255 255

DNS 255 255 255 255

DHCP Mode Disable ¥

Puc. 5.3.2.1 CereBble HaCTpOUKH

MAC - ®usndeckuii aipec yCTpoMCcTBa UCTIONB3YETCS ISl UACHTU(DUKALIUY
yCTpoiicTBa B ceTH. bes kpaiiHelh He0OX0IUMOCTH, HE peKoMeH1yeM MeHsITh MAC
aZipec, MOCKOJIbKY OH TapaHTUPOBAHO 00ECIeUNBAECT YHUKAIBHOCTh KOMMYTATOPA.
[Tocneanue 2 Gaiita 3aBojckoro MAC aapeca COCTaBISIOT CEPUIHBIN HOMED
ycTpoiictBa. 3aBoackoii MAC aapec HaHECEH Ha HaKJIEWKE U pa3MEIlEeH Ha KOpITyce
Y Ha NIEYaTHOM IJIaTe KOMMYTaTopa.

IP - CereBoii agpec yctporictsa. [Ipu paboTe B mpenenax oqHOM MOACETH
HE00X0MMO 00€CTIeUnTh YHUKAJILHOCTh CETEBOTO ajpeca.

Mask - Macka nmoaceru

Gateway - CeteBoil aapec nuo3a. Eciu 1103 He UCTOoNb3yeTcs, TO OCTaBbTE
3HA4YEHUE N0 YMOJMYaHUI0: 255.255.255.255

DNS - CereBoii agpec DNS pecongepa. Mcrionb3yeTcs B HEKOTOPBIX
GyHKUMAX A4 peoOpa3oBaHUsi CUMBOJIBHOTO HMEHH XOCTa B €r0 CETEBOM ajipec.
Ecnu He ucnonp3yercs, TO OCTaBbTE 3HAUYCHHUE MO YMOTYAHUIO: 255.255.255.255

DHCP Mode - Bi60p pexxuma padotsl ¢ mpotokojgom DHCP:

1. Disable - DHCP otkitoueH. KomMmyTaTop UCTIONIB3yeT CTAaTHYECKUE CETEBbBIE
Hactpouiku. (IP, Mask, Gateway u np.)

2. Client - Bxmouene pexxuma DHCP knuenta. KommyTtaTop nmoiydaeT
CeTeBbIe HACTPOMKHN aBTOMATHUUYECKH ITyTEM LIMPOKOBearenbHoro 3amnpoca k DHCP

cepBepy.
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5.3.3 HacTpouka y4e€THbIX 3anuceun nonb3oBartenen

Basic Settings — User Accounts

B nmanHOM pasgene conepxarcs HACTPOWKHM YUYETHBIX 3alIMCEH ITOJIb30BaTENEH.

User list
User Name | Password | Access Right

1 Admin Edit

[

Add New User

Puc. 5.3.3.1 Cnucoxk nosib3oBareseit
[To ymMouaHHIO €MUHCTBEHHON YUETHOW 3aIIUChIO SIBJIIETCS yUYETHAS 3aMHUCh
aIMUHUCTPATOPA C HEYCTAHOBJIEHHBIMUA UMEHEM I0JIb30BATEINS U nIapods. T.e.
noctyn k WEB- untepdeiicy u Telnet mpoucxonut 6e3 ayTeHTUDUKAIIIH.

Jlnst orpaHUYeHUs 1OCTYyIa 0053aTENIbHO CIIEYET CO3/1aTh KAK MUHUMYM
OJTHOTO TI0JIb30BaTess ¢ npaBamu Admin. U, mpu HE0OXOIMMOCTH OJTHOTO WITH
HECKOJIBKUX ToJIb30Barenei ¢ npaBamu User.

Paznenenue npaB qocTyna ocyiecTBisieTcs: BbioopoM mosst Access Right

Add/Edit user

User Name
New Password III
Password Confirm III

Access Right Admin

User

| Apply || cancel |

Puc. 5.3.3.2 HacTpoiiku uMEHM MOJIb30BATENS U Ao
[Tonp3oBarens ¢ mpaBamMu Admin UMEET MaKCUMaJIbHbIEC TOJTHOMOYHS.
ITonb3oBarens ¢ mpaBamu User uMeeT OrpaHMYEHHBIE TOJTHOMOYHSI, HE MOXKET
U3MEHSATHh HACTPOWKH, UMEET JOCTYN K CTATUCTHUKE KOMMYTAaTOpa U
nuarHoctudeckuM uacrpymentam (Ping, Virtual Cable Tester).

[Tocne nmpuMeHeHus nmapaMeTpoB, €ClIu BCe MPOILIO YCIEIIHO, 0TOOPAa3UTCs
coobmienue "Parameters accepted" v moTpeOyeTCs IPOUTH aBTOPHU3AIUIO, BBEIS
JIOTUH | T1apOJIb.

[Tpu coobmennn 06 ommoOKe, TOMPoOyHTE BBECTH JIaHHBIE €IIIe Pas.

Ipumeuanue 1: J[aHHbIE MO ABISAIOTCS 00s3aTEIbHBIMU TSI 3IIOJIHEHHUS.
MaxkcuMmanbHast guHa - 20 cHMBOJIOB. S3BIK BBOJA - AaHTJIMMCKHUM.

Ipumeuanmue 2: Ilons peructpo3aBUCUMBIE, T.€. €CTh pazHula Mexay "Admin" u
"admin".

Ipumeuanmne 3: [TognepxxuBaercs 10 4 yYETHBIX 3alIUCEH.
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5.3.4 OnucaHue yctpoucTBa

Basic Settings — Device Description

Device Name | |

Device Location | |

Service Company | |

Port Description
Port | Description

1| |

2 || |

Puc. 5.3.4.1 Onucanue ycrpoiicrBa

Device Name - HazBaHue ycTpoiicTBa

Device Location - PacniosioxxeHnue ycTpoiicTsa

Service Company - KontakTHas nHpopmaIus o0CIyKUBarole KoMIaHuU Win
OTBETCTBEHHOTO JIMIIA

Port Description — onrcanue nopTos

JlaHHBIE MO ABJSIOTCS HEOOS3aTeTLHBIMU JIJIS 3aTIOJTHEHUS U CITYKaT JIMIIb
JUTSI YIIPOIIEHUS ASHTU(UKAIIN KOMMYyTaTopa. MakcuManbHas JUIMHA 3anucel - 64
CHMBOJIA ITPU UCMOJIb30BAHWUH AHTIJIMMCKOTO A3bIKA U 32 CUMBOJIA IPU
HCIIOJB30BaHUU PYCCKOTO.
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5.3.5 HacTpouka Telnet

Basic Settings — Telnet
Telnet Settings

State
Option Echo

TFTP Settings
State

Port 69

Puc. 5.3.5.1. Bxarouenune Telnet u TFTP

Telnet - npoToko 715 peanu3anuy yJanéHHOro YIpaBiIeHUs] CETEBbIM
obopynoBaHueM, OCHOBaHHbBIN Ha npoTokosie TCP mopr 23.

ITo ymomuanuto Telnet BKiItOUEH, MO KEITAHUIO €M0 MOKHO OTKIIIOUHUTD.
Jlorus u naposns Juist focryna K Telnet Takue ke, YTO UCHOIB3YIOTCS AJIs JOCTYTIA K
web-unTepdeiicy.

Option Echo — ormms npotokona Telnet, Mo ymoraanuio omniys BKIIOYCHA.

KpoMe Toro B KOMMyTaTope CyIeCTBYET BO3MOKHOCTD IIPOU3BOAUTH
OOHOBJIEHHE TPOIINBKY KOMMYyTaTopa uepe3 Telnet, mpu 3TOM KOMMYTaTOp
ucnoas3yer nporokon TFTP.

[Tockonbky nporokon TEFTP He siBnsieTcs 3alUIIEHHBIM, TO OH 110 YMOJIYAaHUIO
BBIKJIIOYEH. [Ipr HEOOXOAUMOCTH MOYKHO BKJIFOUUTH, @ TAKKE U3MEHHUTD
cranaaptHeiii UDP nopt (69) Ha npyroi.

bonee noapoOHo koHpurypupoBanue npu nomouu Telnet paccMoTpeHo B
pazgene 5.4.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 16
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5.3.6 HacTtponka SNTP

Basic Settings — SNTP
State

Server IP address | [192  [168 [0 [31 |

Server Name ‘ |

Time Zone
Period

Puc. 5.3.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:1, ¢ MOMOIIBIO KOTOPOTO
KOMMYTATOp CHHXPOHU3HUPYET CBOM BHYTPEHHUE Yachl C BHEIITHUM CEPBEPOM
TOYHOTO BPEMCHH.

KoMMyTaTop HE COIepKUT BCTPOSHHBIX YaCOB PEaIbHOTO BPEMEHH, TIOITOMY
JUTSI TIOJTYYEHUS CBEICHUH O TEKYIIIeM BPEMEHH HEOOXOIMMO HCITOIb30BaTh
npotokos1 SNTP. [Ipumenenue nporokosia SNTP He siBisieTcs 00s13aTeIbHBIM,
OCHOBHBIC (DYHKIIMM KOMMYTaTOpa HUKaK He cBsi3anbl ¢ SNTP. Onnako, s
YIPOUICHUS aIMUHUCTPUPOBAHUS KOMMYTATOP MOJIEPKUBAET 3aIlUCh KypHaa
COOBITUM B «YEPHBIH SATUK», OTIPaBKy syslog- u e-mail- cooOmieHuii 0 COOBITHIX
aAMUHUCTpATOpy ceTu. 1 B 3T coobiienus, mpu BKItoueHHOM npoTokosie SNTP,
n00aBIIseTCA MITAMIT BpEMEHH, YTO B CBOIO OYEPE/Ib MOXKET TOMOYb aIMUHUCTPATOPY
MpU OOCITY)KUBAHUH CETH.

ITapamMeTpbI HACTPONKU:
State — cocrosiHuE
Server IP address - [P anpec SNTP cepsepa
Server Name — nomenHoe umst SNTP cepsepa. Eciiu 3anan [P agpec cepsepa
Y JIOMEHHOE UMS OJJHOBPEMEHHO, TO IpUOpHUTET oTHacTcs [P agpecy
Time Zone - yacoBoii nosic (otkiaonenue ot UTC)
Period - nepuosa BpeMeHH CUHXPOHU3AIUU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyaUTENbHAS CHHXPOHU3AIUS BPEMEHU (IJ1 IPOBEPKHU
HACTPOEK)
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5.3.7 HacTpouka aisblka web-uHtepcenca

Basic Settings — Language

Language | English
E h
Puc. 5.3.7.1. Beibop s3bIka

KommyTaTop nMeeT BO3MOXKHOCTb BbIOOpa si3bika i1 Web-unrtepdeiica.
[TopnepxxuBaercs 2 A3bIKa: pyCCKUMl ¥ aHTIIMCcKuid. [1o yMoI4aHuio yCTaHOBIIEH
AHTJIMICKHM SI3BIK, OJJHAKO €r0 MO>KHO IMIOMEHSTh Ha PYCCKHIi, HO IIPX ATOM HY>KHO
yoeuThCsl 4TOOBI HEe ObLIO MTPOOJIeM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrepdeiice kommyTtaropa ucnonb3yercs kogupoka UTF-8.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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5.3.8 HacTpouka nopToB

Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE SFP Link Mode
1 |Enable V| |Aut|:| V| |Di5able V| |F-.L|t|:: V|

2 |Enable V|| [Auto v| | |Disable v| ||Auto V|

3 |Enable /|| |Auto v| | |Disable v| | |Auto V|

4 |Enable V|| [Auto v| | |Disable v| ||Auto V|

5 Enable V| |[1000M/Full V|| |Disable v|

6 ||Enable || [1000M/Full v||[Disable V|

Puc. 5.3.8.1. Hactpoiika noptos

JlocTynHBI clleyIoIIMe mapaMeTpsl mopTa:

1.

(O8]

State - Cocrosiaue nopra. [IopT MOKHO IPUHYIUTEIBHO BBIKIIFOYUTH, ECIIU OH
He ucnoibizyercs. [Ipu 3ToM uepes mopt He OyAyT UATH JaHHBIE U HE OyIeT
MOJAHUMATHCS JIMHK Ha MOPTY.

. Speed/Duplex — Ckopocts/aymiekc. [1o ymMon4aHuio yCTaHOBJIEH PEKUM

aBTOOIPEICIICHHS, KOTOPBI aBTOMAaTHYECKH MTOJACTPAUBACT CKOPOCTh U PEIKUM
nyruiekca. Bo3MoXHO B pyUHYIO0 YCTaHOBUTB CKOPOCTh U JYIUIEKC, HO HY>KHO
OBITh TIOJTHOCTHIO YBEPEHHBIM, UTO yAAJICHHAS CTOPOHA MPUMET TaKHe
Hactpoiiku. /s SFP moptoB GigabitEthernet HemocTynmHO yripaBieHue
COCTOSIHUEM TOPTa U CKOPOCTHIO.

. Flow Control - Ynpasnenue notrokom nepenauu n1anubix (IEEE 802.3x)
. PoE - Power over Ethernet (muranue uepe3 Ethernet).

Bce kommyTtaropsl TFortis PSW nMeroT pa3nnunbiii Habop mopToB ¢
noanepxkkoui PoE. B 3aBucumoctn ot moaenu Hactporika PoE Ha mopty
MOXKET paznyaThCsl.

Hns kommyTtaropoB PSW-2G4F, PSW-1G4F, PSW-2G4F-UPS, PSW-
1G4F-UPS, PSW-2G8F+ cyiiecTByeT BO3BMOXKHOCTh yIpaBisiTh POE Toibko
no Bapuanty A (npotoxosibHoe PoE). Ynpasnenue PoE no Bapuanty B
(Passive PoE) ocymiecTBisieTcst mepecTaHOBKOM COOTBETCTBYIOIIUX
nepembluek Ha rate. bonee moapodHo mpo Hactpoiiky POE mepembrukamu
cM. B PyKOBOJACTBE MO 3KCIUTyaTallMu K KOHKPETHOM MOJIENIM KOMMYTaTopa B
paznene 2.7 - DneMeHThl KOHGUTYPUPOBAHUS U KOHTPOJISL.

Jlnst moptoB kommyTatopoB PSW-2G+ u my1st moptoB Nel u Ne2 B PSW-
2G6F+ nocrymHa TONBKO IMporpaMMHast Hactporika PoE Ha 3Tux moprax.
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JlocTyIHBI BapuaHThI:

Disable — PoE Ha nmopTy oTKIIt0O4€HO

Auto — ynipaBienue PoE nmponcxoauT aBTOMaTUYECKH, T. €. BKIIOYAETCS
TOJIBKO TIpHU noakItoueHn PoE o0opynoBanus.

UltraPoE - [lepenaya nutanusi OTHOBPEMEHHO MO BapuaHTy A u B ¢
MOBBIIEHHON MOIITHOCTBIO. AJlanTaius Juisl HOAKIOYEHUS KyTOJIbHBIX
kamep Beward.

Only A - [lepenaua nuTaHus OCYIIECTBISETCSA TOJBKO MO BAPUAHTY A.
Only B - Ilepenaya nutanusi OCyIIeCTBIISIETCS TOJIBKO MO BapuaHTy B.
Passive B - Ilepenaua nutanust OCyIECTBIISETCS IO BApUAHTY A B
IPOTOKOJIBHOM PEXUME U 10 BApUAHTY B B OECIPOTOKOIBHOM pEXUME.
Pexxum nu1st paboTsl coBMecTHO ¢ TepMokokyxamu TFortis TH-02 u
TFortis TH-03.

Forced A+B - [lepenaua nutanus oCyliecTBISIETCS 10 Bapuanty A u B B
6ecnpoTokonbHOM pexkume. [loaxmouenue He PoE ycTpolicTB 3anperieHo.
MoaxeT uCronbp30BaThCs TOIBKO HA JTaIle OTIAAKH, T. K. B JAHHOM PEKUME
OTCYTCTBYET 3aIllATA I10 NIEPErpy3Ke U HEMPABUIBHOMY BKIIFOUEHUIO.

5. SFP Link Mode - pexxum pa6otsl imaka SFP (ontudeckoro) mopra.

e Forced - popcupoBaHHOE MOAHATHE JIMHKA PU OOHAPYKEHUU CUTHAJIA
no ontuke (Pexxum o ymomyanuto)

e Auto - aBTOMaTH4YECKUM pEXXUM, PEKOMEHTyEeTCsl TP MOAKIIOUEHUIO K
000pyIOBaHUIO CTOPOHHETO MTPOU3BOUTENS
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5.3.9 CocTosiHMe nopToB

Ports — Port Status

Port | State Link | Speed Duplex Flow Control | PoE SFP

1 Blocked | Up 100M | Full-duplex | Disable OFF
2 Enable | Up 100M | Full-duplex | Disable OFF
3 Blocked | Down | - - - OFF
4 Enable | Up 100M | Full-duplex | Disable OFF

5 Enable Down | - - - _

6 Enable Down | - = - _

Puc. 5.3.9.1. Coctostnue nopToB

JInst komMyTaropa JIOCTYIHBI CIIEAYIOLINE TapaMeTPhI OPTa:

1.

o b~ 0N

o

State - CocTosiHue TIopTa. (BKIIIOUEH/BBIKIIOUEH/3a010KUpOBaH(Tipu
BKJIFOUEHHOM TpoTokosie RSTP))

Link — CocrostHue nuHka

Speed/Duplex - CxopocTs/aymiiekc

Flow Control - Ynpasnenue norokom nepenauu ganubix (IEEE 802.3x)
PoE - Power over Ethernet (mutanue nmosepx Ethernet).

SFP — JlononHuTenpHas nuadopmaiys o noakIoueHHbIXx SFP Moysx.
OTtoOpaxaetcs nHbopMalys, U3 BHyTpeHHeH namstu camoro SFP moxys,
IPOIINTAS HA 3aBOJIE-U3TOTOBUTEIIE, TAKKE, ECIIU MOAYJIb MOAACPKUBAET
dynkuuo DDM(Digital Diagnostic Monitoring): HanpspkeHHe, TeMIiepaTypy
MOJyJIsl, TOK CMELIEHHS ¥ MOILIIHOCTB J1a3€pa, YPOBEHb IPUHUMAEMOTO
curHana. Kxomka «Detail» cTaHOBHTCS aKTHBHOM TOJBKOIIPH IOAKIIOUCHHOM
MOJYJIE.

Baskno: nanHyro nHopmanuio ykasan npousogurens SFP Mmonys, HO
MIOCKOJIbKY 3Ta MH(OpManus HeoOs3aTenbHas!, IPOU3BOIUTEIL MOKET €€ He
yKa3aTh WIH yKa3aTh HE TOUHYIO WIH HEBEpHYI0 nHPopMmanuto. [TosTomy He
CTOUT BOCIIPUHUMATH ATy UH(POPMAIMIO KaK OCHOBHYIO, a JIMIIb KaK

BCIIOMOI'aTCJIbHYTO.
Port Status

Name SFP 1
State Enable

Vendor FINISAR CORP.
Wendor OUT

Wendor part number SFP-BX20-D A0
WVendor Rev A0

Identifier SFP

Connector Lc

Ethernet Compliance Code 1000BASE-LX
Link Length long distance (L)
Fibre Channel Technology Longwave laser (LC)
Fibre Channel Transmission Media -

Fibre Channel Speed -

Encoding code 8B/10B

TX Laser Wavelength 1550

Back

Puc. 5.3.9.2. Undopmarnus uz SFP monyns
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5.3.9.1 O6HoeneHue MO SFP modyns

B xoMMyTatopax ecTb BO3BMOKHOCTb OCYHIECTBIIATh nepenpoinuBky SFP
Mojysiel. ITo OpIBaeT HEOOXOUMO MPH UCIIOJIB30BAHUU «HEPOJIHBIX» MOJYJIEH B
KOMMYTaTOpax HEKOTOpbIX BeH10poB (Takux kak CISCO, HP).

SFP Reprogramming

1. Firmware Dump

SFP Dump

2. Preloaded Firmware Download

Preloaded Firmwares
TBSF15-0101.bin _Download
|TBSF13-ODD1.bin | _

3. Custom Firmware Download

Custom Firmware

Obzop...

Puc. 5.3.9.3. Uurepdeiic nepenpoummsku SFP momyns

Firmware Dump — coxpanenue tekyuei npomusku SFP monyns B daiin.
[Ipu nepenpommBKe HACTOSATEILHO PEKOMEHIyETCS JIeJaTh JaMIl CTapOd MPOIIUBKU
JUTsl TOTO, YTOOBI ObLJIa BOBMOXKHOCTh OTKaTa, BO3BpaTa Ha CTapyr BEPCHUIO.

Preloaded Firmware Download — cniucok npe/tyCTaHOBJIEHHBIX ITPOLLIMBOK
11t Mostysien ¢ nimHamu BoJiH 1550 u 1310 HM. B 3TOM criucke HaxoasaTcsi caMmbie
MOCJIEIHUE TIPOILIMBKYA HA MOMEHT BbIXO/Ia MPOIIMBKH CAaMOTO KOMMYTAaTOpa.

Custom Firmware Download — 3arpy3ka cTopoHHero (¢aiiia npommBKy.

BakHo: BO3MOXHOCTB IEPENPOrPaMMUPOBAHUS 3aBUCHUT TAKKE U OT
camoro SFP moayis, CyliecTByOT MOYJIH, Y KOTOPBIX NaMSTh
paboTaeT TOJBKO B pexXUMe UTeHHs. Takue Moyu
[IEPENPOrpaMMUPOBATH HEB3SL.
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5.3.10 HacTpouka cnucka cobbIiTumn

Events — Event List

KommyTtaTop PSW mmeeT mmpokne BO3MOKHOCTH 110 00SCIICUYSHUIO y100CTBa
aIMUHUCTPHUPOBAHUS CETH U TIOJIJIEPKAHUSI €€ B paOOTOCITIOCOOHOM COCTOSHUMU.
BaxxHyt0 poJib B 3TOM UTpaeT MEXaHU3M HEMEJICHHOTO YBEIOMIICHUS
aIMUHUCTPATOPA O TTPOUZOMISIINX COOBITUIX TTOCPEICTBOM PA3THIHBIX
MeXaHU3MOB, Takux Kak Syslog, SMTP (e-mail) miu SNMP Trap.

B xomMyTaTope numeercss BO3MOXXHOCTh THOKO HACTPOUTh pearupoBaHue
TOJIbKO Ha UHTEPECYIOIINE COOBITHS U MPUCBOUTH UM COOTBETCTBYIOIIUN YPOBEHB
BaYXHOCTH (TOJIbKO 117151 TpoTokoa Syslog). YpoBuu Menstotcst ot 0 1o 7, rae O -
HAWBBICIIUKM YPOBEHb BaKHOCTH.

OOGmenpuHsATa cleayromas rpaaaus ypoBHeH:

¢ (0) Emergency: cucrema HepaboTOCIIOCOOHA

e (1) Alert: cucrema TpeOyeT HEMEUIEHHOTO BMEIIATENbCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

(3) Error: cooOmieHus 0 BO3HUKIIUX OIMTHOKaX

(4) Warning: npeaynpexJIeHus: 0 BO3MOXHBIX MMpoOiemMax
(5) Notice: coobmieHusI 0 HOPMAJIBHBIX, HO Ba’KHBIX COOBITHUAX
(6) Informational: napopmanioHHbBIE COOOIIIEHNS

(7) Debug: oTiiamounbie COOOIICHUS

Hcnonb3ys Takoe JIOTMUeCKOoe pa3eieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
CTOpPOHE CepBepa MOXHO I0-pa3HOMY UX 0OpabarbiBaTh. Hanpumep, coobenus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B XKYpHAJ COOBITHIA, a
co0011eHUs 0 COOBITUSIX C YpoBHEM 0-3 BBIBOZSTCS ONEPATOPY.

Hacrpoiiku pa3ouTsl Ha TOATPYIIHI IO KATETOPHSIM:

o Port.link - uamenenue craryca JuHka

o Port.PoE - usmenenue craryca PoE

o STP/RSTP - usmenenune Tononoruu STP/RSTP

o Autorestart.Link - mpomnan nuHk npu akTuBHON QyHKUIKK Auto Restart

o Autorestart.Ping - ynanennoe yctpoiictBo He oTBeTWII0 Ha PING npu
akTuBHOU (pyHKIIMM Auto Restart

o Autorestart.Speed — akKTUBHOCTb Ha OPTY yHaJla HUKE 3aJaHHOMU MpU
akTuBHOU (pyHKIIMM Auto Restart

o System - U3MEHEHUE COCTOSHUSA CUCTEMbI(TIepe3arpy3ka, 0OHOBIIEHHE, COPOC
Ha 3aBOJICKHE YCTAHOBKH U Ap.)

e UPS - usmenenune B pabote Moysisi OecriepeOoiHOTr0 MUTaHus (TOJIBKO B
BEPCHUU C MOJTyJIeM OecriepeOOiHOTO TUTAHUS )
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¢ Inputs/Outputs - cOObITHE OT CUCTEMBI KOHTPOJISA JOCTYTIA (CyXre KOHTAKTHI U
JATYUK BCKPBITHUS)

e MAC Filtering - npon3onuia nomnsITKa A0cTyIna kK kommyraropy ¢ MAC
azpeca, KOTOPbIM HE yKa3aH B cnucke pa3peiéHHbiX ([Ipu BKItoueHHON
dbynkuu dunsrparuu no MAC aapecam)

[To ymMOT4aHHUIO aKTUBHBIMU COOBITUSIMU YCTAHOBJICHBI:
® M3MCHECHHE JINHKA,
e 1pu akTUBHOU (pyHKIMK Auto Restart mponas JIMHK, UM yCTPOMCTBO HE
otBeTws0 HAa PING, nnu ckopocTh Ha MOPTY yIalia HUXKE 3aJaHHOM
® u3MeHeHue B paboTe Moyist OecriepeOOMHOro NuTanus (Nepexo Ha MUTaHUe
ot AKD u ap.) (ToJIbKO B BEpCUH C MOJIyJIEM C OecriepeOOHBIM TUTAHUEM )
® COOBITHSI OT CUCTEMbI KOHTPOJISL JOCTYTIA.

[Tpu ncnonb30BaHMM KOHPUTYPALIUU IO YMOTYaHUIO, BBl oyyaeTe TONbKO
OCHOBHYIO BaXXKHYI0 HH(OPMALIHIO, KACAIOLIYIOCsS UCIPABHOIO (yHKIMOHUPOBAHUS
CUCTEMBI, 0€3 3arpy3K1 MEHEe BaXKHBIX COOOIICHHIA.

Parametrs State | Level
Port.link (4) Warning v
Port.PoE (4) Warning v

3]

<

STP/RSTP (7) Debug

Autorestart.Link
Autorestart.Ping
Autorestart.Speed
System (7) Debug v
UPS (0) Emergency W

Y

Inputs/Outputs (4) Warning v

MAC Filtering (4) Warning v

Puc. 5.3.10. Crucox coObiThi
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5.3.11 Hactpouka Syslog
Events — Syslog

Syslog — cTtaHmapT OTIPaBKH COOOIIEHUN O MPOUCXOIAIINX B CHCTEME
coObITHSX (J0r0B), Hcnoab3yromuiics B [P cersx. [Iporokon syslog npoct: npu
HACTYIJICHUU OTPEJEICHHBIX COOBITUH, KOMMyTaTOop PSW nockuiaet kopoTkoe
TEKCTOBOE coO0IIeHre, pazMepoM MeHbIe 1024 6ailT nosydyaTento cooOIeHuUs.
Coob6mienus otnpasistotcs o UDP (mopt 514). Syslog ucnions3yercs s
yaA00CTBa aIMUHUCTPUPOBAHUS M oOecrieueHus] H(OOPMAIIMOHHOM 0€30MacHOCTH.

B xomMyTaTope nmeercss BO3MOXKHOCTh THOKO HACTPOUTH TOJIHKO
UHTEPECYIOIINE COOBITUS U TIPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb BaYKHOCTH.
(Bximanka Events — Event List ) YpoBuu mensitorcst ot 0 10 7, rae O - HauBBICIIHMA
YPOBEHb BaKHOCTH.

OOGmenpuHsTa cleaytomas rpaaanus ypoBHEH:

¢ (0) Emergency: cucrema HepaboTOCIIOCOOHA

e (1) Alert: cucrema TpeOyeT HEMEUIEHHOTO BMEIIATENbCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

(3) Error: cooOmieHus 0 BO3HUKIIUX OIMTHOKaX

(4) Warning: npeaynpexJIeHus: 0 BO3MOXHBIX MMpoOiemMax
(5) Notice: coobmieHusI 0 HOPMAJIBHBIX, HO Ba’KHBIX COOBITHUAX
(6) Informational: napopmanioHHbBIE COOOIIIEHNS

(7) Debug: oTiiamounbie COOOIICHUS

Hcnonb3ys Takoe JIOTMUeCKOoe pa3eieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
IPUEMHON CTOPOHE MOKHO MO-pa3HOMY uX 00pabarteiBaTh. Hampumep, cooOuieHus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B XKYpHAJ COOBITHIA, a
co0011eHUs 0 COOBITUSIX C YpoBHEM 0-3 BBIBOZSTCS ONEPATOPY.

dopmat Syslog coobennsi
CormacHo cranaaprty Syslog cooOmieHne uMeeT clieayomuin Gopmar:
<ypoBeHb BaxXHOCTH><1aTa U Bpems><IP anpec ormpaBurtens><cooOrieHne>

IIpumeyanue: oOpaTuTE BHUMAHUE, YTO B MOJI€ </1aTa U BPEMS> MOJICTABIISAETCS
nara v BpeMst nosrydyeHHsle o npotokony SNTP. Ecnu nanneie Bpemenu He
noydeHsl uin SNTP He HacTpoeH, TO B moJie <iara U BpeMs™> MOACTABISAETCS BPEMS
B CEKYHJaX, MPOLIEAIIEE C MOMEHTA BKIKOYEHNS KOMMYTaTOpA.

PaccmoTpum 310 Ha npumepe. [1ycTs y Hac gaHO cooOlIeHue, NOoJTyYeHHOE
nporpammoii Wireshark:

LOCALO. WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.11.1. SNTP ne nactpoen
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Kaxk BHUAUM, BPpCMA HC HACTPOCHO, ITOACTABJICHO 3HAYCHHNC C MOMCHTA CTapTa.

LOCALO. WARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.11.2. SNTP Hactpoen

A Ternepb COOOIIEHUE UMEET CTAaHAAPTHBIN ITAMIT BPEMEHHU.
Hacrpoiika Syslog Ha koMmMmyTaTope
Hacrpoiika Ha KOMMyTaTOpe He MpeacTaBiIseT 0ocoboil cnoxuoctu. [lepBoe, uTo

HY)KHO CJIeJIaTh — 3TO BBIOpaTh HHTEPECYIONIUE COOBITUS BO BKiIanke Events —
Event List. Hanpumep, Hac uHTEpecyeT cOObITHE U3MEHEHHUS JIMHKA.

trap:
Port.link 7 (4) Warning A
Port.PoE (7) Debug ~
STP (7) Debug A

Puc. 5.3.11.3. Beibupaem coObiTHE

3atem Bo Bkiajake Events — Syslog Settings Bkiirouaem paboTy ¢ mpoTOKOJIOM
Syslog u ycranaBnuBaem IP anpec cepBepa, Ha KOTOpbIM Oy IyT MPUXOJIUTh
COOOIIECHHUS.

State Enable -

Server IP address | 192 168 0 104
Puc. 5.3.11.4. Hactpoiika Syslog
IMonyuyenue Syslog cooOmennii

[Tociie HacTpOWKKM KOMMYyTaTOpa, IEPEXOANM K HaACTpOHKe cepBepa.
Paccmotpum npumep aiist OC Windows. CyiiecTByeT O00JIbI10€ YUCIIO TPOTPaMM ISt
paboThl ¢ syslog-coobmeHusiMu. BoT HEKOTOpBIC U3 HUX:

Kiwi Syslog

Syslog Watcher

Datagram SyslogServer Suite
syslogbroadband

LogZilla

Syslog Server Free Tool

OcranoBum cBoit BeiOOp Ha nporpamme Kiwi Log Viewer - ato OecriaTHas
ynporeHHas Bepcust mporpammbl Kiwi Syslog Server. Ho Tem He MeHee oHa
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yIIOBJICTBOPSICT ITOCTABJICHHBIM 3a/1a4aM.
Anpec s 3arpy3ku - http:// www.kiwisyslog.com/downloads.aspx

VYcraHOBKa MPOrpaMMbl HE OTIIMYASTCS 0COO0M CIIOKHOCTBIO, €IMHCTBEHHOE, B

okHe Chose Operating Mode ycranosute Install as Service (B atom cimyuae Kiwi

Syslog ycranoBuTcs kak cityxk0a: Oyaer 3anmyckarbes pu ctapte OC 1 pe3suieHTHO

CUJIETh B Tpee)

0 Kiwi Syslog Daemon 8.3.48 Installer l =NAEE X

- Choose Operating Mode
WI The program can be run as a Service or Application

@ Install Kiwi Syzlog Daemon as a Service

This option installs Kiwi Syslog Daemon as a Windows service, allowing the
program to run without the need for a user to login to Windows. This option also
installs the Kiwi Syslog Daemon Manager which is used to control the service,

() Install Kiwi Syslog Daemon as an Application

This option installs Kiwi Syslog Daemon as a typical Windows application,
requiring a user to login to Windows before running the application.

< Back ][ Next > J [ Cancel

Puc. 5.3.11.5. Ycranoska nporpammel Kiwi Syslog

[Tocne ycranoBkwu, 3anyckante nporpammy. [1o ymoirqanuio B TIIaBHOM OKHE

OymyT oToOpakaThCsl BCE MIPUHSATHIE COOOIIECHUS. DTH COOOIIEHHUS TTUTITYTCS B
TEKCTOBBIN (haiisl. Takke eCTh BOBMOKHOCTh HACTPOUTH MEPECHIIKY Ha email.

=)

3 m A ) [Display 00 (Default)  ~|

Date Time Priority Hostname  Message
09-20-2013 10:34:54 LocallWaming 192.168.0.1 Sep 20 10:32:51 192.168.0.1 [3.1.1.2.1] trap: poit.link.FE 3.state ="1"
03-20-2013 10:34:53 Local0.Debug 192.168.0.1 Sep 20 10:32:50 192.168.0.1 [3.2.0.0.1] trap: stp.topology_change.="1"
09-20-2013 10:34:50 Locald.Warning 192.168.0.1 Sep 20 10:32:47 192.168.0.1 [3.1.1.2.1] trap: port.link.FE 3.state ="0"

100% 3 MPH 10:35  09-20-2013

Puc. 5.3.11.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.11.1 Cnucok coobuweHun Syslog

Port #1 Link Up/Down

T Fortis

Tabmuma 5.3.1. Cnucok Syslog cooOrienuit
N3menenue nuHka

Port #1 PoE A Up/Down

HN3smenenue PoE

STP topology changed: root port 1, root

bridge MAC 01:02:03:04:05:06

Nzmenenue Tonosnoruu STP/RSTP ¢
yKazaHueM pyrosoro nopra u MAKa

STP: bridge is ROOT

N3menenne Tononoruun STP/RSTP,
KOMMYyTaTop ctai KopHeBbIM (Root)

STP port #1 status changed:

N3menenue craryca nmopta: Forwarding,
Learning nnu Discarding

Port #1 Autorestart: no link

[Ipomnan TUHK MpH BKIIOYEHHOM KOHTPOJIE
3aBUCAHMsSI KaMep M0 KPUTEPUIO JIMHK

Port #1 Autorestart: no reply to Ping

OtcyrcTByet oTBeT Ha 3anpocsl PING npu
BKJIFOYEHHOM KOHTPOJIE 3aBUCAHMSI KaMep
no kpurepuro PING

Port #1 Autorestart: Low Speed

Huzkas ckopocTh uepes nopt mnpu
BKJIIOYEHHOM KOHTPOJIE 3aBHCAaHUS KaMep
no kpurepuro SPEED

Port #1 Autorestart: High Speed

[IpeBpilIcHHE IIpEEIa CKOPOCTU YEpe3
IOPT IPY BKJIFOUEHHOM KOHTPOJIE
3aBucaHusl kamep 1o kpurepuro SPEED

Web-interface authentication: <IP>

Bxox na WEB-unTtepdeiic kommyraropa ¢
IP agpeca <IP>

Update firmware x.x.X

Oo0OHoBieHue [10

Default settings

COpoc HACTPOEK Ha 3aBOJICKHE YCTAHOBKH

Clear ARP cash

Ouuctka ARP ka11a koMmmyTaTopa

Start after power reset

Crapt PSW nocne cHATHS TUTaHUS

Start after reset

Crapt PSW nocne nepesarpy3ku

Voltage on battery is low (below than

44V)

Huskoe nanpspkenne Ha AKbB, ke 44B

Power souce is battery/
Power souce is external VAC

Uctounuk nutanust PSW ( AKb niu
CETEBOE HAIPSIKEHUE)

Sensor 0 (Tamper) 1is active!

AKTHUBEH naT4uK BCKpbITUA (st PSW-2G+
u PSW-2G6F+)

Sensor 1 (Dry contact) is active!

AKTHBEH BXOJI CEHCOpa (CyXOro KOHTaKTa)

Input 1 is active (Open)

AKTHBEH BbIX0OJ 1 (pa30MKHYT)

Unallowed MAC: 01:02:03:04:05:06 Port 1

3anpeménnbiii MAK nHa nopry 1

Port 1 Error-Disabled

[Topt 1 6511 mepeBenéH B cocrosinue Error-
Disabled

Port 1 is Up

[Topt 1 6511 mepeBeaéH B coctosinue Up
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5.3.12 Hactpoiika SMTP
Events — SMTP

Kpatkuii ciicoxk TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) npoTokos nepeaaun e-mail
coobmienuii no cetu. SMTP ucnonb3yercs ais nepefadyu cooOIeHUI Ha MOYTOBBIN
cepsep.

ITapamMeTpbl HACTPONKU:
* State — cocrosaue SMTP
* Server IP address - IP agpec nmoutoBoro cepsepa
* Server domain name - JOMEHHOE UMsI IOYTOBOI'O CEpBEpPA
* Port - Homep TCP nopra, yepe3 KOTOpbIA MPOUCXOAUT oTIpaBka nucem (0 -
65534). I1o ymonuanuto 25.
* Sender e-mail address - nouToBbIl aapec oTnpaBuTens. B nuceMme
otoOpaxaercs B mojic From
* Receiver e-mail address - noutoBsIii anpec nonyyaresnsi. B nuceme
otoOpaxkaercs B nojie To. [[1s 70MONMHUTENBHBIX BO3MOXKHOCTEH
MOJI30BATEJIEH IOCTYITHO 0 3 MOoJIy4yaTenei.
* Subject - Tema nucbMma.
* Login, Password - jioruH 1 1apoJib, €CJIM IIOYTOBBIN cepBep TpeOyeT
npoleaypy ayTeHTU(PHUKAIIUU.
Ecau 3Tu nosist 3a1oIHEHbI, aBTOMAaTUYECKH BKIIFOYAETCS MEXAHU3M
ayTeHTu(UKanuu ¢ cepsepoM. Eciu momst octaBieHbl MyCTHIMU, TO JEHCTBYET
MEeXaHU3M 0e3 ayTeHTU(DUKATIIH.

KommyTtaTtop momgnepxkuBaet metonbl ayrentudukanuu AUTH PLAIN u
AUTH LOGIN. Ilpu nHactpoiike HEOOXOAUMO YTOUHUTH, paOOTAET JIM TIOYTOBBIN
CEPBEP C TAKUMH METOJIAMHU.

[To ymonuanuto, ecinu ykasad [P aapec cepBepa, cOOOIIECHUSI HAPABIISIIOTCS HA
9TOT aapec. [{nsg ucrnonb30BaHus JOMEHHOTO UMEHH, ycTraHoBuTe Server IP address
B 0.0.0.0 u ykaxxute noMeHHOE UMs B nosie Server domain name.

IIpumepsb1 HacTpoiiku SMTP

JInst mpoBEPKHU KOPPEKTHOCTH HACTPOEK €CTh BO3MOXXHOCTh OTIIPABKHU
TE€CTOBOTO MUCHMA.

Send test e-mail

Subject ||

Message | |

[Tpu HaxxaTnu Send, MICEMO OTIIPABIIACTCS, €CIIM B TIPOIECCE BOSHUKIIA OINOKH,
OyJzeT coOOIIeHO 0 HUX
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Cy1iecTByeT HECKOJIBKO BAPUAHTOB OPTaHU3AIMH PA0OTHI AJIEKTPOHHOM MOYTHI:
e B JOKJIBHON CETH HAXOAUTCA CHEUUAIBHO BBIICICHHBIN TOYTOBBIN CEPBED.
e licrionb3yeTcs BHEIIHUI TOYTOBBIN CEPBED.

VY Kax10ro BapraHTa €CTh CBOU JOCTOMHCTBA U HEJOCTATKU. BapuaHT C
BBIJICJICHHBIM IIOYTOBBIM CEPBEPOM MOKHO ITOPEKOMEH/IOBATH B TOM CITydae, €CIIH
CEeTh BHICOHAOIOACHHS (PH3UUECKH OT/IeIeHa OT ceTH VIHTEpHET U HEBO3MOYKHO
WCIIOJIb30BaTh BHEIIIHUE MTOYTOBBIC CEPBHCHI, TUOO B CETH YK€ CYIIECTBYECT
MOYTOBBIN CEPBEP U HE TPEOYETCS TOMOTHUTEIBHBIX YCHUIIUH 110 CO3JIaHUIO U
HOJIFIepKaHUI0 paboThI cepBepa. Vcnonb30BaHne BHEIIHUX MOYTOBBIX CEPBUCOB
JieTIaeT HACTPOUKY TPOIIe U ObICTpee, U30aBIIsIeT OT HEOOXOIUMOCTH COICPIKATh
HIOYTOBBIN CEPBEP, OJTHAKO B TAKOM CiIydae TPeOYeTCs MOCTOSHHOE TOAKITIOUEHHIE K
cetu IHTepHET, 4TO He BCETr/1a MOXKET ObITh BO3MOMHBIM HM3-32 MOJIUTHK
0e30MacHOCTU MPEATPUSITHSL.

5.3.12.1 IIlpuMep HACTPOMKH € MOYTOBBIM CEPBEPOM BHYTPH JIOKAJIBHOM CeTH

=

SMTP client
192.168.0.3

SMTP server
192.168.0.2

e

PSW-2G
192.168.0.1

Puc. 5.3.12.1.1 Crpykrypa cetn

I[MocTaBum 3a1a4y ciexyomum o0pa3om:

[Tycth TpeOyetcs HacTpouth SMTP Ha kommyTtarope SW2 (PSW-2G) c IP
192.168.0.1 a5t OTCHUIKK COOOIIEHUM 00 U3MEHEHUH JIMHKA Ha MOpTaxX KOMMYyTaTopa
PSW-2G na xomnberotep oneparopa 192.168.0.3.

[Tockonbky mpotokosn SMTP He npeanonaraeT xpaHeHUuEe COOOIICHHI U BhIAYY UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOAMMO BKIIOYUTH TTOYTOBBIN CEpBEP
(192.168.0.2).

BriOepeM 115 Halel ceTd IOMEHHOE UMsI companyname.com
Jlns PSW-2g BeiOepem e-mail aapec psw2g@companyname.com,
st SMTP cepepa - server(@companyname.com,

IUTSL KJIMEHTa - client@companyname.com .
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Hacrpoiika PSW

[TepBoe — 310 TpebyeTrcs ykazaTh COOBITHE, IPU HACTYILJICHMH KOTOPOTO
OyzeT BbIChIIATHCS cooluieHue. B Hamem cinydae 3To coObITHE N3MEHEHUS JINHKA.
Jlis aroro Bo Bkiaake Events — Event List craBuM rajgouky HalpoTHB HY>KHOTO
COOBITHS.

trap:

Port.link i (4) Warning -
Port.PoE (7) Debug -
STP (7) Debug -

Puc. 5.3.12.1.2 BeIOMpaeM HyKHO€ COObITHE

Teneps Hacrpoum SMTP

[Tepexoaum Bo Bkinaaky Events — SMTP.
Pazpemaem pabory SMTP, ycranaBnubaem IP agpec cepsepa,
ycTaHaBiuBaeM e-mail aapec ornpasurens (T.e. PSW) psw(@companyname.com,
yCTaHaBJIMBaeM e-mail ajipec OCHOBHOIO MOIy4aTels server(@companyname.com,
TaK)Ke YCTAaHOBHM 3aIlacHOM ajipec server2(@companyname.com, Kyia 0yyT
TyOJIMpPOBATHCS COOOIIECHMUS.

3aronoBok nucbma «PSW-2G logy.
[Tomnst Login u Password octaBisieM myCThIMH: MBI HE Oy/IeM HCITOJIb30BaTh
ayTeHTU(UKALHIO.

SMTP server settings

State

Server IP address

Port

Sender e-mail address
Receiver e-mail address 1
Receiver e-mail address 2
Receiver e-mail address 3

Subject

Login

Password

Enable =

192 168 O 2

25

psw2g@companyname.com

semer@companyname_com

senver2@companyname.com

PSW-2G_log

Puc. 5.3.12.1.3 Hactpoiika SMTP B PSW

Haxumaem «Apply». Hactpoiiku npumeHsitoTcs.
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Teneps nepexoauM K HaCTPOUKE IOYTOBOIO CEpBEpPa

CymiecTByeT 0O0JIBIIIOE YHUCIIO MPOTPAMM MTOYTOBBIX CEPBEPOB O PA3TUIHBIC
OC u noanepKuBaroLIMe pa3InyHble TPOTOKOJbI. J[J11 Hac BaxHa nogaep:;kka SMTP
u POP3.

B kauectBe npumMepa nouroBoro cepsepa nog Windows paccmorpum Office
Mail Server (https://www.box.com/oms) To OecriaTHas IporpaMma ¢ HECJI0XKHOU
HaCTPOMKOM.

TexHndeckast mogAepKKa U HHCTPYKIIMH JOCTYITHBI HA CaifTe:
http://oficemailserver.livejournal.com/

VYcranaBnuBaeM mporpamMmmy, 1 IocCJic 3alryCKa 6}’I[CT AOCTYITHO I''TaBHOC OKHO!

ﬁ Cffice mail server L == _'5"_7-]
| Exit Options Command Help

03 Dec 2012 13:35:48 SMTPSAY: User logged in

03 Dec 2012 13:35:50 SMTPSAY: Meszage DOEEBDAS from pew2@forttel. com (112 bytes] processed
03 Dec 2012 13:35:50 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 2012 13:35:50 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

03 Dec 20012 13:35:52 SMTPSEY: Connection request from 192168002

03 Dec 2012 13:35:52 SMTPSAY: User logged in

03 Dec 2012 13:36:239 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

03 Dec 2012 13:36:29 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 13:36:39 SMTPSAY: User logged in

03 Dec 2012 13:36:41 SMTPSAY: Meszage DOEFS534 from pew2(E@forttel com [88 butes) processed
03 Dec 2012 13:36:41 SMTPSAY: The meszage iz local. Removed from output queus.

03 Dec 20012 13:36:41 SMTPSEY: Dizconnected. “waiting for new session,

03 Dec 2012 14:22:05 SMTPSAY: Connection request from 192.168.0.2

03 Dec 2012 14:22:05 SMTPSAY: User logged in

03 Dec 2012 14:22:07 SMTPSAY: Meszage 01191055 from pew2E@forttel com [92 butes) processed
03 Dec 20012 14:22:07 SMTPSEY: The message iz local. Removed fram output queue.

03 Dec 2012 14:22:07 SMTPSAY: Dizconnected. ‘W aiting for new seszion,

SMTP client off POP3 client off

Puc. 5.3.12.1.4 I'naBHOe okHO mporpammbl Office Mail Server

B mento Options->SMTP/POP3 server options ycranoBute
Local domain name: companyname.com
U B mone Users no6aBbTe monp3oBatens client. 3aTreM ycTaHOBUTE THI TIOJIB30BATEIS
[BOSS].

Office mail Server mogaepxuBaeT CiaeAyIOIUE CIICHUATU3UPOBAHHBIC TUTTHI
[10JIL30BaTEIICH:

1. Postmaster — mosib30BarTesb, OTBETCTBEHHBIN 3a Pa0OTY U CONPOBOXKICHHE
Office mail Server. OH nosaydaer cnernuaibHble COOOIIEeHUsI, POPMHUPYyEMbIC
CUCTEMOM B clly4yae OIINOKH.

2. Daemon— ucnonb3yeTcs A JUCTAHIIMOHHOTO 3ayCKa CBSI3U C BHEITHUM
SMTP/POP3 cepBepom, 1151 OTIIPABKH U MOTYUYEHHUST COOOIICHUI

3. Boss— moip30Barenb KOTOPOMY MOMAAal0T KOIMH BCEX COOOIICHHM,
otnpasisieMbix uepe3 SMTP cepsep.
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SMTP/POP3 server options

==

b aildrop folder: |D:\F'rogram Filez\Office Mail Serversmaildroph

Outbound queue folder: |D:\Program Fileg\Office Mail Serveriqueuss

Local domain name:  [Sompanyname. com

Wwharning! These options will take effect only after OFMRBSY restart

POP3 server runs on part {110
POF3 and SMTP servers timeout, sec. |45
Size limit for outbound messages, KB [0 - no limit] |0

[ Use IP filker ta limit access to servers

Log file size, KiB 4
SMTP server rns on port |25

Cancel

IP filter...

Local uzers
U ser | Aliaz | Optional Add |
postmaster [POSTMASTER] Change
daemon [DAEMOM)
client [BOSS]

Remove
Fostmaster

Daemon |

rEssseseew

r: Boss

Puc. 5.3.12.1.5 Hacrpoiika nmporpammer Office Mail Server

Bo Bknagke Options->Transaction options:
YcranoButs [P anpec cepBepa, ycraHOBUTH rajiky «Automatically send outbound
message 1if found», oTkmounte aBTopuzanuto 11 SMTP (kaonka SMTP login...)

-

Transaction options J— [ﬁ
SMTP server |[192.168.0.2 SMTP pott |25 SMTP login.. |
v Autamatically zend outbound messages i found [checks them every 1 minute] Cancel
POP3 i
il ¥ Use LaN connection
Server ] L ogin | B | Part | Deliver to | W R e dem e onR e hon )
I 127.0.0.1 postmaszter 110 [SORTER] | __i
o 1 EI
Add Change | Remove ‘ F :
i ‘wiait for servers, seconds 120

Puc. 5.3.12.1.6 Hacrpoiika nporpammer Office Mail Server

Teneps Bce cOOOIIECHUS, MPUXOIAITUE HA CEpBEP, OYIyT MepechuIaThCs

KIIMEHTY client@companyname.com
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Hactpoiika KineHTa

Hacrpoiika k1ueHTa He MPeICTaBIsET 0COOBIX CIIOKHOCTEH

. I[Ipumep HacTpoOWKH Ha
npumepe Mozilla Thunderbird:

-

e — - ¥
Hacrpoiixa y4ETHOW 3annon no4Tel @
Bawe upm:  client BaLle umnA, KaKk oHO oTOBPaaeTCA y APy K
Agpec 3n. nouter:  client@companyname.cor
Mapons: =
3anoMHWUTE Napos
(1, Thunderbird ne YAANOCE HAWTH HACTPOWMKKM ANA EaWe yYeTHOM 3anKMcK NoYTkl.
Mma cepeepa Mopr SSL AyTenTndukauna

Brxogawas: | POP3 = | 192.168.0.2 10 - [ Her - ] [Aamonpe,u,enewe - ]
Wexogawan:  STP 192.168.0.2 - 25 - [ Her - ] [ bBes ayTenTudmkain - ]

Mms nonesoeatens: client
JononHureneHan HacTpoiika Cozpare yuérHyo sanmce

Puc. 5.3.12.1.5 Hactpoiika noutoBoit nporpammbl Mozilla Thunderbird
[Tocne okoHYaHUsI BCEX HACTPOEK MOHO 3aiiTu Ha Web-unrepdeiic Ha
BKiIasKy SMTP Settings 1 mpOKOHTPOAUPOBATH OTIPABKY TECTOBOTO COOOILIECHHUS.
3anonHuTe nojst Subject 1 Message u oTnpaBbTe NUCbMO. Eciii Bce HACTpoeHo
npaBwibHO, Mozilla Thunderbird yBegomMut 0 HOBOM NmucbMe.
Send test e-mail

Subject

Message

Puc. 5.3.12.1.6 TlpoBepka TecTOBBIM COOOIICHHUEM

5.3.12.2. IIlpuMep HACTPOMKH ¢ BHEIIHUM MOYTOBBIM CepPBEPOM

WAN
' P L g
client
e-mail
server

PSW-2G
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Puc. 5.3.12.2.1 npumMepHast TONOJIOrUs CETH

B nannom npumepe paccmMotpuM HacTpoiiky PSW B Tom ciydae, koraa
UCIIOJIb3YETCS BHEIIHUM MOYTOBBIN CEpBEP.
B npumepe paccmoTpum padoTy ¢ mouTtoBbIM cepBrucoM mail.ru. C ocTanbHbBIMU
cepBucamMu paboTa aHaJIOTMYHA, €CIM OHU MojiepkuBatoT ayreHTudukamo AUTH
PLAIN i AUTH LOGIN.

Taxoke He0OX0MMO CO3/1aTh YUETHYIO 3aMKCh MOYThl. U onpenenuTh
Hactpoiiku SMTP nonxmouenus. s mail.ru anpec SMTP cepepa: smtp.mail.ru u
opt 25.

Bcé, Teneps MOXKHO MPUCTYTIATh HEMOCPEICTBEHHO K HACTPOMKE.
3anoJiHsgeM KaKk Ha pucyHke 5.3.12.2.2.
Anpec 115 OTIIpaBKU COOOIIEHUI companyname(@mail.ru,
aJipec MoxyvaTens MycTh OyJeT TaKUM XKe, T.€. Kak OyTo ObI MBI OTIPABIIsiEM
ICHMO caMU cele.
Jlorun: companyname@mail.ru (y mail.ru JIOTHHOM SIBIIIETCS CaM aJIpec)
[Tapons: password

IIpuMeuyaHnmne: B JaHHOM NMPUMEPE MbI 3aNIOJIHWIN 110Jie Server domain
name, a noje Server IP address 3anonnwim HyassMu. B 3Tom ciiydyae KoMmmyTaTop
nonyuut [P anpec cepBepa aBTomatuuecku uepe3 DNS 3anpoc, HO Jj1st 3TOTr0 AOJIKEH
ObITh HacTpoeH aapec DNS peconsepBa. Eciiu y Hac DNS He HacTpoeH, TO B 3TOM
cirydae HeoOxoaumo ObuTo Okl HemocpeacTBeHHO ykaszaTh [P anpec SMTP cepsepa.

State Enable

Server IP address 0 0 0 0
Server domain name smip.mail.ru

Port 25

Sender e-mail address companyname@mail.-ru
Receiver e-mail address 1 companyname@mail.ru

Receiver e-mail address 2
Receiver e-mail address 3

Subject TFortis PSW-2G4F

Login companyname@mail.ru

Password password

Puc. 5.3.12.2.2 HactpauBaem SMTP B PSW
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[Tocne okoHYaHMs BCEX HACTPOEK MOXKHO 3aiiT Ha Web-unTepdeiic Ha
BKiIagky SMTP Settings v MpOKOHTPOIUPOBATH OTIPABKY TECTOBOTO COOOIIICHHUS.
3anonHuTe noJist Subject 1 Message u oTIpaBbTE MUCHMO.

Send test e-mail

Subject

Message

Puc. 5.3.12.2.3 OtnpaBnsemM TeCTOBOE COOOITICHUE
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5.3.13 HacTtpoiika cyXuX KOHTAKTOB

Special Functions — Inputs/Outputs

KommyTtaTopet PSW B 3aBUCMMOCTH OT MOJI€JIM OCHAILIEHBI pa3beMaMu JIs
MOJKIIOUECHHS] KOHTAKTHBIX TATYUKOB (CYXHUX KOHTAKTOB) U/UIIM BCTPOCHHBIMU
JTaTYMKaMu BCKPBITHUs.. OHU MOTYT UCTOJIb30BATHCS JIJIA LieJiel 0€30MacHOCTH,
HaIpUMep, sl KOHTPOJISI BCKPBITUSA 1IKada.

CyuiecTByeT J1Ba BapuaHTa Mepeaadyn TPEBOXKHOTO COOBITHS:

1. Uepes npotokonsl Syslog, SMTP, SNMP Trap. [Ipu cpabarsiBaHuu CyXoro
KOHTaKTa (popmupyercs cooOleHne, KOToOpoe B OTIPABISIETCS HA CEPBED, Te
OpraHmsyercsi npuém, JOrupoBaHue U HHHOPMUPOBAHUE OIIEpATOpa O
BO3HUKIIIEM COOBITHH.

2. C ucnonb3oBanueM 0okoB uaTerparuu Teleport-1, koTopsiii nMeeT
(G POPBBIE BBIXObI, MOXKXHO HACTPOUTH TPAHCIIALIUIO CpabaThIBaHUS CYyXOTro
KoHTakTa B kommyTtaTope PSW Ha Bbixoa B BU Teleport. Ipyrumu cnoBamu,
€CJIM MPOMU30ILIO 3aMbIKaHHE BXO/a HA KOMMYTaTOp€e, KOTOPbIM 3HAYUTEIBHO
yAaJI€H OT cepBepa, TO Ha Oyioke unrerpauuu Teleport, KOTOpbIA MOXKET
yCTaHaBJIMBATHCSA B CEPBEPHOI OJJHOBPEMEHHO 3aMbIKaeTcst BbIxo. 1 yxe
BBIXOJ1 MOYKHO IIPOCTO MOJKIIOYUTH K JTt000M oXxpaHHou cucteme. [logpoOHo
Hactpoiika cBsizku PSW-Teleport paccmorpena B pazzaene 5.3.26.

Sensors (on main board)

State Alarm State Current State
Sensor 1 | |Enable V|| |Short v|| Open
Sensor 2 | |Enable V|| |Short v|| Open

Puc. 5.3.13.1 Hactpoiika cyxux KOHTaKTOB

e State - pa3penieHne paboTsl Bxo1a. ABapuitHOe cooOIIeHne Oy aer
OTIIpaBJIEHO, eciu State yctaHosieHo B Enable, u npouzonuio copnaaenue
Alarm State u Current State, a Taxxe ycraHoBieHa rasiouka Inputs/Outputs
BO BKJasike Events List.

e Alarm State - cocTOsSIHHE BX0/a, KOTOPOE CUUTACTCS ABAPUUHBIM.

e (Open - pa30MKHYTO€ COCTOSIHHE
e Short - 3aMKHYTOE COCTOSIHUE
o Any Change — nt060€ U3MEHEHUE COCTOSHUS

e Current State - Tekyniee COCTOSIHUE BXO/1A.
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5.3.14 Hactpoiika VLAN 802.1q
VLAN — 802.1q Static VLAN

TepMuHBI U COKpaLLICHUA:

VLAN (Virtual Local Area Network) — rpymmna ycTpoiicTB, UMEIOIIUX
BO3MOYKHOCTb B3aUMOJICHCTBOBATh MEK/y COOOI HaNpsIMyIO Ha KaHAJIbBHOM YPOBHE,
XOTs PU3UYECKU MIPU ITOM OHU MOTYT OBITh MOJIKJIFOUEHBI K PA3HBIM CETEBbIM
koMMyTaTopaM. M HaoOopoT, ycTpoiicTBa, HaxoAsmuecs B pasHbix VLAN'ax,
HEBUJIUMBI IPYT JUIsl Ipyra HAa KaHAJIbHOM YpOBHE, Ja)K€ €CJIU OHM MOAKIIOYEHBI K
OJTHOMY KOMMYTAaTOPY, ¥ CBA3b MEXIY ITUMH YCTPOMCTBAMHU BO3MOXHA TOJIBKO Ha
CETEBOM U 00Jie€ BHICOKMX YPOBHSIX.

VID (VLAN ID) — HoMep BUpPTyaJbHOM CETH

VTU (VLAN Table Unit)- Tabnuna, coaepskaiias CliucoK BUPTyaIbHBIX
ceTell, CKOHPUTYPUPOBAHHBIX HAa JAHHOM KOMMYTaTOpe

Managment VLAN ID - nHomep VLAN 15 cetn ynpasnenus. Jloctyn k
WEB unTepdeiicy BO3MOKEH TOJIBKO U3 JaHHOW CETH.

VLAN List - Tabnuna, npegoctanisitonias HHOOPMaILHO 0 HACTPOSHHBIX
BUPTYaJIbHBIX CETAX HA KOMYTaTOPE, COCTOSIHUU U TIOPTaX, MPUHAICKALITUX
naHHoMy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuna perakTUpOBaHUs

BUPTYaJIbHBIX CETEM, 3aMKUCh B 3TON TAa0JINIIE COACPIKUT CIIEAYIOIIUE TOJIA:

e VID - (VLAN ID) — HOMEp BUPTYyaJIbHOI1 CETH.

e State - Cocrostnue. Coznanubiii VLAN MOXHO BpEMEHHO HCKIIOYUTH U3

paboThl, ycTaHOBUB cocTosiHue Disable.

e VLAN Name - ums BupTyanabHoii cetu (10 16 cumBonB). Mcnonb3yercs

TOJIBKO JJIs1 y100cTBa HacTpoiiku. Ilose siBisercs HeoOA3aTeTbHBIM JIS

3aM0JIHEHUS.

Cocrostnue nopta B gaHHOM VLAN. ITopT MokeT ObITh B 3-X COCTOSIHUSIX:

e NoMem (Not a member) - mopT He sBJIsIETCS WieHOM aaHHoro VLAN.

e UnTag (Untagged) - HeterupoBaHHBII1 IOPT (access MOPT) MO3BOISAET
00BeUHATH BbIOpaHHbIe TOPTHI B 0auH VLAN.

e Tag (Tagged) - TerupoBanHsiii nopt (trunk mopt). st TErupoBaHHOTO TTOPTa
MOYXHO YCTaHOBUTH B COOTBETCTBHE HECKOIBKO VID.

OxoHYaTeIbHOE MPUMEHEHUE HACTPOEK MMPOUCXOAUT TOJIBKO MOCIIEC HAXKATU Ha
KHONIKY Apply.

KommyTtartop nogaepxusaet 10 100 pazmuunsix VLAN.
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[TycTh HEOOXOIMMO HACTPOUTH BUPTYaAJIbHBIE CETH TaK, KaK MOKa3aHO Ha CXEME.

Puc. 5.3.14.1 Tononorus cetu

I'ne VLAN 1 — cetb ynpaBiieHus1, ¢ €€ NOMOIIbI0 noAkiIoyaeMcs kK WEB
uHTepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — nonb3oBarenbckue VLANGBI

Hauynewm koH(urypaiuro ¢ camoro yJaaJeHHOro KommyTtatopa SW2.

IToptel FE1, FE2 npunaanexat tojibko VLAN2 1 MOaKII0U€HBI K KOHEYHBIM
YCTPOMCTBaM, CIIeIOBATEILHO 3TH MOPTHI — untagged mopThl. AHAJTOTHYHO U JUIS
nopta FE3: on npunamnexur toasko VLANI10. Ho uepes nopt GE1 npoxoast cpazy
3 VLAN: VLANI1,VLAN2, VLANI10, no3ToMy OH TETMpOBaHHBIN MOPT.

Hcxonast u3 3TOro yCTaHOBHUM CJIEAYIOIINE 3HAUCHHUS:

Managment VLAN ID

VLAN List

VID
1

2
3

VTU Table

VID
1

2
3

State

Enabled
Enabled
Enabled

State

Enabled
Enabled
Enabled

VLAN Name
Default

V2

V3

VLAN Name
Default

V2

V3

FE#1 FE&2
NoMem NoMem
UnTag UnTag
NoMem NoMem

FE#3
NoMem
NoMem
UnTag

Tagged Untagged
GE#1

GE#1 FE=1 FEZ2
GE#1 FE#3
GE#1 GE#2
Tag NoMem
Tag NoMem
Tag NoMem

Puc. 5.3.14.2 Hactpoiika B SW2

Haxxmem kHoniky Apply. CBsi3b C yCTPOMCTBOM IPONAJIET.
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Koudurypupyem kommyrtatop SW3.
Y cTaHOBUM ClEyIOIINE 3HAYEHUS:

Managment VLAN 1D ]
VLAN List

VID State VLAN Name Tagged Untagged

1 Enabled Default GE#1 GE#2

2 Enabled V2 GE#1 GE#2

3 Enabled V3 GE#1 GE#2
VTU Table

VID  |State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2

1 Enabled Default NoMem NoMem NoMem Tag Tag Edit] | Delete |
2 Enabled V2 NoMem NoMem NoMem Tag Tag
3 Enabled V3 NoMem NoMem NoMem Tag Tag

Puc. 5.3.14.3 Hactpoiika B SW3
HaxwmeMm kHonky Apply. CBs3b € yCTpOCTBOM NMPONAJIET.

Kondurypupyem kommytatop SW1.
VYcTaHOBUM CiieyIoIIe 3HAUCHUS

Managment VLAN ID ]
VLAN List

VD State VLAN Name Tagged Untagged

1 Enabled Default GE#2 FE#1

2 Enabled V2 GE#2 FE#2

3 Enabled V3 GE#2 FE#3 GE#1
VTU Table

VID  |State VLAN Name FE#1 FE#2 FE#3 GE#1 GE#2

Enabled Default UnTag NoMem NoMem NoMem Tag Edit] | Delete |

2 Enabled V2 NoMem UnTag NoMem NoMem Tag
3 Enabled V3 NoMem NoMem UnTag UnTag Tag

Puc. 5.3.14.2 Hactpoiika B SW1

Haxxmem kHomiky Apply. CBsi3b ¢ yCTPOUCTBOM IIPOMAJIET.

[Tocne HacTpOMKH MOCIETHEr0 KOMMYTaTopa, Mbl TOJKHBI ¢ [IK, MoAKIF0UeHHOro K
nopty FE1 xommyTtaropa SW1 3aiitu Ha WEB unTepdeiic kommyTaTopoB
SW1,SW2, SW3. A ¢ apyrux nopToB 3TO CAENaTh HE yAACTCS.
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5.3.15 Hacrpoiika Port Based VLAN (VLAN Hna 06a3e nopra)
VLAN — Port Based

Port Based VLAN sBisieTcst mpocTeUIIMM MEXaHU3MOM OpTaHU3aluN

BUPTYQJIBHBIX CETEH, pa3rpaHUUMBasi JOCTYIl HA YPOBHE KOMMYTAIlOHHON MAaTpPHUIIbI
koMMmyTaTopa. Port Based VLAN He ucnosnb3yet TerupoBanue nmaketon. Kaxapiii
OTAEIbHBIN MOPT MOKET BXOAUTH TOJBKO B 0JuH VLAN.

Ooparure BHUMaHue!

Port Based VLAN nocTyreH TOJIBKO Ha YIMYHBIX KOMMYTaTOpax
PSW

VLAN Ha 0a3e nopTta HacTpauBaeTcs CJIeIyOIUuM 00pa3oM:
1. Pazpemuth padoty Port Base VLAN.

2. YCTaHOBUTH rajlOuKu B COOTBETCTBYIOIIUX SYEHKaX KOMMYTAIlMOHHOMN
MaTpPHLBI.

3. [Ipumenuts Hactpoiiku (Apply)

IIpumep.

Heobxoaumo Hactpouts 2 BupTyanbhble cetu: VLANI —noptel 1 u 2, VLAN2 —
noptsl 3 U 4. PaccTaBisieM rajJodky Kak MOKa3aHO HAa PUCYHKE

Incoming
1 |2 |3 |4 |5 |6
1w |@|o|lo|lo|o
|lm|m|o|o|o|o
slo|ol=|e|olo
Cugeng ool = | 0| O
slo|ololol=|o

8 I I Y O
Puc. 5.3.15.1 IIpumep nactpoiiku Port Based VLAN
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5.3.16 Hactpoiika VLAN Trunking
VLAN — VLAN Trunking

Bxrouenue Ha mopty pyHkuun VLAN Trunking, o3Hagaer, 94To yepe3 3TOT
IIOPT pa3pemracTcs: BEIXOAUTH JIIOOBIM VLAN-aMm, 3a HCKIIFOUCHUEM TEX, KOTOPBIC
3aBeieHbl cTaTuuecku (Bkiagka VLAN — 802.1q Static VLAN). [Ipyrumu cioBaMH B
nopt ¢ BkIoueHHOU ¢pyHkuueit VLAN Trunking yXonat TOJbKO HEM3BECTHBIE
VLAN, octanibHbI€ )K€ padoTatOT B COOTBETCTBUU C HACTPOUKAMHU, T.K. yKe
nponucanbl B Tabnunax VLAN u nopTos.

Ha3naueHnue 3Toil pyHKIUU CEeAYIOLIEe - €CJIM KOMMYTaTOpP CTOUT MEX]y
nByMs ycrpoiictBamu, popmupytomumMu VLAN'sI (Hanpumep, MOTYT
peructpupoBaTbes AuHamudeckue VLAN'bI, KOTOpbIE HY>KHO "TIPOBOAUTH"
IPO3PayvHO B IPYTHE YUACTKHU CETH), TO JIOCTATOYHO Ha JIBYX MOPTaX BKIIOYUTH
VLAN Trunking u o ux Bce npomyctuT. MiHade npumuiocs Obl B SBHOM BUJIE
BBOJIUTH BCeBO3MOXKHbIE VLAN B Tabmuiry.

State:

Port | State

1 O

~

=
3

g|g|ojg|g|o

Puc. 5.3.16.1 Hactpoiika VLAN Trunking

Jlns BrmodeHus pynkiun VLAN Trunking, HeoO6xoauMo nepekitodarelsb state
nepeBecTy B enable 1 ycTaHOBUTH rajiouky HAIIPOTUB HEOOXOIUMBIX TTOPTOB.

Ecnu ucnonssyrores tonbko cratnueckue VLAN (802.1q), BkiatroueHue GpyHKUIUN
VLAN Trunking ne Tpedyercs!
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5.3.17 Hactpoiika QoS (Quality of Service)

Ucnonp3oBanue IEEE 802.1p QoS mo3BossieT nmpuopute3npoBath Tpaduk u
BBIJICJIUTH HEOOXOAMMYIO TIOJIOCY MTPOITYCKAHUS IS TPUIOKEHUH, UyBCTBUTEIBHBIX
K 3a7epxkkaM, Bkiatouas VolP (nmepenaua rosoca o IP) u BugeokoHdepeHIuto.
Heobxoanmas nosioca nponycKkaHus CO3JaeTCs 32 CYET MEHBIIEH CKOPOCTH
nepeavu JaHHBIX TPUIOKCHHUH, HE YYBCTBUTEIBHBIX K 33JICPIKKE.

KoMMyTaTop opranusyer 4 OTAC/IbHBIC ammapaTHBIE OYepend Ha KaXIoM
(GU3HYECKOM TOPTY, MPU ITOM ITOCTYITAIOIINE OT PAa3IMYHBIX MPUIOKEHUN TTaKEThI
TIOJTy94arOT COOTBETCTBYIOIINUN MTPUOPHUTET.

[Ipu 5TOM KOMMyTaTOp MOAJIEPKUBAET 3 TUIA IPUOPUTETA!

1) mo HOMepy mopTa

2) no metke CoS

3) no metke ToS (DSCP)

5.3.17.1 ba3oBas HacTpoiika

QoS — General Settings

Ha Brmanke «General settings» yka3bIBaeéM OCHOBHBIE ITapaMeTpPhbl

State Enable

CoS Scheduling mechanism | Weighted fair priority

Port | Priority mode | Default priority

1 CoSonly Priority 0 *
2 CoSonly Priority 0 =
3 CoSonly ¥ Priority 0 +
4 CoSonly =« Priority 0 -
5 CoSonly Priority 0
6 CoSonly =« Priority 0 -

Puc. 5.3.17.1.1 Hactpoiika QoS

State — BKIroueHHe/BBIKITIOUCHHE paboThl Q0S
CoS Scheduling mechanism - Tun paGoTHI MJIAHUPOBIIUKA OYEPEICH:

1. Weighted fair priority - makeTs! ¢ pa3sHbIM IPUOPUTETOM 00pabaTHIBAIOC
KOMMYTAaTOpPOM B COOTHOLIEHUH 8:4:2:1. T.e. KOMMyTaTop B OJHY €ICHHUILY
BpeMeHU OyieT 00padbaTbiBaTh 8 MAKETOB C BHICOKUM MTPUOPUTETOM, 4 TTaKeTa
CO CpEIHUM IMPHUOPUTETOM, 2 MaKeTa C HU3KUM IPHOPUTETOM U | maker ¢
HUBIIUM [IPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60Jjiee BHICOKUM IIPUOPUTETOM OYIyT
o0OpalaTeIBaThCsl MEPBBIMMU, J0 TEX MOP MOKA OYEPEb BBICOKOIPUOPUTETHBIX
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MAKEeTOB HE CTaHeT ImycToi. [Ipu 3ToM nmakeTsl ¢ 00Jiee HU3KUM MIPUOPUTETOM
OylyT HAXOJUTHCSI B OUEPE/IH.

ITo ymonuanuio pekoMeHayeTcs ycTaHaBiauBath pexxuMm Weighted fair priority.

Priority mode - npuoputet Boi6opa CoS unu ToS.

e CoS only - aktuBeH Tonbko COS ¥ MPHOPUTET MAKETA ONPEAEIIAETCS
cooTBeTcTBeHHO TobKO 1o noiito CoS (Class of Service) B Ethernet ¢peiime.

e ToS only - aktuBeH Toapko ToS u npuopuTeT NakeTa onpeaensercs
COOTBETCTBEHHO TOJbKO 10 nosto ToS (Type of Service) B 3aronoske IP.

e CoS & ToS - aktuBHbI 00a Buaa oociayxkuBanust CoS u ToS, HO eciu
NPUXOJIUT TMAKET, COACPIKAIIUI 00a MOl MPUOPUTETA, TO BBIOOP MPUOPUTETA
ocy1iecTBisieTcs 1o noiro ToS.

Default priority - npuoputeT no-ymonuanuto. Korga mexanusm QoS akTUBEH U
IPUXOJUT MAKET, HE COEp Kaluil B ceOe Mosi MPUOPUTETA, €My IIPUCBAUBACTCS
cooTBeTcTBYOMMM COS MPUOPHUTET MO YMOTYAHHUIO U OH 00padaThIBaeTCs Kak
TETUPOBAHHBIN MAKET C COOTBETCTBYIOIINM TPUOPUTETOM.

CymectByer 8 npuopuretoB CoS. [Ipuopurersl Hymepyrorcs oT () — HU3IMI
IIPUOPHUTET 110 7 — HAUBBICIIMM IPUOPHUTET.

5.3.17.2 Orpanu4enue CKOPpOCTH

QoS — Rate Limit
Port | RX limit TX limit
1 0 0
2 0 0
3 0 0
4 0 0
5 0 0
6 0 0

Puc. 5.3.17.2.1 Hactpoiika orpaHu4eHns CKOPOCTH

JlocTynmHO HacTpanBaeMO€ OrPaHMYECHUE TTO MAKCUMAJIbHON CKOPOCTHU ITpUeMa
U Tiepeaadu i Kaxaoro nopra.

RX limit - orpanndenue Bxossmiero tpaguka B Kour/c
TX limit - orpannuenue ucxonsiiero tpapuka B Kout/c
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IIpumeuanue 1: orpaHuYeHrEe CKOPOCTH JOCTYIHO B uHTEpBaie ot 64 Kout/c no
102400 Ko6ut/c nnsa nopros FastEthernet u 1o 256000 Ko6ut/c myist mopTos
GigabitEthernet.

IIpumeuanue 2: Ecnu nopt padoraer 6e3 orpannyenus, To B moyst RX limit u TX
limit ycranosure 0

5.3.16.3 Hacrpoiika Class of Service
QoS — CoS

Priority Queue

Prioritv 0 | Queue 1 -
Priority 1 | Queued -
Priority 2 | Queue 0 ~
Priority 3 | Queue 1
Priority 4 | Queue2 ~
Prioritv 5 | Queue2 ~«
Prioritv 6 | Queue 3 ~

Priority 7 | Queue3 ~

Puc. 5.3.17.3.1 Hactpoiika CoS

ITone Class of Service (CoS) — 3 6ura B Tere 802.1Q Ehernet-xampa.
[To3BomsieT pa3aenuth Tpaduk Ha § TPHOPUTETOB C PA3TIMIYHON MAPKUPOBKOM HA
KaHaJgbHOM ypoBHE. KommyTaTop mognepkuBaet 4 odepean oocmyxuanus: Queue
0 - Queue 3. [Ipuuem Queue 3 - ouepeap ¢ HAaUBBICIIUM TPUOPUTETOM, a Queue 0 -
ouepe/lb ¢ HAMMEHBIIUM MPUOPUTETOM.

Hacrtpolika npumenures, eciu yctaHoBiieHO 3HaueHue CoS State:Enable Bo
Biuagke QoS General Settings.

[To ymouanuio, IPpUOPUTETHI PACIIPEIEICHBI IO OYEPEISIM TaK:
[Tpuopuret 0 npunagexut ouepeau Queue 1
[Tpuopuret 1 npunagnexut ouepeau Queue 0
[Tpuopuret 2 npunayiexut ouepean Queue 0
[Tpuoputet 3 npunamnexur ouepeau Queue 1
[Tpuoputet 4 npunamnexxut ouepean Queue 2
[Ipuoputet 5 npunamnexkut ouepean Queue 2
[Tpuoputet 6 npunaanexut ouepenu Queue 3
[Tpuopuret 7 npunaiexkut ouepean Queue 3
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5.3.17.4 Hacrpoiika Type of Service

QoS — ToS

DSCP | From: 0

DSCP
0

1

"
“

10

11

13
14

15

Type of Service (ToS) — none B [P-3aronoske (1 6aiit). [Ipennasnaveno ais

Queue

Queue 0
Queue 0
Queve 0
Queue 0
Queve 0
Queue 0
Queve 0
Queue 0
Queuve 1
Queue 1
Queuve 1
Queue 1
Queue 1
Queue 1
Queue 1

Queuve 1

-

To: 0~

DSCP | Queue

Queue 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queuve 1
Queue 1
Queue 1
Queue 1
Queue 1

Queuve 1

Queue -

DSCP

32

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

Quene

Queue 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queune 2
Queue 2
Queue 2
Queue 2
Queue 2

Queune 2

DSCP | Quene

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

Puc. 5.3.17.4.1 Hactpoiika ToS

Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 2
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3
Queue 3

Queue 3

T Fortis

MapKHUpOBKH Tpaduka Ha ceTeBoM ypoBHe. KommyTraTtopsl PSW moryT onepupoBars
[P makeramu, B KOTOPBIX MO/ LIEIM MAPKUPOBKHU MPETYCMOTPEHO COOTBETCTBYIOIIIEE
nosie B 3aronoBke - [P Type of Service (ToS) pazmepom onun 6aiiT. ToS 3anonHen

kiaccupukaropom DSCP.

Hacrtpolika npumenuTcs, eciiv yctaHoBiieHO 3HaueHue CoS State:Enable Bo
Biiagke QoS General Settings.

[To ymon4aHu10, MPUOPUTETHI PACTIPECICHBI IO OYEPEISIM TaK:
[Tpuopuretsl 0-7 npunamiiexar ouepeau Queue 0

[Tpuopuretst 8-31 npunamnexar ouepenu Queue 1

[Tpuoputetsl 32-55 npunaanexat ouepenu Queue 2
[Tpuopuretsl 56-63 npunaanexar ouepenu Queue 3
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5.3.18 Hactpoiika STP u RSTP
STP/RSTP — RSTP Settings

Buneokamepsi
~

o &

il

STP/RSTP [

In

Bwﬁemameph\

Buaeokamepb!

Root Bridge

; __’5—""-'5’“

. OfTYKE 1000BasSE-X

— Meas 1000Base-T
Bupeocepsep ——— Meas 10/100Base-Tx+PoE

Puc. 5.3.18.1 Tomosorust Tuma «KOJIBIIO»

Jlnis oOecriedeHns 3aluThl KAaHAJIOB CBSI3U OT €MHUYHOTO OTKa3a HEOOX0IUMO
UX pe3epBUpOBaTh. PezepBrpoBanne HEU30EKHO BEJIET K BOSHUKHOBEHUIO
KOJIBLIEBBIX YYACTKOB CETH - 3aMKHYThIX MapuipyToB. Ctannapt Ethernet,
IIPeIyCMaTpPUBAET TOJBKO IPEBOBUAHYIO TOMOJIOTHIO U HE AOMYCKAET KOJBLEBBIX,
TaK KakK 3TO MPUBOJUT K 3aLIMKJIMBAHUIO [TAKETOB.

B xommyTaTopax PSW peannzoBana nojnaepkka npotokosia Spanning Tree
Protocol (STP, IEEE 802.1d), koTOpbIil O3BOJIAET CO3/1aBaTh KOJbLIEBbIE MAPIIPYThI
B ceTsix Ethernet. [locrosinHo ananu3upys koHdurypanuto cetu, STP
ABTOMATHUYECKHU BBICTPAUBAET JIPEBOBUIHYIO TOMOJIOTHIO, IEPEBOAS N3OBITOUHBIE
KOMMYHUKAIIMOHHBIE JINHAU B pe3epB. B cirydae HapyleHHs LIeTOCTHOCTH
HOCTPOEHHOM TakuM 00pa3zoM cetu (Hampumep, oopsiB onTuku), STP B cuntanuble
CEKYH/Ibl BKJIIOYAET B pa00OTy HEOOXOANMbIE PE3EPBHBIEC IMHUH, BOCCTAHABINBAS
JPEBOBUIHYIO CTPYKTYpPY CETH.

Kpowme Toro, B kommyTtaropax PSW peannzoBana 6osee moiHas
Pa3HOBHUIHOCTH JAHHOTO MpoToKoJa - Rapid Spanning Tree Protocol (RSTP, IEEE
802.1w), MO3BOJISAOIIAS] CHU3UTh BPEMS IEPECTPOMKH CETH JO HECKOJIBKUX
musuicekyH . [Ipu ucnons3oBanuu RSTP 0OpbIB onTHKM TPUBOAUT K
KPaTKOBPEMEHHOMY 3aMHUPAHUIO0 KAPTUHKHU OT BUJIEOKaMephl (MeHbIIEe 1 cex.) ¢
MOCJIETYOUIUM BOCCTAHOBJIIEHUEM HOPMabHOU PabOTHI.

Crnenyer yuntsiBath, 4Tto cTanaapT IEEE802.w He pekoMeHayeT NpeBbIATh
7 KOMMYTaTOpPOB B KOJIbLI€e IIPU CTaHAAPTHBIX ITapameTpax nporokosia RSTP.
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Hacrpoiika RSTP

C nenbio ympouieHus npoiecca HaCTpoiKu, OoJbIas 4acTh HapaMeTpoB CKphiTa. B
oOmieM ciayyae He TpeOyeTcsl U3MEHSTh BCe IEPEMEHHBIE, IOCTATOYHO BKIIOYUTh
RSTP u yxazate npuopuret mocta (Bridge Priority), ecnu 310 TpeOyercs.

Bridge settings

RSTP State RSTP -
Bridge Priority (1-32768) 32768
| Advanced Settings Show |

Puc. 5.3.18.2 bazoBas Hactpoiika RSTP

Ecnu tpebyercst moay4YuTh JOCTYI KO BCEM JOCTYITHBIM NIEPEMEHHBIM
Hactporiku RSTP, To Haxkmute Ha kHONIKY «Advanced Settings Show».

Bridge settings
RSTP State RSTP +
Bridge Priority (1-32768) 32768 ¥
TX Hold Count (1-10) [
Bridge Max Age (6-40) 20
Bridge Hello Time (1-2) 2

Forward Delay Time (4-30) 15

Port settings

Port State Port Priority Cost Auto cost Edge p2p

1 Enable « 128 - 200000 Ei Auto - Auto -

[*]

Enable « 128 - 200000 Ei Auto - Auto -
g Enable ~ 128 200000 E Auto - Auto -
4 Enable ~ 128 200000 E Auto - Auto -
5 Enable ~ 128 20000 E Auto - Auto -

6 Enable ~ 128 « 20000 v Auto - Auto -

Puc. 5.3.18.1 Pacumpennas Hactpoiika RSTP

JlocTymiHBIE 171 PeTaKTUPOBAHMS TICPEMCHHBIC:
e RSTP State - pexxum padotsl BeikiiroueHo, STP unu RSTP.
e BPDU Forward
e Bridge Priority - npuopurer Mocta (KOMMyTaTOpa), YCTAaHABJIMBAETCS C
marom 4096 (1-32768). Heo6xoaum niist onpeaesienust Root Bridge
(kopHEBOro KOMMyTaTopa). KopHeBbIM KOMMYTaTOPOM CTAHOBUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority mensbie.

e TX Hold Count - orpannueHne MakCUMalIbHOTO uKciia nockuiaembix BPDU
nakeToB B cekyHay (1-10).

e Bridge Max Age - BpeMs O)XKUJaHUSI MOCTa B CEKyH/aX, IO UCTEYEHUIO
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KOTOPOT'O OH CaM BBICBUIAET COOOIIICHUE O TIEpeCTPOCHHH ceTH (6-40 cexyH).
e Bridge Hello Time - nepuoa pacceuiku BPDU nakeroB B cekynnax (1-2
CEKYH]I).
e Forward Delay Time - 3aepkka repexojia COCTOSIHUMA MOPTOB U3 COCTOSIHUS
npocaymuBanus (Listening) u o0yuenus (Learning) B cocTosiHue niepaadu
(Forwarding) (B cexynmax) (4-30).

Hacrtpoliku noptos:

e RSTP State - Bxitouenue nopra B nporokoia STP/RSTP. Eciu ve TpeOyercs
oOecreunBath MOAAECPKKY KOJIBIIEBOM TOMOJIOTUHU Ha ONPEAEIEHHOM MOPTY, TO
ATOT MOPT MOXHO BBHIKIIOUUTH U3 paboThl RSTP. Ognako, yutute, 4To eciu
IIPU 3TOM JIaHHBIA MOPT CTAHET PE3EPBHOM JIMHUEN, TO BO3MOXKHO
BO3HUKHOBEHUE 3AIIMKIIMBAHUM [TAKETOB U BO3HUKHOBEHUS IITOPMA.

e Port Priority - npuoputet nopra (0-240) meHnsiercs ¢ marom 16.

e Cost - croumocTts nytu nopta (1-200000000). ITpu HaMUYMK HECKOIBKUX
aIbTEPHATUBHBIX MYyTEW BCETJa BEIOUPAETCS TOT, Y KOTOPOTO CyMMa
CTOMMOCTEHN MyTH MUHUMabHA. CTOMMOCTh MOPTA 3aBUCUT OT €0
poITycKHOM criocoOHocTH, 1t mopTta FastEthernet — 200000, ans mopra
GigabitEthernet — 20000.

e Auto cost - aBTOMaTUYECKU BBIOMPATh CTOUMOCTh MyTH 1opTa. CTOUMOCT
IyTH BBIOUPAETCS UCXOS U3 MPOIYCKHON CITOCOOHOCTH mopTa. Ecnu ramouka
HE YCTaHOBJIEHA, CTOUMOCTh TTyTH OepeTcs u3 mosst Cost .

e Edge - pyuHoe nin aBToMaTHUECKOE OIpeiesieHre rpannyHoro mopra. Edge
port — 3TO TaKOW MOPT, KOTOPBIM HANIPAMYIO COEAUHAETCA C CETMEHTOM CETH,
I7I€ CO3/IJaHuE METIIH SIBJISIETCSI HEBO3MOXKHBIM. [IpumMepoM nmorpaHuyHoOro
OpTa MOXKET CIY>KUTb MOPT, HAMIPSAMYIO COEAMHIEMBIN ¢ paboyell cTaHIueN.
[TopThl, KOTOpBIE CKOHPUTYPHUPOBAHBI KaK MTOTPAaHUYHbIC, IEPEXOST B
COCTOSIHUE TIPOJIBUKEHUS MTAKETOB HEMEJICHHO, MHHYSI COCTOSIHUS
NPOCIyIIMBAaHUS U u3yueHus. [lorpaHu4HbIi NOPT TEPSET CBOM CTATyC Cpasy
&e, Kak Toyibko oH npuHsu1 BPDU-nakeT, craHOBACH MpU ATOM OOBIYHBIM
OPTOM spanning tree.

e PTP - pyuHoe unu aBTOMaTHYECKOE ONPEICIICHUE COCTMHEHNS TOUKA-TOYKA,
oOecrieuynBaeT OBICTPHIN MEPEX0l B PEXKHUM TMPOJABMKEHUS MakeToB. P2P-
NOPT UCHOJIB3YETCS ISl COEIMHEHUS C IPYTUMH MOCTaMHU.

IIpu nactpoiike napameTpoB Forward Delay Time, Bridge Hello Time,
Bridge Max Age HeoOX0IMMO BBIMIOJHEHHUE CIEIYIONIETO YCIOBUS:

2*( Forward Delay Time - 1) >= Bridge Max Age >= 2*(Bridge Hello Time + 1).

[Tocne nactpoitku RSTP npokoHTposupyiite pe3yabTaT (GOpMUPOBAHUS TOTOJIOTUN
BO BKIIagke RSTP Status.
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5.3.19 Hacrtpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled

[ Apply ] [ Advanced Settings Show ]

Puc. 5.3.19.1 Cokpamennas nHactpoiika IGMP Snooping

IGMP snooping pa3zpaboTan 1151 IpeIOTBPAILCHHS IITUPOKOBEIIATEIBHON
(broadcast) perpancisiuu multicast Tpadrka KOMIBIOTEPAM-TIOTPEOUTEIISM,
KOTOPBIE SIBHO HE 3asBHJIA O CBOCH 3aMHTEPECOBAHHOCTH B HEM. DTO TIO3BOJISICT
KOMMYTaTOpaM UCKITI0YaTh TaKoW TpauK U3 TOTOKOB, HAIIPABIISIEMBIX Yepe3 MOPTHI,
K KOTOPBIM HE TIOJIKJIFOYCHO €ro MOTpeOnTEICH, TeM CaMbIM CYIIIECTBEHHO CHIIKAS
Harpy3Ky Ha CeTb.

B obmiem cnyuae nns 3aaeiictsoBanus IGMP snooping He06X0AUMO €ro JUIIh
BKJIFOUHUTH, B CBSI3M C 3THM OOJIbHASI 9YacTh HACTPOEK CKpbITa. |15 TOT0, 4TOOBI
0TOOpPa3UTh BCE HACTPOUKH, KIMKHUTE HA KHOTIKY «Advanced Settings Show»

IGMP Snooping state Enabled ¥

Send IGMP Query
Query Interval
Query Response Interval

Group Membership Time

Other Querier Present Interval

Port | Port State

1

L= N B W N S ]
(A G (LA CA I Y

Puc. 5.3.19.2 Pacmmpennas Hactpoiika IGMP Snooping
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e IGMP Snooping state - coctostnue nporokosa IGMP

e Send IGMP Query — noceunate General Query. (Bo3MOXHO OTKITIOUNTH
otnpaBky General Query)

e Query Interval - unTepBan BpeMeHN MEXTy OTIpaBkoii coobmenuit Query (1-
255 cexyHnn). [To ymomuanuto 60 cekyHI.

¢ Query Response Interval - MakcumManbHOE BpeEMs OKHIAHUSA OTBETA OT XOCTa
Ha OTHpaBKy nepuoandeckux oommx Query. (1-25 cexynn). [To ymomyanuio
10 cexyH.

e Group Membership Interval - untepBan BpeMeHU B TEUEHUE KOTOPOTO
Mapuipytusarop oxkuaaet nonydenus IGMP Report. Eciu on He Oblt
MOJIy4YEH, TO MapIIPyTU3ATOP CUUTAET, YTO B JAHHOM CETH OOJIbILIE HET
XOCTOB, KOTOpbIe NpuHaiexar rpymmne.(1-255 cekynn). Ilo ymomuanuto 250
CEKYH/I.

e Other Querier Present Interval - ecniu kommyTtaTop Non-Querier, To eciii OH
B TEUCHUU HTOTO MHTEpBaJa He nmony4yms Query, To OH HAaUMHAET CUYUTATh ce0s
Querier. I[To ymonmyanuto 255 cexyH.

e Port State - aktuBHOCT IGMP Snooping Ha BBIOpaHHOM MOPTY.
YcranoBneHHbIl yeKOoke pazpemiaet padoty IGMP Ha nopty, a CHATHIM
NEPEBOJIUT MOPT B OOBIYHBIN pexuM paboThI (T.€. MOPT OyAeT BOCIPUHUMATD
BECh MYJIbTUKACTOBBIN TpadUK KaK MIHUPOKOBEIIATEIbHbIN)

Ipumeuanue: IGMP Snooping paboraet Tosbko ¢ TpadhuKoM U3 management
VLAN.

[TpocMOTpETh CIUCOK TEKYIIUX TPy MHOTOAJIPECHON PACCHUIKU MOMKHO
nocMmotpeTh BO BkIagke IGMP — IGMP Group List
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5.3.20 Hacrtpoiika LLDP

LLDP — LLDP Settings

Link Layer Discovery Protocol (LLDP) — npoTokoa kaHaapsHOTO YPOBHS,
MO3BOJIAIOIINN CETEBOMY 000PYIOBAaHHUIO OMOBEIIATh 000pyJ0BaHKe, paboTarolee B
JIOKaJTIBbHOM CETH, O CBOEM CYIIECTBOBAHUU U MIEPEIaBaTh €My CBOHM XapaKTEPUCTHKH,
a TaKXKe MOJIy4aTh OT HETO aHAJIOTUYHBIC CBEICHUSI.

HNudopmanusi, coopannas nocpeactsom LLDP, HakanmuBaercs B yCTpOHCTBaxX
U MOET OBITh ¢ HUX 3ampoiieHa nocpeactBoMm SNMP. Takum o6pa3zoM, TOMOJIOTHS
ceTH, B KoTopoil ucnonb3yercs LLDP, MoxeT ObITh MoJTydeHa ¢ YIpaBIISOIIEro
KOMIIBIOTEPA MOCJIEI0BATEIBLHBIM 00X0JJOM U OITPOCOM KaXKJ0ro ycTpoiictsa. [Ipu
ATOM MOdy4yaeMas UH(popMaIus COAePKUT:
* HMS YCTPOWCTBA U €r0 ONIMCAHHE
* WM NIOPTA U €r0 OIIUMCAHUE
* [P-agpec ycTpoiicTBa, IO KOTOPOMY OHO JAOCTYIHO JJIsl yIIPABICHUS
(3ampocoB) o npotokoixy SNMP;
* (dyHKIMM ycTpoiicTBa — KoMMmyTarus ( switching), mapuipytusaius (routing)

Hcnonp3ys 3Ty nHbOpMAIUIo U ompairuBas 0a3bl JaHHBIX 00HAPYKEHHBIX
ycrporicts (MIB), cuctemsl ynpaBieH:sl MOTYT THHAMHYECKH MOJEIUPOBATh U
OTCJIC)KMBATh COCTOSIHUS JIOKAJIbHBIX ceTel nepenayun ganubix (LAN), a Takxe
CTPOUTH UX BU3YaJIbHBIE CXEMBI ISl IOJIb30BATENEH U aIMUHUCTPATOPOB.

LLDP state Enabled -~
Message Transmit Interval

Tx Hold Multiplier D

Port | Port State

l

Puc. 5.3.20.1 Hactpoiika LLDP

e LLDP state - cocrosiuue nmporokosa LLDP. [1Io ymomuanuto npoToko
BBIKJIFOUEH.

e Message Transmit Interval — nnHTEpBan oTnpaBku HHPOPMALMOHHBIX
coobmenuit LLDP. (5-120 cexynn)

e Tx Hold Multiplier - MmuOxuTeNnb xpanenus (2 - 10), ucronb3yeTcs s
pacuéra TTL(Bpemst XxpaHeHus 3anuCcu 00 yCTPOICTBE)
(TTL=Message Transmit Interval*Tx Hold Multiplier

e Port state — cocrosaaue nporokosa LLDP na nopry. I[Ipu Bkitouenuu, nopr
npuHuMaeT u otipasisier LLDP coobmenus
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5.3.21 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — npoTokos1, KOTOpbIii
UCIIOJIb3YETCs /1711 yNPaBJIEHU U MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBaMu. C
nomoIisio npotokona SNMP, nporpamMHoe obecriedeHue MOXKET MOTy4YaTh JOCTYT
K UH(OpMaIMU, KOTOpasi XpaHUTCS Ha YIPaBIsEMbIX YCTPONUCTBAxX (Hampumep, Ha
koMMyTaTope). Ha ynpasnsiembix ycrpoiictBax SNMP xpanut unpopmaimio oo
YCTPOMCTBE, Ha KOTOPOM OH paboTaeT, B 0aze JaHHBIX, KOTopas Ha3biBaeTcs MIB.

KommyTarop nopaepxkusaer SNMP vl u SNMP v3.

5.3.21.1 Hacrpoiika SNMP vl

State

Traps server [P address | (192 [168 [0 [104 |
Version

Read Community |pub|ic |

Write Community |private |

Puc. 5.3.21.1 Hactpoiika SNMP vl

e State - cOCTOSHHUE.

e Traps Server IP address - IP anpec cepBepa, Ha KOTOpBII OTHPABISIOTCS
SNMP Traps.

e Version - Bepcus npotokosa SNMP.

e Read Community - cooO11ecTBO TOIBKO JUIsl YTCHUS, CTPOKa
ucnosb3yromiasics aysg ayreHtudukaruu B SNMP vI. Taxke Read
Community ncnons3yercs 1 otnpaBku SNMP Taps.

e Write Community - coo0111eCTBO J1Jisl 3aITUCH, CTPOKA UCTIONB3YIOIIASCS s
ayteHTU(ukanuu B SNMP v1.

SNMP Traps OyayT nochlIaThCs TOIBKO MPU HACTYIUICHUH TEX COOBITHH,
KOTOpBbIE YKa3aHHbI BO BKIagke Event List
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5.3.21.2 Hacrpoiika SNMP v3

SNMP v3 o6ecnieunBaeT 60siee BHICOKHI YPOBEHBb O€30MMaCHOCTH TIO

cpaBHenuto ¢ SNMP v1.

State

Traps server IP address | [192  [188 [0 [104
WVersion

Security Level

Engine ID |SDDD1 F838077DOCBT7T9EADEF4B
User Name |user |

Auth Password [eeee |

Priv Password [esee |

Puc. 5.3.21.2 Hactpoiika SNMP v3

T Fortis

st nactpoitku SNMP v3 ycraHoBHTE nepekiitouaTeab Version B MOJ0KEHHUE

«SNMP v3».

SNMP v3 no3BossieT ruOKo HaCTpauBaTh ypOBEHb OE30M1ACHOCTH.

Br16op ypoBHS ocyiecTBisieTcs nepekitouarenem «Security Level»:

e NoAuth,NoPriv - aBropusanus Tonpko no crpoke User Name u 6e3

mdpoBanus. (pexum aHanoruaenr SNMP v1)

e Auth,NoPriv - pabota ¢ ucnoiab30BaHUEM aBTOPU3AIIMHU 10 TTAPOJIIO

Auth Password (meroq HMAC-MD35-96), Ho 6€3 mudpoBaHus.

e Auth,Priv - pa6Gora ¢ ucrnonp30BaHNEM aBTOPHU3ALIUU 10 Mapoiao Auth
Password (metom HMAC-MD5-96),u ¢ mudpoBarrem AES-128 mo

kitouy Priv Password.

Engine ID - unentudukarop B SNMP v3. Jlns kaxaoro kommyraropa Engine ID
YHUKaJIeH, OH reHepupyetcs Ha 6aze MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTCst UBMEHSTh, HO ITPU HEOOXOJUMOCTH MOKHO YCTAHOBUTH COOCTBEHHOE

3Ha4YCHHUC.
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5.3.22 ®uastpanus no MAC-aapecam
Security — MAC Address Filtering

B xommyTtaropax TFortis ecTh BO3MOKHOCTh BKIIFOUNTH (pusbTparuio mo MAC-
aJpecaM Ha MOpTax.
Ports Settings
Port | State

Secure: MAC filtration

2 Secure: Port shutdown

Secure: Temporary port shutdown
3 | [Normal v|
4 |[Nomal V|
5 [Normal v
6 | |[Normal v

Puc. 5.3.22.1 Hactpoiika pexxuma paboTsl mopta

B pexxume Normal, nmopTt pabotaer B HOpMalIbHOM pEXUME, IPOU3BOIS
KOMMYTAIIUIO MAaKEeTOB Kak 00bIYHO, Mpomnyckast itoosie MAC ajapeca.

[Ipu nepeBojie mopTa B COCTOSHHUE Secure, T0CTYM Yepe3 3TOT MOPT OyAeT
BO3MOX€EH TOJBKO ¢ Toro MAC azapeca, KOTOpbIH BPYyUHYIO MTPOMKCAH B TAOIUIE
MAC Address Table — ctiucke pazpeménasix MAC agpecoB. Takxke ecTb
HECKOJIbKO BAPUAHTOB IOBEICHHUS IIPU IIPOXO0KICHUN YEPE3 TIOPT HEPAZPEIIEHHOTO
MAC agpeca:

e Secure: MAC Filtration — eciu Ha mopTy oOHapyxeH HepazpemeéHubii MAC
azapec, To Oiokupyetcs Tosbko 3ToT MAC aapec, u mopT nmpoAoKaeT
paboTars.

e Secure: Port shutdown - eciu Ha nopty oOHapy>keH Hepa3pemeHHblii MAC
aapec, To MopT OJOKUpyeTcs, epeaada JaHHbIX Yepe3 HEro NpeKparaeTcs.

e Secure: Temporary port shutdown - ecnu Ha nopTy 0OHapyx eH
Hepazpeménabii MAC aznpec, TO OpT BpPEMEHHO OJIOKUPYETCSl Ha 5 MUHYT,
nepeaaya JaHHbIX Yepe3 Hero npekpamaercs. [1o ucreuenunto 3Toro BpeMeHu,
NOPT MEPEBOUTCS BHOBb B COCTOSIHUE Tlepenauu. Ecim HepaspemeHabii MAC
OCTaJICsl, TO MOPT CHOBA OJIOKUPYETCSI.

Jlo6asnenue HoBoro paspeménnoro MAC aapeca npousBoautcs B Tabnuie Add
New MAC Address. /{is atoro yka3siBaetca MAC agpec u Homep nopra.

Add New MAC Address
MAC Port

| I || [Port1 v]

Puc. 5.3.22.2 Jlo6aBnenue HoBoro MAC aapeca u tabimna MAC aapecoB
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5.3.22.1 Cnucoxk 3a0a0xkupoBannbix MAC-aapecos

Security —Blocked MAC Address

[Tpu Brirouenuun pyuknun Guibrpanuu MAC aapecos, B Tabnuiie 0yayT
otobpaxkarbess MAC aapeca yCTpOHCTB, KOTOPBIE TBITATUCH OCYIIECTBUTh JOCTYII
OJIMH W3 3aUIIEHHBIX TIOPTOB KOMMYTATOPa, U PU ITOM HE OBLTHA BHECEHBHI C
CIIUCOK Pa3peIIEHHBIX JIJIs1 ATOTO MOpTa.

Port | MAC address

1|4

DC:2B:2A:B3:55:79

D0:27:88:1C:33:B5

54:04:A6:A0:B2:76

00:15:70:CB:6D:33

00:1A:92:67.A8:B5

08:00:27:DF:51:B0O

24:A4:.3C:D4.EA:B4

54:42:49:97.C0:50

00:00:00:00:00:00

Puc. 5.3.22.3 Cnucoxk 3a6noxkupoBanubix MAC agpecos

J11s CBOEBPEMEHHOTO HH(POPMHUPOBAHUS aJIMUHUCTPATOPA CETH O TOTBITKAX
nocrtyna ¢ HeuzBecTHbIX MAC anpecoB, HEOOXOUMO HACTPOUTH 3TO coObITHE. J{7st
storo B pazzene Events — Event List yctanosute ranouky MAC Filtering

MAC Filtering

| (4) Warning v |

Puc. 5.3.22.4 Hactpoiika coObITHS
W nanee nacrpoiitre m000i1 npoTokos napopmuposanus (Syslog, SNMP-Trap

uu SMTP)
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5.3.23 Hacrpoiika 0e301acHOro cTapTa BUJeoKaMep

Special Functions — Comfort Start

Comfort Start - be3onacHslii cTapT Buaeokamepsl. Hanbonee KpuTHUHBIM
MOMEHTOM B pabOTe BUACOKAMEPHI SBISETCA €€ 3aIyCK PU HU3KOM TeMneparype.
Jlnst obecneuenust KOM(OPTHBIX YCIOBUH 3aIlyCKa BUIEOKAMEPHI B XOJIOIHOE BPEMsI
rojia peKOMEHAyEeTCs IPEABAPUTENLHO 3alUTATh HArPEBATEIbHBIN JIIEMEHT
TEPMOKOXKyXa U TOJIBKO OTOM BKIIFOUUTH BUICOKAMEPY. Y CTAHOBIIEHHAS rajioyka
oOecreunBaeT 3a/iep KKy 1o BkitodeHuto PoE nist Buneoxkamepsl Ha 1 wim 2 yaca
1ocJje nojadyu NUTaHusi Ha KOMMYTAaTop.

OoOpaTure BHMMaHUeE!

JanHast GyHKIMS TOCTYMHA TOJIBKO Ha YIUYHBIX KOMMYTaTOpax
PSW

Ooparure BHUMaHueE!
JlanHast GyHKIMS paboTaeT TOJBKO MPU UCIIOJIH30BAHUHU
tepmokoxyxoB TFortis TH-02 u TH-03

Soft start time - BIOOp MIUTEIBHOCTH PaOOTHI MPEIBAPUTEIIFHOTO IIPOTPEBA.
Ecnu temnepatypa Bo3nyxa He onyckaercs Huxke MuHyc 30°C, pekoMeH1yeTcs
yCTaHaBIMBAaTh MporpeB | yac, npu 6oJiee HU3KOM TeMnepaTrype yCTaHaBIUBATh
pEKOMEHAyeTCs 2 yaca.

Manual start - npyHy IMTEIBHOE BKIIOUEHUE BUICOKAMEDPBI, HE TOKUAASICH
3aBEpIICHUS LUK IPOrPEBa.

Soft start time 1Hour

Port Comfort start PoE status Mamual start
1 OFF

2 OFF | Stert |

3 OFF \ﬂl

4 OFF | Stert |

Puc. 5.3.23.1 Hactpotika 6e30macHOro crapra kKamep
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5.3.24 HacTpoiika KOHTPOJIS 3aBHCAHHUS BUIeOKaMep

Special Functions — Auto Restart

Ooparure BHUMaHue!

Jlannast (yHKLMS TOCTYIHA TOJIBKO HAa YIUYHBIX KOMMYTaTOpax
PSW

JNanHas GyHKIMS MpeHa3HaueHa ISl aBTOMAaTHYECKOTO Iepe3ammycka
BUJICOKaMEPBI IPH €€ 3aBUCaHuH. [lepesammyck oCcyecTBISIeTCsS TOIbKO B TOM
cilydae, Korjia KaMepa IUTaeTcs 1Mo MpoTokojibHOMY PoE. ABTOMaTHueckast
nepesarpy3ka He BO3MOXHA, €CJTH MMTAaHUE OCYIIECTBISIETCS 10 0€CITPOTOKOILHOMY
PoE (Passive PoE), nu6o nuranue nomaércs ot croponHero PoE uHxekropa.

Port | Auto restart mode | Value Manual restart

1 Min Speed: /0 Kbps

2 m:192 |[6s o ]33 ||| Restart |
3 -
s :

Puc. 5.3.24.1 Hactpolika KOHTpOJIS 3aBUCAHUS KaMep

Auto restart mode - kpuTepuii 3aBUCaHUS.

Cy1ecTByeT Tpu KpUTEpHUSL:
e Link - nponaganue curnana Link oT Buneokamepsl.
e PING - orcyTcTBHE OTBETOB Ha CykeOHBIE 3ampochl Ping.

e Speed — HU3Kasi CKOPOCTh Ha MOPTY.
IIpu ucnonws3oBanuu kputepus Ping ykaxure [P agpec kamepsl.

IIpn ncnone3oBanum kpurepus Speed yKa)KUTe MUHUMAIIBHBIN ITIOPOT CKOPOCTH HA
nopty. CkopocTs ycraHaBinuBaeTcsi B Kour/cek.
Manual restart - npuHyAUTENIbHAS IIEPE3Arpy3Ka BUACOKAMEDHI.
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5.3.25 ArpernpoBaHue KaHaJIOB

Ports — Link Aggregation
JanHasi pyHKUMA ellé He peain30BaHa!

KommyTtaTtopsr TFortis SWU noanepKuBaroT co3gaHue A0 5 arperupoBaHHbIX
KaHAJIOB, coJiepKalliuX oT 2 10 8 nopTtoB. O0beANHEHNE (PU3HUUECKHUX TOPTOB
KOMMYTaTOpa B arperupOBaHHbINA KaHaJI MO3BOJISIET YBEIMUUTh MPOITYCKHYIO
CIOCOOHOCTh MeX 1y KommyTaTopamu B N pa3 (rae N — uncio nopToB B rpymnre), a
TaK)X€ YBEJIMYUTh OTKA30yCTOMYUBOCTDh CUCTEMBI. ATPETUPOBAHUE SIBISETCS
CTaTUYECKUM, a 3HAYUT TpeOyeT pyuHON HACTPOUKH.

Add Trunk
ID | State Master Port | 1 2 3 4 5 6 7 8 9 10 |11 J12 |13 |14 |15 |16

1 Enabled - 1 - v v

Add

Puc. 5.3.25.1 Co3nanue arperupoBaHHOTO KaHaja

Jljist 0ObenMHEeHMsI TPYTINBI TOPTOB B arperuPOBaHHbINA KaHAI HEOOXOAUMO B Ta0IUIE
Add Trunk BeiOpaTh 00beUHSAEMBIE IOPTHI U CPEIU HUX yKa3aTh MacTep-IOPT.

e State — cocrosiHue TpaHka. [y aktuBanuu ycranosute Enable

e Master Port — mactep-nopt. Macrep nopTt JOJKEH IIPUHALIIEKATD CIIUCKY
BBIOPAHHBIX B IPYMITy OPTOB

e Add — no6GaBiieHre HOBOH TPYTIIBI

[Tocne noGaBieHust HOBOM rpynibl, oHa NosgBUTCS B criucke Trunk List.

Trunk List
Trunk ID | State Master Port | Ports
1 Enabled |1 12 | Edit || Delete

Puc. 5.3.25.2 Cnucok arperupoBaHHbIX KaHAJIOB

OkoHYaTeIbHOE MPUMEHEHNE HACTPOEK MPOUCXOAUT MOCIIE HAXKATHSI HA KHOIIKY
Apply.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 59



T Fortis

5.3.26 3epkasupoBaHue NOPTOB

Ports — Port Mirroring

KommyTtaTtop SWU nonnepkuBaeT 3epkanupoBanue Tpaduka c
ONpeAEIEHHBIX TOPTOB HA LIEJIEBOU MOPT.

State | Enabled ~

Target Ports

Port

Puc. 5.3.26.1 Hacrpoiika 3epkanupoBanus Tpaduka c 2 nopra Ha 1-i

e State - BKIIIOYECHHE 3€PKATUPOBAHUS, 10 YMOTYAHHUIO (DYHKIIHS
3epKaJINPOBAHUS OTKJIIOYEHA.

e Target Port — meneBoit mopt, Ha JaHHBIN TOPT OyayT AyOIUPOBATHCA JIAHHbBIC
C IOPTOB-UCTOUYHUKOB

e Ports — MopTHI-UCTOUYHUKH, TIOPT MOACP>KUBAET HECKOJIBKO PEKUMOB:

o N (Normal) — mopt paboTaet B 0OBIYHOM PEKHUME, 3ePKAUTUPOBAHUE
OTKJIFOYEHO.

© R (Rx) — Ha 1eneBoii NopT NepechUIatoTCs TOIbKO IPUHUMAEMbIE 3TUM
ITIOPTOM ITAKETHI

© T (Tx) — Ha HeeBOM MOPT MEPECHUIAIOTCS TOJIBKO OTIPABIISEMBIE C 3TOTO
[OPTa MAKETHI

©o B (Both) — Ha niesieBoi#t mopT nepechUIaloTC KaKk IPUHUMAEMBbIE 3TUM
MIOPTOM, TaK ¥ OTIIPABJISEMBIC C 3TOTO MOPTA MAKETHI
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5.3.27 Tpancasiuus coObITHII Ha 0/10KkU MHTerpanuu Teleport

Special Function — Teleport

baoxk unrerpauun TFortis Teleport-1 npennasHadeH st IHTErpauuu
koMmyTaTopoB TFortis PSW ¢ oxpanHbsiMu crucTeMamu 0€3011aCHOCTH.

OaHo u3 npumenenuit ycrpoiicrsa Teleport-1 - 3To TpaHCIALMSA TPEBOKHBIX
curHasioB ot kommyTtatopoB TFortis PSW (BckpsiTue mkada, orcyTcTBre
coenuHenus ¢ IP-kamepoit u np.) B 110010 OXpaHHYIO CUCTEMY, HAlpUMED B
"Bonmun". baok MHTErpauyu UMEET pEJIEUHBIE BBIXObI, HA KOTOPBIE TPAHCIUPYETCS
COCTOSIHHAE BXOJIOB THIIA «CYXOM KOHTAKT» U3 KOMMYTaTOpa.

KommyTarop TFortis PSW
B wkaty CrossBox-1

?‘;;_,

~ = Buras napa

O, —— BOJC

1 3 |::> W neiidi bl curkanuzagmm
O

KommyTatop TFortis SWU-16 Bnok uHTerpaymum Curnan-10
TFortis TELEPORT-1 WCO «Opuon»

Puc. 5.3.27.1 Ctpykrypa cetu

Hactpoiika cBsi3u kommyTtatop PSW «—— Onox unterpanuu Teleport
MIPOU3BOAMUTCS B HECKOJIBKO I1ar0B:

1. Co3nanue cnucka ¢ yJaa€HHBIMU yCTPOUCTBAMH.
Add New Remote Device

Name
Type Teleport-1 ~

IP Address

Puc. 5.3.27.2 JloGaBieHne HOBOTO yJaJIEHHOI'O YCTPOICTBA
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Name — TEeKCTOBOE OMUCcaHue, HeoOA3aTENbHBIN MTapaMeTp, CIY>KUT JHUIIIb JIJIS
yI00CTBa HACPOUKHU

Type — Tun ynanéanoro ycrporictsa (Teleport-1 wim Teleport-2)

IP Address - IP agpec ynan€énnoro ycrponcTsa

JloGaByiieHHBIE YCTpOMCTBa Oy IyT OTOOPaXEHBI B CITUCKE YIAJIEHHBIX YCTPOUCTB:
Devices List
Name | Type IP Address

1 Teleport-1 | 192.168.0.3 | | Info || Edit || Delete |

Puc. 5.3.27.3 Cnucok yaajieHHBIX yCTPOHCTB

2. [IpuBs3Kka 10KaIbHOTO BXOJa WIIM COOBITHS K BBIXOAY yAaNEHHOTO YCTPOMCTRA.
31ech MPOUCXOAUT HACTPOITKAa COOTBETCTBUS, HA Kako BbIxoJ Teleport'a
TPAHCIMPOBATh COCTOSIHUE BXO/IA.

Inputs

Active | Remote Device | Remote Port | Inverse | Current State

1| ¥ 192.168.0.3 v~ | Outl ~ v Open
2 Open
Events

Active | Description | Remote Device | Remote Port | Inverse | Current State
1 UPS Open

2| ¥ AutoRestart | 192.168.0.3 v | Out2 ~ Open

Puc. 5.3.27.4 Coucok BXOI0OB U COOBITHI

Inputs - HacTpoiika TpaHCISAUUU BXOHOB:

* Active - akTUBHOCTb. Eciin ranodka yCcTaHOBJIEHA, TO BXOJl aKTUBEH U €T0
COCTOSIHUE PETPAHCIUPYETCS HA YAAIEHHOE YCTPOICTBO

* Remote Device - ynan€HHOe yCTpONCTBO

* Remote Port - HoMep BbIX0/1a YAAIEHHOTO YCTPOMCTBA

* Inverse - HHBEpPTUPOBATH COCTOSIHME BX0a. T.€. KOorjga BX0OJ Pa30OMKHYT,
BBIXO/l YIaJIEHHOIO YCTPOMCTBa OYAET 3aMKHYT U HA00OPOT.

* Current State - Texyllee COCTOSIHAE BX0/1a
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Events - HacTpoiika TpaHCISAIIUNA COOBITUH :

* Active - akTUBHOCTb. Eciu rajiouka ycTaHOBJIEHA, COOBITHE PETPAHCIUPYETCS
Ha BBIXOJ| YAAJEHHOTO YCTPOMCTBA

* Remote Device - y1anéHHOe yCTPOMCTBO

* Remote Port - HoMep BbIX0/1a YIANEHHOTO YCTPOMCTBA
* Inverse - nHBEepCUs

e Current State - TekyIillee COCTOSSHUE COOBITHUS
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5.3.28 KabeabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

Kommyrtaropsr TFortis monnepkuBatoT (yHKIUIO TPOBEPKU LEIOCTHOCTH
ka0ens Ha “meanbix”’ moprax Fast Ethernet. /laHHBINM TeCcT MO3BOJISET ONPEAEIHUTD
THUI TOBPEKIeHUsS (0OPBIB MIIM KOPOTKOE 3aMbIKAHUE) IS KaXKJI0M Maphbl, a TaKxKe
yKa3aTh pacCTOSTHUE OT KOMMYTATOpa JI0 MECTa MOBPEXKACHUS.

®u3nyeckuil MPUHIKUIT TECTUPOBAHKS OCHOBAH HA TOM, YTO KOMMYTATOP
NOCHIIAET MPOOHBIN ANEKTPUUECKUI HMITYJILC MO KaOelo, U Ha OCHOBAaHUU BPEMEHU
3aJIep’KKU U (paze MPUHITOr0 OTPAXKEHHOT'O CUTHAJIA ONPEeIIAeT JUCTAaHLUIO 10
NOBpeXeHus U ee Tu. [Ipu 3TOM Ha BpeMs Iponasaer CBsI3b U JIMHK Ha
TECTUPYEMOM IOPTY.

Ecnu xabenp 1iemnplif, 1 Ha JAPYTroi CTOPOHE MOJIKII0UYEHO UCTPABHOE CETEBOE
YCTPOMCTBO, TO OIpeAeTIeHHE JUIMHBI Kabelsi HEBO3MOXKHO, T.K UCXOs U3 MPUHIUIIA
paboThI, MPOOHBIN CUTHAI OyIeT TEPMUHUPOBATHCSI KOHEYHBIM YCTPONUCTBOM U HE
OyIeT oTpakeHHsI.

TecTupoBaHue MPOUCXOAUT HAXKATHUEM HA KHOIKY I10J] COOTBETCTBYIOILIUM
noptoM B pazzaene Diagnostic. [Ipu 3ToMm, mocie Tecta, B Tabaune oToopas3sTcs
pe3yabTarhl Tecta Jyis nap 1-2(6eno-opaHxeBbiii — opaHkeBbiit) u 3-6 (6eo-
3CJICHBINA — 3€JICHBIN ).

HononuurensHo B komMmyTatopax SWU tectupyrorcs napsel 4-5, 7-8.

[Tocne TecTupoBaHUsl BOBMOXHBI CIEIYIOIINE PE3YIbTaThI:
1. Short - KopoTkoe 3aMbIkaHne MEXKy Mapamu
2. Open - OOpsIB HiIu Kabelb HE MOIKIII0YCH
3. Good - OTcyTCcTBHE MOBPEKIACHUS

["apaHTHpOBaHHAs TOUHOCTh ONPEIECIICHUS JJIMHBI KaOelsl TECTEPOM
cocTasiseT + 2 Merpa. [loaToMy BO3MOYKHA CUTyalHsi, KOT1a IPU TECTUPOBAHUHI
3aBEeOMO LIeJI0ro Kabens, ;ymHa nap 1-2 u 3-6 Oyner pa3au4Hoi. ITO MOKET ObITh
CBSA3aHO C Pa3IUYHBIMU (PAKTOpaMU: HEOJHOPOJHBIE XaPAKTEPUCTUKU METHBIX
IPOBOJHUKOB, Pa3IN4Hasl NIOTHOCTh CKPYYUBAHUS Map, UHAUBUAYaJIbHbIE
ocoOeHHOCTH KomMMyTaTtopa PSW.

Jj1g OBBILLIEHUS] TOYHOCTH U3MEPEHUN, MOYKHO MTPOU3BECTH KAIIMOPOBKY
Ka0eIpHOro TecTepa.

J1J1s 3TOro MOAKIIIOUUTE K KaTuOpyeMoMy MOpTy KOMMYyTaTopa Kabesb AJITUHON
HE MeHee 2 MEeTpoB (IIPH 3TOM OCTaBbTE BTOPOI KOHEI] KaOess He IOIKII0YCHHBIM),
B WEB unrepdeiice B paznene Calibrate HanpoTuB HY>KHOTO MOPTA YKAKHUTE JUIUHY
MOAKJIIOYEHHOT0 Kadess B MeTpax U Haxxkmure Set. [Ipu 3ToM npoxoauT TecT u
pPacCUMTHIBAETCS MOMPABOYHbBINA KOA()(PHUIIMEHT.
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Calibrate
Port Actual distance
1 Set
2 Set|
3 Set|
4 Set

Diagnostic

Distance Status

Port Pair 1-

Pair 3-6 | Pair 1-2 | Pair 3-6

(=]

]

1
i
i
i
]

i
=
7]
u

Puc. 5.3.28.1 UnTtepdeiic kabenpHOTO TEcTepa

5.3.29 Ynanénubiii Ping
Diagnostic Tools — Ping

IP address O 1] 1] 1]

Puc. 5.3.29.1 Untepdeiic ynanennoro PING

PING — YTunuta 111 IpoBepKu coeuHeHui B ceTsax Ha ocHoBe TCP/IP.
JlanHas yTunuTa oTnpasiseTr 4 nakeTa o 32 Gaiita Ha ykasanHbid [P agpec u
KOHTPOJIUPYET UX BO3BPALLCHUE.

[Ipu nomonm JaHHOW YTHIMTBI BBl MOXKETE «IIPONMHIOBATHY KaMEPY

HEMOCPEACTBEHHO C KOMMYTAaTOpa. DTO MOXKET MOHAA00UTHCS JIIsl PEIICHUS
npoO0em.
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KoMMyTaTop mpenocTaBisieT pa3IndHyl0 CTaTUCTUYECKYIO0 HH(POpMaIIKio, OHA
MOKET OBITh TOJIE3HA MPU PEIICHUHU MTPOOJIEM C CEThIO U €€ aIMUHUCTPUPOBAHUEM.

5.3.30.1 CrarucTuka no nopram

Statistics — Port Statistics

Port | RX
1 | 32554633 (12.5 Mbps)
2 | 814091622 (0.2 Mbps)
0 (0.0 Mbps)
0 (0.0 Mbps)
0 (0.0 Mbps)

0 (0.0 Mbps)

L

Puc. 5.3.30.1

TX

813082841 (0.2 Mbps)
33850997 (12.5 Mbps)

0 (0.0 Mbps)
0 (0.0 Mbps)
0 (0.0 Mbps)
0 (0.0 Mbps)

.1 Cratucruka no nopram

CratucTuka 1mo IMPUHATBIM U OTIIPABJICHHBIM JAHHBIM I10 KAXKAOMY IIOPTY

KOMMYTAaTopa.

e RX - HemoBpexJeHHBIC TaHHBIC, PUHATHIC HA MOPT (B OalTax).
e TX - HENMOBpPEXKJICHHBIE TaHHbIE, OTIIPABJIEHHBIE C MTOPTa (B OaliTax).

IIpumeuanue . Bece cuetunku 32-X paspsHble, OHU OOHYJISIOTCA MO JTOCTUKEHUIO

3HaueHus 4294967295.

[To naxxaruro koK «More info» MOXXHO TPOCMOTPETH O0JIee MOAPOOHYIO
CTaTUCTUKY MO KOHKPETHOMY NOPTY (CM. Puc. 5.3.24.1.2)

& Port Info - Internet Explorer

el = S

—

ié http://192.168.0.1/info/port_info.shtmi?port=0

1

Port #1

Speed Statistics
RX Speed

2
2
1
1
1
1
o
o
o

Port Statistics

13704359

0

322641771

PoE Status

Type A | Type B

State OFF OFF
Voltage

Current

Puc. 5.3.30.1.2 IlogpoOHas craTHCTHKA IO IOPTY
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5.3.30.2 Cratucruka PoE
Statistics — PoE Status

Port | Status | Mode | Power

1 OFF ---

=)

OFF ---
3 OFF ---

4 ON PcE A | 11303 W

Total Power 11.303 W
Puc. 5.3.30.2.1 Cratuctuka PoE

Ha nanHoii Bkiaake oroOpaxaercs nHpopmanus o MHxeKTupoBanuu PoE u
TEKyLIeH MOIHOCTH AJisl Kakaoro nopra. Cratyc u notpedsisieMasi MOLUTHOCTH
YKa3bIBa€TCs TOJIBKO U1l IIPOTOKOJIBHOrO POE.

Ooparure BHUMaHue!
Jannast pyHKIMS TOCTYMHA TOJIbKO Ha yau4yHbIX POE kommyTaropax PSW

e Status - craryc PoE. (ON/OFF)

e Mode - Tumn nuta"us: TUIN A - TUTaHUE niepegaeTcs no napam 1-2, 3-6. Tun B
- MUTaHueE nepenaercs no mnapam 4-5, 7-8.

e Power - oTmaBaemasi MOIIHOCTH MTPOTOKOJILHOTO POE (BT).

e Total Power - cymmapnast MmotHocTh (BT), 1u1st KOppekTHO#M pabOThI HE
JIOJDKHA MPEBBINIATH OFOKET MOIIIHOCTH.
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5.3.30.3 ARP Tadauna
Statistics — ARP Table

Crpanuna conepxut ARP k311 nporieccopa KoMMyTaTopa, IpeICTaBICHHBII B BUIE

TaOJINLIBI.
Ne IP address MAC address
1 |192.168.0.101 84:C9:B2:47:00:28
2 | 192.168.0.166 D0:27:88:1C:33:B5
3 |192.168.0.236 20:1A:06:8A:62:89
4 |192.168.0.235 9C:93:4E:18:24:7F
5 192.168.0.128 00:1A:92:67:A8:B5
6 |192.168.0.79 CC:5DAEAC11:AC
7 | 192.168.0.124 22:1B:64:EA:0F:00
8 | 192.168.0.8 00:1A:92:67-:A8B1
9 |192.168.024 00:0F-EA:61:93:56
10 | 192.168.0.10 20:CF:30:C3:4A:C2

Puc. 5.3.30.3.1 ARP Ta6nuia
5.3.30.4 MAC Tabauna
Statistics — MAC Table

Bxrnaaka comepyxut Tabiauily KomMmyTanuu: cooTBeTcTBue MAC-opT.

Ne | MAC address Port
1 00:00:AA-C1:BE:98 4
2 | 00:15:70:CB:6D:33 4
3 | 00:1A92:67:A8:A9 4
4 | 00:1A:92:67-A8B1 4
5 | 00:1B:FC:F5:82:5E 4
6 | 00:1D:60:1E:78:BC 4

Puc. 5.3.30.4.1 MAC rtabnuua
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5.3.30.5 DNS Taoauna
Statistics — DNS Table

Bxnanka conepxut pe3yapTaT padoTsl IpoTokoiaa DNS: cooTBETCTBME UMEHHU XOCTa
u ero IP anpeca.

Ne | IP address Domain name

1 217.69.139.160 smtp.mail.ru

Puc. 5.3.30.5.1 DNS Tabaunma

5.3.30.6 CucremMHBbIi KypHaJ (J10T)

Statistics — Log
Bxuagka comepkurt jor paboTel KoMMyTaTtopa. Ha ogHOI cTpaHuiie BEIBOJUTCS
10000 3amnuceit, s MEPEKIIOYEHUS HA CIECAYIONIYIO CTpaHuIy HakMuUTe Next.
Jlnst coxpanenus yiora B txt daitn, Haxxmute Download log as file.

Log

@ | Download log as file |
:90392: STP topology changed

1 90392: Start after reset

:15/07/2014 09:35:10: Port #3 Autorestart: no reply to Ping
1 90934: Start after reset

1 90934: STP topology changed

1 15/07/2014 09:43:37: Port #3 Autorestart: no reply to Ping
1 91423: STP topology changed

1 91424 Start after reset

1 15/07/2014 09:51:15: Port #3 Autorestart: no reply to Ping
©91913: STP topology changed

1 91913: Start after reset

1 92151: Start after reset

:92151: STP topology changed

©15/07/2014 10:01:40: Web-interface authentication: Ok
©15/07/2014 10:03:16: Port #3 Autorestart: no reply to Ping

1 92647: Start after reset
- QYAAT- QTD tanmalaesr chancad

W oe0 - Gy B Wk =D

-
[

[P ST
ook W

Puc. 5.3.30.6.1 Jlor

5.3.31 OouoBaenune 11O
Update/Backup — Update Firmware

Kommyrtarop PSW nognep:xusaer oonosnenue [10. [Tocneansis sepeus [10
BCerJia JOCTyMnHa Ha caite tforis.ru.

st oonosienus [10 ckauaiite apxuB ¢ npomuBKoid. PazapxuBupyiite. @aiin ¢
MPOILLIMBKON UMEET pacluIupeHue *.img

& PSW2GPLUS011-08092014.img
& PSW-PLUS-mib-v1.4.mib
readme.txt

updating manual.txt

Puc. 5.3.31.1. ®aiin *.img
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B Be6-untepdetice 3aiinure Ha Bkiaaky Update Firmware u Beibepute dhaiin
MPOIIMBKH KHOMIKOU O030p.

Current Firmware version: 00.01.01
File:

Puc. 5.3.31.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D:\Pub\npowmeku PSW 2C
Upload

Puc. 5.3.31.3. BoiOupaem daiin *.img

Haxxmute knonky Upload, noxaurecs moka aitn ckonupyercst Bo
BHYTPEHHIOIO MMaMsITh YCTPOMCTBA.

Current Firmware version: 00.01.01

File: D-\Pub\npowuekn PSW 2C[ OBsop... |

Firmware loaded . .. ... _ .

Puc. 5.3.31.4. Joxunaemcs 3arpy3ku ¢aiina

[Tocne Toro, kak ¢aiin 3arpy3uics, Haxkmute Update 1 0OHOBICHUS WIH
Cancel 119 OTMEHEIL.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.31.5. Haxumaem Update

[Tocne naxatusa Update HauneTcs nporiecc oOHoBIeHHS. [Ipu He
Iepe3arpyKanTe KOMMYTATOP U HE OTKIIFOYANWTE NMUTAHUE.

Updating firmware, please wait

Puc. 5.3.31.6. XKnem okoH4aHus Mpoliecca NpOIIUBKI
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IIpumeuanue: Taxke KOMMYTaTOp MOJIepKUBaeT 0OHOBIIeHUE yepe3 Telnet ¢
BHentHero TFTP cepepa. bonee moapo6HO cM. pazaen «Ynpasnenue uepe3 Telnety

5.3.32 CoxpaHeHHe ¥ BOCCTAHOBJICHHE HACTPOEK
Update/Backup — Backup/Recovery
KommyTaTopsl PSW nonep:xuBatoT BO3MOXHOCTb COXPAHEHUS TEKYIIINX

HACTPOEK KOMMYTaTopa B (ailil KOHPUTypaluu, ero pelakTUPOBaHUs, a TAKKe
BOCCTaHOBJICHHSI HACTPOEK U3 (ailia.

5.3.32.1 CoxpaHeHue HACTPOEK B (a1
B 6oxoBom mento Beibeputre Update/Backup — Backup/Recovery

Backup/Recovery

1. Backup settings

Download users settings as file:

| Download a file |

2. Recovery settings

Upload settings file

| Oﬁggp | Up|Dﬁd

Puc. 5.3.32.1.1 Hutepdelic coxpaHeHUs: U BOCCTAHOBJICHUS HACTPOEK

B nynkre 1 Haxmute kHonky «Download a file». Byner npennoxkeHo coXpaHUTh WU
OTKPBITH (haiisl, COXpaHsIEeM.

OTkpbITE MaK coxpanuTe PSW_settings_backup.bak 1z 192.168.0.17

OTKpLITE CoxpaHuTb ~ OTtmeHa

Puc. 5.3.31.1.2 Coxpanenue ¢aiina HaCTpOeK

5.3.32.2. BoccraHoBJ/IeHHEe HACTPOEK U3 (aiiia

Ecnu TpebyeTrcst BOCCTaHOBUTH paHee COXpaHEHHBIE HACTPOWKH U3 (paitsa, TO BO
Biiaake Update/Backup — Backup/Recovery Beioupaem B nmynkrte 2 (Recovery
settings) ¢aiin kondurypanuu *.bak u Haxxumaem «Uploady» s 3arpy3ku.
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CooBuenue ¢ eeb-cTpaHuUbl — S

! Write successful and reboot...

Puc. 5.3.32.2.1 Tlepe3arpy3ka KOMMyTaTopa

[Tocne 3arpy3ku (¢aitna, yCTpOHCTBO TIEpe3arpy3uTcs, U HACTPOUKHU OyIyT
MIPUMEHEHBI.

5.3.32.3 PepaktupoBanue ¢aiiia KoHpurypauuu

N3menenue daiina KOHPUTrypamuu MOKeET ObITh TTOJIE3HBIM, KOT/Ia Y TPYTIIBI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JJIsl 3TUX YCTPOWCTB
yHUBEpCAIbHBIN (haiiyl KOHDUTYpALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOOoIbII0M Habop mapameTpoB, HarpuMmep [P anpec, a npyrue napameTpsl yxe
OyyT 3amucaHbl U3 ¢aiia KOHPUTypaluu.

®aitn kKoHPUTYpaIH, TEHEPUPYEMBIF KOMMYTATOPOM IIPU COXPAHECHUHU
HAcCTpoeK B ¢aiiy, mpeacTaBiseT co0oi daiin ¢ pacimmpenneM *.bak ¢ HacTpolikamu
B TEKCTOBOM BHJIE.

JlaHHbIi Qailll MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

Crpykrypa 3anuceil UMeeT CTpOro ornpeseneHuyto popmy 3anucu. B obmiem Buje
OHA BBITJISIJIAT TaK:

#<ums nepemenHou>=|<3HaueHnue nepemeHHOU>|
Hanpumep: #AIPADDRESS=[192.168.0.1], roe nepemennoit IPADDRESS

cooTBeTCcTBYeT 3HaueHue 192.168.0.1

Omnucanue HaCcTPoeK ¢ 1eoaTHRIMU MTapaMeTpamu npecrasieHo B Tabmure 5.3.2.
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Tabmuma 5.3.2. [lepemennbie (aitia KOHGUTYpATTH

CHHTaKCHC KOMAH/BI

Onucanue

#IPADDRESS=[192.168.0.1] IP agpec KOMMyTaTopa
#NETMASK=[255.255.255.0] Macka 1ojiceT!
#GATEWAY=[255.255.255.255] ILUTIO3 TI0 YMOJTYAHHUIO
#USER MAC=[c0:11:a26:0:0:0]

nonbs3oBarenbeckuit MAC aapec

#DNS=[255.255.255.255]

IP anpec DNS cepsepa

#DHCPMODE=[0]

pexum pabotsl DHCP (0 — BeIKITIOUEH, 1
— DHCP kineHT)

#LANG=[0]

s36IK HHTEp(Peiica (0-anrmuiickmid, 1 —
PYCCKHI)

#HTTP_ USERNAME= ]
#HTTP PASSWD=[]

JIOTUH W NapoJjb AJisl yYETHOM 3alKCH 110
yMoJyaHuio (rmpasa goctyna Admin)

#USER1 USERNAME=[]

Mg nmonws30BarTens

#USER1_PASSWD=[]

[Taponp s yuyeTHOM 3anucu

#USER1_RULE=[0]

[IpaBa notyna (0-y4yeTHast 3anucCh
orkiroueHa, 1| — Admin, 2 — User )

#SYSTEM NAME=[ ]

OIMCaHue yCTPOMCTBA

#SYSTEM LOCATION=[]

MECTOPACIIONOKEHUE YCTPOHCTBA

#SYSTEM CONTACT=]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

cocrosinue mopta Nel (1- Bki/0-BbIKIT)
AHaIOTUYHO VISl APYTUX TIOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U ayruiekc Ha opty Nel. (0 -
auto, 1 — 10 half, 2 — 10 full, 3 —

100 half, 4 — 100 full, 5 - 1000 _full),
aHAJIOTUYHO JJI IPYTUX MOPTOB.

#PORT1 FLOWCTRL=[0]

Flow Control na mopty Nel (0-disable, 1 -
enable), aHAJIOTMYHO JIJIsT PYTUX TTOPTOB.

#PORT1 _WDT=[0]

BKJIFOUEHHE aBTOMATHUYECKON
nepe3arpy3ku BUIECOKaMeEpBh,
MOAKIIOUYEHHOU K 3TOMY mopTy (0-
BBIKJIIOUEHO, | — mepe3arpyska no
nponagaHuto curnana Link, 2 —
nepe3arpyska 1o HeoTBety Ha Ping),
3— mepe3arpyska o HU3KOH CKOPOCTH),
aHAJIOTUYHO JJIS IPYTUX MMOPTOB.
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#PORT1 IPADDR=[0.0.0.0]

IP anpec kamepsl, MOAKIIOUYEHHON K
nopty Nel, mpu akTUBHOM (PyHKIIUH
nepe3arpysku 1o Ping'y, aHagoruyHo Jis
JPYTUX MOPTOB.

#PORT1_WDT SPEED=[0]

HuxHul mopor CKopocTH Ha IOPTY IPHU
aKTUBHOU (DYHKIIMH Tepe3arpy3Ku 1mo
CKOPOCTH JJis mopTa 1, aHanoruyHO AJis
npyrux mopto. B Kout/cek.

#PORT SOFTSTART TIME=[1]

JUTUTETHHOCTh TIPOTPEBA TEPMOKOKYXOB
Ut PYHKIIMK KOM(OPTHOTO 3amycKa
Bujeokamep (1 — 1 gac, 2 — 2 yaca)

#PORT1 SOFTSTART=[0]

BKJTFOUEHUE PYHKIIMH KOM(OPTHOTO
crapta juist mopta Nel (0 — BBIKIIIOUEHO,
| - BKJIIOYEHO), aHATTOTUYHO JJISI IPYTHUX
MOPTOB.

#PORT1 POE=[257]

ynpasienue PoE Ha nopty Nel (257 —
BKJIFOUEHO, () - BBIKIIIOYEHO), aHAJTOTUYHO
JUIS IPYyTUX TIOPTOB.

#SFP1_MODE=[0]

Pexxum padotel mopta SFP1(0- forced, 1 —
auto), anasornyHo ajs nopra SFP2.

#SMTP_STATE=[0]

BKJItoYeHue npotokona SMTP (0 —
BBIKJTIOUEHO, 1 — BKJIFOUEHO)

#SMTP_SERV_IP=[0.0.0.0]

IP anpec SMTP cepsepa

#SMTP_TO1=[] MIOYTOBBIN ajpec moyyaress 1
#SMTP_TO2=[] MIOYTOBBIN aJpeC MOTydares 2
#SMTP_TO3=[] MOYTOBBIN aJpeC MOTydaTesns 3
#SMTP FROM=]

IIOYTOBBIN aJIpEC OTIPABUTEIIS

#SMTP_ SUBJ=[TFortis PSW-2G4F]

3aroJIOBOK IIMCbMa

#SMTP_LOGIN=[]

JIOTHUH AJIA AOCTYIIA K ITIOYTOBOMY AIIUKY

#SMTP_PASS=[]

IMapoJjb A A0CTYIIA K IIOYTOBOMY AIIHUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

JIOMEHHOE UMsI TIOYTOBOTO CepBeEpa

#SNTP_STATE=[0]

coctostHue npotokosia SNTP

#SNTP_SETT SERV=[0.0.0.0]

IP anpec SNTP cepsepa

#SNTP_SERV_ NAME=] ]

Homennoe ums SNTP cepsepa

#SNTP TIMEZONE=[0]

yacoBoi nosic, otHocutenbHo UTC (ot
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-12 no +13)

#SNTP_PERIOD=[10]

MIEPHOJT CHHXPOHU3AIMH ¢ cepBepoM (1,
10 umu 60 MUHYT )

#SYSLOG STATE=[0]

COCTOSIHHE MpOTOKoJa Syslog

#SYSLOG SERV TP=[0.0.0.0]

IP angpec Syslog ceppepa

#EVENT LIST LINK T=[12]

COOBITHE TIO N3MEHEHUIO JIMHKA CITHCKE
EventList (7 — BBIKJIFOUEHO)

#EVENT LIST POE T=[7]

coObITHE MO u3MeHeHuto crcryca PoE B
cnucke EventList (7 — BBIKITIOUEHO)

#EVENT_LIST STP T=[7]

Coosnitue STP B cimcke EventList (7 —
BBIKJTFOUEHO)

#EVENT LIST ARLINK T=[12]

coowrtre B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ARPING T=[12]

cobsiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST SYSTEM T=[7]

cobpiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST UPS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ACCESS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST MAC T=[12]

coowiTre B ciucke EventList (7 —
BBIKJTFOUEHO)

#DRY CONTO STATE=[1]

BKJIIOUCHUE JIATUUKA BCKPBITUS (111

PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJIIOUEeHHE cyxoro koHTakTa 1 (0 -
BBIKJI., 1 - BKJ) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHBb CpabaThIBAHUS aBAPUU IS
KOHTakTa |

(0 — mo pa3mbikanuio, | — 1o
3aMBIKaHHIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyXoro koHTakTa 2 (0 -
BBIKIIL., | - BKI)

#DRY CONT2 LEVEL=[1]

YPOBEHb cpadaThIBaHUs aBapUM s
KOHTaKTa 2

(0 — o pa3mbikanuto, 1 — mo
3aMBIKAHUIO)
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#PORT1 RATE LIMIT RX=[0]

OTpaHUYCHHUE CKOPOCTH IMpHUeMa MopTa
Nel B Kourt/cek. (0 - BBIKITIOUEHO
OTpaHUYCHHE), AHATTIOTUIHO IS JPYTUX
MOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTpaHUYEHUE CKOPOCTH Mepeadun mopTa
Nel B Kout/cek. (0 - BEIKITIOUEHO
OTpaHUYEHUE)

#Q0S STATE=[0]

BKIIOUeHHE Mexanu3ma QoS (0-
BBIKJIFOYEHO, 1-BKJIFOYEHO)

#Q0S POLICY=[0]

pexuM padoThl maHuposinuka (0 —
B3BElIEHHAs mpropuTe3anus, 1 —
KECTKasi IPUOpUTE3aLH)

#QO0S_COS=[[1] [0] [0][1][2][2][3]
[31]

cootBeTcTBUE COS npuopureTa u
ouepenn 00CITyKUBaHUS

cootBercTBHE TOS nmpuopurera u
ouepenn 00CITyKUBaHUS

#QOS_TOS=[[0] [0] [0] [0] [0] [0] [O]
(01017011021 02]01] 022 02T01] (2]
I A A I A A A I W IR I
(L1011 (1)) (11 (2] (2] (2] ([2][2]
(21 12] (2] [2])[2][2][2])([2][2][2]
(21 02] (2] (2] (2] (2] [2])(2][2][3]
(31031031 [3]1[31[3][3]]
[1

BKiroueHne CoS Ha nmopty Nel,
aHAJIOTUYHO JJIs APYTUX TOPTOB.

#PORT1 TOS STATE=[1]

BKiroyeHne ToS Ha mopty Nel,
aHAJIOTUYHO JJIsI IPYTUX ITOPTOB.

#PORT1 QOS RULE=[1]

BbI00p npuoputetrHoctu CoS uinu ToS (0
— CoS npuopurerneit, | — ToS
MPUOPUTETHEN ), AaHATIOTUYHO I IPYTHUX
MOPTOB.

#PORT1 COS_PRI=[0]

MIPUOPUTET MO YMOITYAHHIO JJIS TIOPTA
Nel, ananoruyno aJig Ipyrux nopTos.

#VLAN MVID=[1]

VID VLAN"a ynpasnenus (Management
VLAN)

#VLAN NUM=[1]

yuciao HacTpoeHHbIX VLAN

#VLAN1=[[1][1] [default][2][2][2]
(21 02][2][2])([2][2][2]]

3anuck ¢ HacTpoitkam VLAN

#VLAN TRUNK STATE=[0]

VLAN Trunking (0 — BeIkiItHO4Y€EHO, 1 -
BKJIIOUEHO)

#VLAN PORT1 STATE=[0]

Hacrtpoiika mopra g VLAN Trunking
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(0 - VLAN Trunking Ha nopty
BBIKJIFOYCH, | - BKIIIOUEH)

#STP STATE=[0]

BKJIFOUeHUe npoTokona STP (0 —
BBIKJTIOUEHO, | — BKIJIFOUYEHO)

#STP MAGIC=[65217]

Bcerma 65217

#STP PROTO=[2]

npotokoi (0 — STP, 2 — RSTP)

#STP BRIDGE PRIOR=[32768]

Bridge Priority

#STP MAX AGE=[20]

Bridge Max Age

#STP_HELLO TIME=[2]

Bridge Hello Time

#STP_FORW DELAY=[15]

Forward Delay Time

#STP MIGRATE DELAY=[3]

Migration Delay Time

#STP_TX HCOUNT=[6]

TX Hold Count

#STP PORT1 CFG=[[1][1][128]
[200000] [10]]

3amuch ¢ HacTpolikamu nopta Nel,
AHAJIOTUYHO JUISl APYTUX IIOPTOB.

#BPDU FORWARD=[1]

dbopBapauar BPDU makeToB nipu
otkioueHoM mporokosie STP/RSTP (0-
OTKJIFOYEHO, | — BKIIIOYEHO)

#PORT1 VCT ADJ=[100]

K03 PULIMEHT KOpPEKIINU KabeTbHbIM
Tectepom A1 mopTta Nel, aHamoruyHo
JUISL IPYTUX TIOPTOB

#PORT1 VCT LEN=[0]

JUTMHA JIMHUY TSI KaOeJTbHOTO TecTepa
715t mopta Nel, aHaOTUYHO JUIs APYTHX.

#SNMP_STATE=[0]

BitoueHne SNMP (0 -Beikitoueno, 1 —
BKJIIFOUEHO)

#SNMP SERVER=[0.0.0.0]

IP ampec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mporokoja SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP COMMUNITY1l=[public]

COO6HI€CTBO YTCHHA

#SNMP_ COMMUNITY2=[private]

COOOIIIECTBO 3aIlUCH

#SNMPV3 USER1 LEVEL=[0]

YpoBens 6e3omacaocT (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=][]

Nms mons3oBateins g SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password mist SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password miss SNMP v3
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#SNMP3 ENGINE ID=[]

Engine ID nns SNMP v3

#IGMP_STATE=[0]

Bkiouenne IGMP (0 — BoikitoueHo, 1 -
BKJTFOUYEHO )

#IGMP QUERY MODE=[1]

Bxmrouenne ormpaBku IGMP General
Query (0 — BBIKJTIOYEHO, | - BKIIOUYEHO )

#IGMP PORT 1 STATE=[1]

BKiroueHue nopra Nel B mporokon IGMP,
aHAJIOTUYHO JJIsI IPYTHUX ITOPTOB.

#IGMP QUERY INTERVAL=[60]

IGMP Query Interval

#IGMP_QUERY RESP INTERVAL=[10]

IGMP Query response Interval

#IGMP_GROUP MEMB TIME=[250]

Group Membership Time

#IGMP_OTHER QUERIER INTERVAL=[25
5]

Other Querier Interval

#TELNET STATE=[1]

BiiroueHue Telnet (0 — BeIkTIOUEHO, 1 —
BKJTFOUYEHO)

#TFTP_MODE=[0]

BiitoueHue TFTP (0 — Beikitoueno, 1 —
BKJTFOUEHO)

#TFTP_PORT=[69]

UDP nopt TFTP

#PLC_EM MODEL=[0]

Mognenp cueTurKa 3JeKTPO3IHEPTUU

#PLC_EM BAUDRATE=[5]

Ckopocts nopta RS485 (0-300, 1-600, 2-
1200, 3-2400, 4-4800, 5-9600, 6-19200 )

#PLC_EM PARITY=[0]

Yérnocts RS485 (0-Disable, 1-Even, 2-
0Odd)

#PLC_EM DATABITS=[8]

Yuciio OUT JaHHBIX

#PLC_EM STOPBITS=[1]

YuC1o CTOMOBBIX OUT

#PLC_EM PASS=[]

Nnentuduakrop (OTUH) 11
MOJKIIFOUEHUS K CUETUUKY
AIIEKTPOIHEPTUU

#PLC_EM ID=[]

[TapoJib 15t MOAKITFOYEHUS K CUETUUKY
BJIEKTPOIHEPTUU

#PLC_OUT1 STATE=[0]

Cocrosinue Beixona | uist miaaTel
pacupenus (0-short, 1-open, 2-logic)

#PLC_OUT1 ACTION=[0]

HeiicTtBue miis Beixoaa 1 npu
cpabaTbeiBaHuU Jjoruueckoro yciuonus (0-
short, 1-open, 2-impulse)

#PLC_OUT1 EVENT1=[0]

CoOsrtre 1 mig Berxona 1 Juis rraTel
pacmnpeHus
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#PORT1 MACFILT=[O0]

Bxmtouenune gpunbrpaunn MAC aapecoB
Ha opty 1 (0-Normal, 1-Secure: Mac
Filtration, 2-Secure: Port shutdown, 3-
Secure: Temporary port shutdown)

#MAC BIND ENRTY1 ACTIVE=[0]

3anuck Nel Tabnuiibl pa3peméHHbIX
MAC anpecos (1-3anuch akTUBHA)

#MAC BIND ENRTY1 MAC=[0:0:0:0:0:
0]

3anuck Nel TabnuLbl pa3per€HHbIX
MAC aapecoB (MAC anpec)

#MAC_BIND ENRTY1 PORT=[0]

3anuce Nel Tabnuibl pa3peméHHbIX
MAC anpecoB (Homep nopra)

#LLDP STATE=[1]

Bxirouenune nporokona LLDP

#LLDP_TX INT=[30]

Wurepsan orrpaBku LLDP coobmennii

#LLDP_HOLD TIME=[4]

Muoxutens xpanenus LLDP cooOiennii

#LLDP_PORT1 STATE=[1]

Bxmouenne nporokona LLDP na nopry 1
(aHAJIOTUYHO JIs1 APYTUX [TOPTOB)

#POER1 DESCR=[]

TekcToBoe onucanue nopra 1,
AQHAJIOTUYHO JJISI OCTAIBHBIX TTIOPTOB
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5.3.33 Copoc HacTpoeK Ha 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

Keep current network settings
Keep current username & password

Keep STP seftings

Puc. 5.3.33.1 COpoc HacTpoek KOMMyTaToOpa

[Tpy HEOOXOIUMOCTH BO3MOXHO OCYILECTBUTH COPOC HACTPOEK HA 3aBOJICKUE
ycTaHoBKH. [Tpu 3TOM cOpOC MOKHO OCYIIECTBIIATH BHIOOPOUHO:

Keep current Network settings — COpoc ¢ COXpaHEeHHM CETEBBIX HACTPOEK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ coxpaHEHHUEM HAaCTPOEK

noctymna: Username, Password
Keep STP settings — C6poc ¢ coxpanenuem Hactpoek STP/RSTP.

5.3.34 Ilepe3arpy3ka
Reboot/Default — Reboot

[Ipu HEOOXOIMMOCTH KOMMYTATOP MOKHO JUCTAHIIMOHHO NEPE3arpy3HTh.
e Reboot - I[Tonnas nepesarpyska (nepe3arpyska npoieccopa, PoE,
KOMMYTAIlMOHHOW YacTH )

Reboot Device

Reboot

Puc. 5.3.34.1 Ilepe3arpy3ka koMmmyTaTopa
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5.3.35 lonotHMTE IbHASA IJIATA PACIIMPEHUS

Oo6paTutre BauMmanme: rmiatsl PLC-01 u PLC-02 cHATBI €
MIPOU3BOICTBA.

B 3aBHCHMOCTH OT KOMIUIEKTA MTOCTaBKH, B YIHUHBIX KomMyTaTopax TFortis
PSW MoxeT ObITh yCTaHOBJIEHA JAOMOJIHHUTENbHAS IJ1aTa PACIIUPEHUS, KOTOpas
YBEIMYMUBAET (PYHKIMOHAJ YCTPOUCTBA.

B nactosimuit MomeHT komMyTaTophl TFortis MOkeT KOMIUIEKTOBATHCSI OJTHOM U3
nByx Bepcuii mnatel: PLC-01 u PLC-02.

[Tnata pacmupenuss PLC-01 umeer cieayromue nuHTephEnch:
o 2 peneiinbix Boixona (250V, 10A)
o 1 Beixog RS485 mys monkimoueHus kK mpubopam ydéra dJeKTPOIHEPTUH.

[Tnara pacmupenus PLC-02 umeet cienyromue nHTEpHEHCH:
o 3 BXOJa, TUIIA «CyXOW KOHTAKT»
o 1 peneiinbiit Beixon (250V, 100MA)
o 1 Bbixoa RS485 nnsa noakiroyeHus: K nprubopam ydeTa 3JIeKTPOIHEPTUU.

5.3.35.1 ugppoenie exo0bi
Special Function — Inputs/Outputs

B 3aBucumocTtu ot MOACIIN IUIATBI paCIIUPCHUS, OHA MOZKET KOMIIJICKTOBATbCA
I_[I/I(l)pOBBIMI/I BXOJaMHM THIIA <<ny0ﬁ KOHTAKT». BXOI[I)I MOT'YT UCIIOJIb30BATHCA JJIA
MMOAKIIFOYCHUA PA3JIMIHBIX OATYUKOB, pa6OTaIOI]_[I/IX Ha 3aMBbIKaHUC WUJIN Ha
Pa3MBIKaHWC, HAIIPUMCP JaTYUK BCKPBITUA, JaTYHUK IBUXKXCHHA U JP.

J1J1s Ka>K10T0 BX0/1a MOYKHO HaCTPOUTH aBAPHITHOE COCTOSIHHUE, TIPH KOTOPOM
Ha cepBep Oy/IeT OTHPABIATHCS COOOILEHHUE.

Inputs (on option board)

State Alarm State Current State
Input 1 | [Enable V|| |Short V|| Open
Refresh
Input 2 | |[Enable V|| |Short V|| Open
Input 3 | |Enable || |Short V|| Open

Puc. 5.3.35.1 Hactpoiika BX010B
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e State - pazpemenue padoTel Bxoza. J{Jis Toro, 4ToOb OTIPABISINCH
coo01IeHns 00 U3BMEHEHUH COCTOSIHUSA BX0/1a, yctaHoBUTE B Enable.
Coobuienue OyneT oTmpasiieHo, eciu State ycranoiieHo B Enable, u
npousonwio coBnaaeHue Alarm State u Current State, a Takke yCTaHOBIJIEHA
raiiouka Inputs/Outputs Bo Bkiianke Events List.

Ecnu ctout Disable, To n3MeHeHue cocTosiHue BXO/1a HE OYI€T BhI3bIBATH
reHepalnio COOBITHM.

e Alarm State - cocTosiHEE BX0J1a, KOTOpO€ cunuTaeTcsi aBapuiiHbiM( Open -
pa3zoMKHyTO€E cocTosinue, Short - 3amkHyTO€E coctosinue, Any Change —
cOOBITHE TeHEPUPYETCA MPH JIFOOOM N3MEHEHUU BXOJ1a).

e Current State - Tekyliee COCTOSIHUE BXO/1a.

5.3.35.2 PeneliHble 8bix00bl
Special Function — Inputs/Outputs

[Imata pacmmpeHus MOKET UMETh | WM 2 peNeHbIX BBIXOAA

OoOpaTutre BHMMaHMe: peneiiHblil Bbixo miaTel PLC-02 HU3KOTOYHBIN, 15
MOAKJIIOUEHHS MOIIIHOW HArpy3Ku UCIOJIb3YWUTE BHELTHUE PEJICITHBIC
AJIEMEHTHI.

Outputs
Output | Inital State | Current State

1 Short

Puc. 5.3.35.2 Hactpoiika peneitHOTO BbIX0oaa

JIns kax 1010 BRIXO/a MOYKHO HACTpOUTh HadalibHOe coctosinue (Initial State), 1. e.
TO COCTOSIHHE BBIX0J1a, KOTOPOE OYJIeT MOC/Ie BKIFOUSHHUS KOMMYTaTopa.

5.3.35.3 Jlozuka
Special Function — Inputs/Outputs

KoMMyTaTop MOkeT paboTaTh Kak MPOCTEUIINNA JTOTUYECKUN KOHTPOJLIEP.
[Ipu cpabaTeiBaHUU BXOJI0B, MO’KHO HACTPOUTH MMOBEJCHUE BbIXOA.

Event — coObITHE npy KOTOpOM cpabaTbiBaeT ycioBue. ['aioukaMu yCcTaHaBIMBAETCS
CITUCOK COOBITHH, BIMSIONIMX HA BBIXOJI. ECiin BBITIONHSIETCS XOTS OBl OTHO U3
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BBIOpAHHBIX COOBITUH (AeicTBYeT npaBuiio Jorudeckoro «MJIM»), To BeIxo perne
MepeBOAUTCS B cocTosiHue Action. Eciii HY 0/THO U3 COOBITHI HE TIPOU30IILIO, TO
BBIXOJ] HAXOJUTCS B MHBEPCHOM COCTOSTHUH.

Cocrosgaue Action MOXET ObITh:
e Open - BBIXOJIBI peJi€ pa30OMKHYTHI

e Short - BBIXOJBI peiie 3aMKHYThI
e Impulse - BBIXOIBI penie U3MEHSAIOT CBOE COCTOSIHME Ha HHBEpCHOE Ha 10
CEKYH/]I, 3aTEM IEPEKIIIOYA0OTCsl OOPaTHO B HAYAIbHOE COCTOSTHUE.

PaccmoTrpum npumep:

[Tpu 3ambikanuu BxoAoB Sensor 1 u Input 1 Bo3HUKaeT coObITHE.

Sensors (on main board)

State Alarm State Current State
Sensor 1 | |Enable || [Short V|| Open
Sensor 2 | |Enable v| | [Short ~|| Open

Inputs (on option board)

State Alarm State Current State
Input 1 | [Enable V|| Short v| | Open
——
Input 2 | [Enable v|| Short v| | Open
Input 3 | [Enable v | [Short v|| Open

Puc. 5.3.35.3 Hactpotika JIoruKu
Heobxoaumo, 94To0BI pesie, KoTOpoe B HOPMAIbHOM PEKUME 3aMKHYTO —
pPa3oOMKHYJIOCH pu coObITHH. Y cTanaBnuBaeM Initial State B Short (3amkHYTO)
U BbIOMpaeM ncTouHUKU coObITH (Sensor 1 u Input 1), a Takke COCTOSIHHE BBIX0/1a
(Action)

Outputs
Output | Inital State | Current State

1 ~ Short

Logic

Output | Event Action
] Sensor 1
[] Sensor 2
vl Input 1

1 Open W
[] Input 2
[] Input 3

[] System Alarm

Puc. 5.3.35.4 Hactpotika JIOTUKH
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5.3.35.4 Bbixo0 RS485
Special Function — RS-485

[Inata pacmmpeHust UMeET BCTPOCHHBIN Bbixoa RS485, npenHnazHaueHHbIN 1714
MOJIKJIFOUEHHUSI IONOJIHUTENBHBIX YCTPOUCTB 1o uHTepdeiicy RS485. B nanubiit
MOMEHT NOJIIEPKUBAETCS OJKIOYEHHNE TOJIbKO pubopoB yueTta. [lepen
HNOJKIIIOYEHUEM YAAJIEHHOTO YCTPOICTBA, HEOOXOJUMO MTPOU3BECTH HACTPOUKY

uHTEpdeEiica.
RS485 Settings

Baudrate
Parity

Data Bits

Stop Bits

Puc. 5.3.35.5 Hactpoiika RS485

5.3.35.5 ModknroyeHue npubopoe y4yéma 3siekmpoaHepauu

B xommyTtarope TFortis npu noAKI0YEHHOM MJ1aTe PACIIMPEHUS 3aJI0KEH MEXaHU3M
MOJTyYeHHUs TOKa3aHui ¢ mpubopoB ydeTa o uHTepdericy RS485.

[Iporiecc nmoaktoueHus: K MpuOOpy yyera:
1. DnexTpuueckoe MoJKIIOUCHUE
2. Hacrpoiika uarepderica (CKOpOCTb, YUCIIO OUT JAHHBIX U T. JI.)
3. BriOop Mozenu cueTdunKa M MOIKIIOYCHUE K HEMY JUTsl TIOJTyYeHHUS MTOKa3aHui
0 CYMMapHOM Pacxojie, ¥ pacxoe 1mo omHomy u3 4 Tapudos.

IIpumeuyanue: B HACTOSIIIINI MOMEHT MOJACPKUBAIOTCS CIACAYIONTUE MOJIEIH:
e Duepromepa CE102M

Hacrpoiika noakiouenusi npudopa y4éra

Energy Meter Settings

Model | Energomera CE102M W

Identification

Password

Puc. 5.3.35.6 Hactpoiika nogkiatroueHus npudopa yuéra
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Hacrpoiika npubopa yuéra mpou3BOIUTCS 3aMOTHEHUEM CIIEAYIONIUX TOJIEH:
e Model - monens mpubopa yuéra

¢ Identification - unenTudukarop ycrporncraa
e Password - nmapoiss nocryna

Ecnu nnentudukaTop ycTpoicTBa M Napoip AOCTyNa HE 3aJaHbl, TO
B3aUMOJIEUCTBHE CO CYETUUKOM OyAET MPOUCXOAUTH B O€3MAPOJIBHOM pEKUME(ECTn
pa3pelleHo B HACTPOUKAX caMOTo CUETUMKA).

[Tocne noaxroueHus OyIeT JOCTyMHA HH(OPMAIIHS O MOKA3aHUSX

Energy Meter

Model [Energomera CE102M V| | Connect

State Connected
Total indications | 1.13
T1 1.01
T2 0.12
T3 0.00
T4 0.00

Puc. 5.3.35.7 Iloka3aHust moxy4eHbI
Model - Mmoaens npudopa yuéra
State - coCTOSIHUE MOAKIIFOUEHUS, PE3YIBTAT CUUTHIBAHUS TAHHBIX
Total indications - cymMapHbIe TOKa3aHUs pacxoja 3JIEKTPOIHEPTUr
T1, T2, T3, T4 - nokazanus no Tapudy
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5.3.36 Baiok 6ecnepedoitnoro nuranust UPS+

Special Functions — UPS - -
State

Power source Battery

Battery voltage | Low

Puc. 5.3.36.1 Brurouenne nogaaepxkkun UPS+

K kommyrtaropam PSW-2G+, PSW-2G6F+, PSW-2G8F+ Bo3M0kHO
MOIKJTFOYCHHE TOMOJIHUTETHLHOTO O510Ka Oecniepeboitnoro nmutanust TFortis UPS+.
[ToaxnroueHne NPOU3BOIUTCS CIAEAYIOIKUM 00pa3oM:

1) Bxon pezepBHOro nutanus nojakiatouaercs k pazbemy "POWER 54V" Ha
niaTe KoMMyTaropa

2) Curnan o0 ucrounuke nutanusi (AKb uiu cereBoe HanpspKeHHe)
nepenaércsa yepes3 pazbeM, KOTOPBIHM MOJKITI0YAETCS KO BXO/1Y CyXOT0 KOHTaKTa
"Sensor 1"

3) Curnan o HuszkoMm 3apsiie AKD, npu KOTOpOM BO3MOXKHO CKOpOe
OTKJIFOUEHHE MOJIKJIF0YAETC K BXOAY CyXoro KoHrakra "Sensor 2"

[Toce moakroUeHUs] HEOOXOAMMO YCTAaHOBUTD IepeKIIroYaTeh State B
nosioxxedare Enable.

Hacrpoiiku cyxux kontakToB (Special Functions — Inputs/Outputs) Heo6xoaumo
yCTaHOBHTH, KaK MOKa3aHO HIKE:

Sensors (on main board)

State Alarm State Current State

Tamper Opened Alarm

Sensor 1 |Enable V| |AnyChange V| Open

Refresh

Sensor 2 |Enable V| |AnyChange \,l Open

Puc. 5.3.36.2 HacTpoliku cyXuX KOHTaKTOB

JIunus Cocrosinue 3HayeHue
Sensor 1 3aMKHYTO Hcrounuk nutanus — cets 230V
PazomkHyTO Nctounuk nutanus — AKb
Sensor 2 3aMKHYTO Hanpsoxenne Ha AKB B HOpMme
PazomknyTO Hampsoxenune va AKb Huskoe, nmpu padote ot AKb
BO3MOXHO CKopoe oTkirouenue. [Ipu padore ot
cetn — AKD He noakmtoueH.
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5.4 YnpaeneHue 4epe3 Telnet

Telnet ucnonp3yeTcs A7 yJaI€HHOTO YIIPABJICHUS CETEBBIM 000PY0BaHUEM
nocpeAcTBOM KoMaHaHOM cTpoku. Telnet ucnonb3yer nmpotokon TCP u mopt 23.
B xommyTtaropax TFortis mo ymonuanuto Telnet Bkimtouen. I1o xkenaHuto ero MoxHO
BBIKJIIOYUTH: B MEHIO BbIOpaTh Basic Settings — Telnet

Telnet Settings

State | Enable -

Apply

Puc. 5.4.1 Hacrpoiika Telnet

Telnet moamepKUBaeT ClIeAYIONIUE AOMOJHUTEIbHbIE PEXKUMBI:

1. CokpameHnble KOMaHAbI. J[0CTyIIHa BO3MOKHOCTb paOOThl ¢ KOPOTKUMU
KOMaH/1amMu (He TpeOyeTcsi BBOJUTh KOMaHIy /10 KOHIIA).

IIpumep: ecnu TpeOyeTcst BBECTU KOMaHAy config ports 1-2 state enable, To ee
MOKHO COKPaTUTh IO MUHUMAIIbHBIX: €O po 1-2 st en

2.ABTOIONOJTHEHHE KOMaH1. Bo3MoXHOCTE o HaxkaTuio kiasuinu TAB
JOTIOJIHATH BBEIEHHYIO KOMAHIY.

ITpumep: Ecnu BBecTu con, HaxkaTth TAB, To koMaHaa 1on0JHUTCA 110 config

3. Uctopus komana. JloctynHa uctopust BBeIEHHBIX KoMaH . [lepexitoueHue
ocymectBisiercs knasuimamu BBEPX, BHU3

[ToaknroyaTbest K yCTPOHUCTBY MOKHO IIPH IMMOMOIIH JF000 TEpPMUHAIILHON
IPOrpaMMbl, B JAHHOM JIOKYMEHTE HAaCTpoKKa OyJeT pacCMOTPEHA Ha IpUMEpPE
Microsoft Telnet. [Togkirouaemcs ucnosnb3ys koManay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxtoueHUs: MOTpeOyeTCsl BBECTU JIOTUH U NapoJib. (JloruH u napois
st Telnet'a Takue xe, kak u 11 noctyna kK WEB untepdeiicy) Ecnu norun u
napoJib He ObUTH 3aJaHbl, TO JIBa pa3a noAps Haxmute Enter.

TFortis PSW - Industrial Switch
Command Line Interface

Copyright(C) 2014 "Fort-Telecom” Ltd. All rights reserved.
User Name>

Ipumeuanue: ecinu 30 pa3 moapsia JOTUH/TIAPOIIH OBUTA BBEACHBI HEBEPHO, TO
noctyn k Telnet'y 6okupyercst Ha 1 gac.
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CumBoi # v UM yCTPOICTBA 03HAYAIOT, YTO Ay TCHTU(UKAIIUS MPOIILIA YCIIEIITHO U
KOMMYyTaTOp Tiepenien B pexkuM koupurypuposanus. ([Ipasa gqoctyna - Admin)

TFortis PSW-2G4F# _

Ecnu Obuti BBEACHBI JJOTUH/TIAPOJIb YUETHOM 3alMCH C OTPAaHUYEHHBIMU IPaBaMH, TO

MBI IEPENAEM B PEKUM H}EOCMOTE&. EHEaBa I{OCTiHa - User)

Cnucok KoMaH 1 MOXHO MOJTYYUTh UCHOJIb3YsI KOMaHAy «?» unu «help»

B kauecTBe apryMeHTOB KOMaH/ UCIIOIb3YETCS Psijl YCIOBHBIX 0003HAYEHUM:

o <[P>-IP agpec B popmare XX. XX.XX.XX
<STATE> - coctosiHue, MOKET NPUHUMAaTh 3HaucHUs enable viu disable
<VALUE> - mo060¢€ 11e110€ 3HaKOBO€ MM O€33HaKOBOE YUCIIO
<STRING> - TekcTOBas CTpoKa
<PORTLIST> - ciucok nopToOB B BU/IE: HAYAJIbHBIA_MOPT-
KOHEYHBIH_MOpPT, 1100 MOPT.
Hpumep: s nopros 1,2,3 : «1-3» ; TOIBKO AJIsI OXHOTO MOPTA 2 : «2%»

IIpouecc nacrpoiiku nocpenctom Telnet'a mMpoUCXOIUT B HECKOIBKO IIATOB:
1. Ilpu momory NoAMHOXKECTBa KOMaH U3 rpynbl config ycTaHaBIMBaeTCs
Tpebyemasi KOHPUTYypalus
2. Ota KoH(UTrypalus COXpaHIeTcs B MaMsITh KOMaHJOM save, MOcJie Yero
HACTPOMKHU NMPUMEHSIOTCH

OoOpaTure BHMMAaHKE:
Ecnu nmocne ycraHOBKH mMapaMeTpoB YCTPOMCTBO OyIET mepe3arpykeHo 0e3
MIPUMEHEHUSI KOMaHbl Save, TO HACTPOMKU HE COXPAHSATCS.

5.4.1 NMpumep HaCTPOUKMN

Jlnst mpumepa pacCMOTPUM IIPOLIECC HACTPOUKH KOMMYTATOPA.
[Tyctb Ham TpeOyeTcs yCTaHOBUTH CIIEAYIONINE HACTPOUKH:
e [P ampec 192.168.0.100
e [llmo3 192.168.0.1
e Jlo6aBum VLAN 2 c terupoBanubsiM noptoMm Gigabit Ethernet 1 (Port 5) u
HererupoBanHbiM Fast Ethernet 1 (Port 1)
e Hacrpoum komdoptHsbIi cTapt Ha opty Fast Ethernet 1 (Port 1)
e HacTtponm aBTOMaTHYECKYIO NIEpe3arpy3Ky 3aBUCIIMX KaMep Ha opry | mo
kputepuii PING (IP agpec 192.168.0.13)
e Brximtounm nporokosn RSTP Ha nedontHbIX HacTpoitkax
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Nrak, moakiarouaeMcs K yCTPOMCTBY, €CJIM YCTPOHCTBO elle He ObLIO
ckoHpurypuponano, To ero IP agpec 192.168.0.1 1 1oruH 1 mapoas 11l TOCTyIIAa HE

3aJaHbl.
Microsoft Telnet> open 192.168.0.1

[Iepexoaum K pexumy ynpaBiICHUs
TFortis PSW-2G4FH _

Memnsiem IP anpec komangoii config ipif System ipaddress 192.168.0.100
TFortis PSW-2G4F# config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2G4F# _

JloGaBnsem numo3 1o ymoadanuio: config ipif System gateway 192.168.0.100

Fortis PSW-2G4FH config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

Jlo6aBnsem VLAN 2.
Jlist aToro cHavana yaansem nopt 1 n3 VLAN 1

TFortis PSW-2G4FH# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

ITopt GEI1 (mopt 5) B VLAN 1 nenaem TerupoBaHHBIM
Fortis PSW-2G4F# config vlan vlanid 1 add tagged 5-5

LAN: add tagqed ports

Teneps nobasisiem HeterupoBanHbiid mopT 1 B VLAN 2

TFortis PSW-2GY4FH# config vlan vlanid 2 add untagged 1-1
ULAN: add untagged ports

Jlo6aBnsiem TerupoBaHHbI opT 5 B VLAN 2

Fortis PSW-2G4F# config vlan vlanid 2 add tagged 5-5
LAN: add tagged ports

KOMaHJIOI/I ShOW Vlan HpOBeHCM IIPaBUJIIBHOCTb KOH(MUT'YpaAllUN:
TFortis PSW-2G4FH show wlan
1
default
Static
S
234

2
vlianz

Static

S

1
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Teneps akTuBHUpYeM (DYHKIMIO KOM(OPTHOTO cTapra jyuis noprta 1
TFortis PSW-2GY4FH# config comfortstart portlist 1-1

Comfort Start: add ports

HactpouMm Ha 3TOM e mopTy 3aluTy OT 3aBucanus kamepsl (192.168.0.13) no
kputepuio PING
Fortis PSW-2G4FH# config autorestart port 1-1 state ping

Autorestart config: state ping

Fortis PSW-2GY4F# config autorestart port 1-1 host 192.168.0.13

Autorestart config: host addr 192.168.0.13

ITepeinnem k Hactporike RSTP. [TockonbKy pemmiym UCIOIb30BaTh NAPaMETPhI 110
YMOJITYaHHIO, TO HEOOXOAMMO JIMIIIb BKJIIOUUTH TPOTOKOJI U BHIOPATh BEPCHUIO.
TFortis PSW-2G4F# config stp state enable

STP State: enable

TFortis PSW-2GY4FH config stp version rstp

STP Uersion: RSTP

Bcé, nactpoiika 3aBepiiieHa, Tenepb COXpaHsIeM HACTPOUKHU

TFortis PSW-Z2GY4FH save
Settings saved successfull

TFortis PSW-Z2G4F# reboot
Rebooted. . ..
conhect closed

TFortis PSW-2G4F#

MogknoYHeHHe K y3ny YTepAHo.

HaxkMrTe nobyls KnaBvmy. . .
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5.4.2 Onuncanme komaHg Telnet

KoMmMyTaTopbl moaepxuBaroT cienyomuii Habop komany ais Telnet:

1. I'pynna xomann config:

ipif — ceTeBbie HacTpoiiku (IP agpec, Mmacka nmoaceTH, MUTO3)

ports — HacTpolKa MopToB (CKOPOCTh, ayIuieke, PoE)

igmp_snooping — HacTpoiika IGMP

stp — HacTpoiika mpotokosioB STP/RSTP

snmp — HacTpoiitka SNMP

syslog — HacTpoiika Syslog

vlan — HacTpoiika VLAN

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

comfortstart — HacTpoiika GyHKIIHH KOM(DOPTHOTO BKIIOYCHHS KaMep
autorestart — HaCTpoiKa QyHKIIUU KOHTPOJIS 3aBHCAHUS KaMep

dry cont — HacTpoiika CyXux KOHTaTpOB

user_account — HAaCTpPOIlKa UMEHHU IOJIb30BATEsI/TapOIs

tftp — mactpoiika TFTP

events — HaCTPOMKa COOBITHIA

802.1p — Hactpoiika QoS

scheduling_mechanism — Ttun paboTs! 1aHUpoBIIKKA B Q0S
dscp_mapping — nactporika npuoputera DSCP B QoS

bandwidth _control — HacTpolika orpaHuYeHuss CKOPOCTH MOPTa
description — 3aaHue ONMMCAaHUs YCTPONCTBA.

mac_filtering — punprpanus no MAC agpecam

inputs — HaCTpoOMKa BXOJOB IJIAThl paCIIUPEHUS

outputs — HaCTpOMKa BBIXOJOB IJIAThl PACIINUPEHUS

15485 — nactporika RS485

aggregation — HaCTpoiika arperupoBaHHbIx kaHanoB (s TFortis SWU)
mirroring — HacTpoiika 3epkanupoBanus noptos (st TFortis SWU)
teleport — HacTpoiika TPaHCISIUKU BXOIOB ¥ COOBITUI Ha OJIOKHU MHTETpaIIH
Teleport

1ldp — Hactpoiika npotokona LLDP

2. I'pynna komanj show

switch — cBogHas nHbOpManus 00 yCTpoCTBE

ports — uHpopMaLKs MO MOpTaM

igmp_snooping — uHpopmalus o pabore IGMP Snooping
stp — undopmartus o nporokosie STP/RSTP
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snmp— uHpopmarus o mpotokosie SNMP

syslog - uadopmanus o nporokosie SYSLOG

vlan — uadopmanus o HactpoeHHbIXx VLAN

sntp — uHopMmanus o nporokone SNTP

smtp— uHpopmMaius o nmporokoiae SMTP

firmware— uHpOpMAIUI 0 TEKYIIEH BEPCUH MPOIIUBKU

packet— cTaTHCTHKA MO MEpeJaHHBIM/TIOIYYCHHBIM MTaKeTaM Ha MOPTY
fdb — Tabnuia koMMyTanuu

arpentry — ARP tabnuiia kommyTtaTopa

autorestart — uHpOpManus o pyHkun Autorestart

comfortstart — nadopmarus o pyukiuu Comfortstart

dry cont — uH(OpMmMaIUs 0 COCTOSTHU CyXHUX KOHTaKTOB

tftp — undopmarus o nporokosie TFTP

events — nHGOPMAIUS O HACTPOCHHBIX COOBITHIX

802.1p — undopManus o 6a30BbIX HacTpoiikax QoS
scheduling_mechanism — Tun pa®oTs! manuposiuka B QoS

dscp mapping — pacnpeaenenaune DSCP meTok o ouepensim B QoS
bandwidth control — uadopmalys 0 orpaHUYEHUH CKOPOCTH Ha TIOPTY
poe - unpopmarus o PoE

config — oToOpakeHue Bceil KOH(UTYpaIui KOMMyTaTopa
mac_filtering — nuadopmanus o punsrpaunu no MAC agpecam

inputs — nH(MOpPMaIIK O BXOAaX TUIATHI PACIIUPEHHUSI

outputs — mHpOpPMAIUS O BBIXOAaX ATl PACIITHPCHUS

15485 — unopmanus o HacTporike RS485

aggregation — nH(pOpMaIg 0 HACTPOHKE arperupOBaHHBIX KAHAJIOB
mirroring — HHQOpMalKs 0 HACTPOKKE 3€PKATUPOBAHUS IOPTOB
teleport — mHGOpMAIIS O HACTPOUKE TPAHCIALUY HA OJIOKH HHTETpaIuu
Teleport

1ldp — mpocmoTp undopomaluu o HacTpoiike mpotokosa LLDP

3. O6HoBIIeHME NTPOIIMUBKY U 3arpy3ka koHpurypauuu ¢ TFTP cepsepa
download

4. Coxpanenue HacTpoek u cuctemHoro jora Ha TFTP cepep
upload

5. YTunura Ping

ping

6. YTunura nuardoctuku kabens (KabenbHblit TecTep)
cable_diag
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7. CoxpaHeHHE W IPUMEHEHHUE HACTPOCK
save

8. Ilepe3arpyska

reboot

9. BbIBOI cipaBKU 10 KOMaH1aM
help wm ?

6. BBIXOJ U3 pexxumMa yrpasieHus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemeevie nacmpoiiku (config ipif)

1. IP agpec kommyTaropa.
config ipif System ipaddress <IP>
IMpumep: config ipif System ipaddress 192.168.0.100

2. Macka nojcetd KoMMyTaTopa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutto3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotel DHCP knuenTa
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — exnouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoiiku nopmog (config ports)

1. Cocrosinue nopra. (ITopT MOKHO TPUHYTUTETHHO BBHIKIIFOUUTD )
config ports <PORTLIST> state <STATE>
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[Ipumep: config ports 1-1 state disable

2. CKOpoCTh Ha IOPTY

config ports <PORTLIST> speed <SPEED>
<SPEED> Mo:xeT NpMHUMATh CJeAYy0LHe 3HAYCHUS
auto

100_full

100_half

10_full

10_half

Ipumep: config ports 1-6 speed auto

3. Kontpons nmotoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

4. Yapasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ipumep: config ports I-1 poe disable

5. Pexxum pabotsl mopta SFP. (Tonbko mist moptoB ¢ SFP cioTom)
config ports <PORTLIST> sfp_mode <SMODE>
<SMODE> M0%€eT TpUHUMATh 3HAYEHUS
e auto — pexxuM coBMecTUMOCTH ¢ obopyaoBanuemM CISCO u psigom
TPYTUX
e forced — ocHOBHOI pexuM, paboTaeT ¢ OOJIBIIMHCTBOM 000PY/I0BAHUS.
®dopcupoBaHHHOE MOAHATHE JIMHKA MPU 0OHAPYKEHUH CUTHAJA 110
ONTHKE
Ipumep: config ports 6-6 sfp _mode auto

5.4.3.3 Hacmpoiika mynemukacma (IGMP Snooping)

1. Bximouenue IGMP Snooping
config igmp_snooping state <STATE>
Ilpumep: config igmp snooping state enable

2. CIMCOK OPTOB, HA KOTOPBIX AKTUBEH CHYIHHT
config igmp_snooping portlist <PORTLIST>
Ilpumep: config igmp snooping portlist 1-6

3. Query Interval - uaTEpBa BpEMEHU MEXTYy OTIPABKOM COOOIICHUM
Query (B cexyHaax)
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config igmp_snooping query_interval <VALUE>
Ipumep: config igmp snooping query interval 60

4. Query Response Interval - makcumanbHOE BpeMs 0KUJAHUSI OTBETA OT
XO0CTa Ha OTHPaBKy nepuoandeckux oommx Query. (1-25 cekyHn)

config igmp_snooping query_response_interval <VALUE>

Ipumep: config igmp snooping query response_interval 10

5. Group Membership Interval - nHTEpBa)I BpeMEHU B T€UEHHE KOTOPOTO
MapipyTuzatop oxunaer noixydenus [IGMP Report. (1-255 cekynn)
config igmp_snooping group_membership_time <VALUE>

Ilpumep: config igmp snooping group _membership time 255

6. Other Querier Present Interval - ecniu kommyTatop Non-Querier, To eciu
OH B TE€UEHHUU HTOT0 UHTEpBaJa HE MOIy4rs1 Query, TO OH HAUMHAET CUYUTATh
cebs Querier.

config igmp_snooping other_querier_ present_int <VALUE>

IIpumep: config igmp snooping other querier present int 255

7. Send IGMP Query — BO3MOXHOCTb OTKJIIOUUTH OTIIPABKY KOMMYTaTOPOM
coob6mennit General Query

config igmp_snooping send_query <STATE>

IIpumep: config igmp snooping send_query disable

5.4.3.4 Hacmpoiku STP/RSTP

1. Bkmrouenue STP/RSTP
config stp state <STATE>
Ilpumep: config stp state enable

2. Bwi6op Bepcuu mipotokoia STP wiu RSTP

config stp version <VERSION>

<VERSION> MOX€eT NpUHUMATh CIAEAYIOIIHE 3HAUCHHUS:
1. stp
2. rstp

Ilpumep: config stp version rstp

3. Ilpuopurer (Bridge priority)
config stp priority <VALUE>
Ilpumep: config stp priority 32768

4. Bridge Hello Time
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config stp hellotime <VALUE>
Ipumep: config stp hellotime 2

5. TX Hold Count
config stp txholdcount <VALUE>
Ilpumep: config stp txholdcount 6

6. Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

7. Forward Delay Time
config stp forwarddelay <VALUE>
Ipumep: config stp forwarddelay 15

8. Bxmouenue npomycka BPDU makeroB (BPDU Forwarding)
config stp forward_bpdu state <STATE>
IMpumep: config stp forward _bpdu state enable

5.4.3.5 Hacmpoiika SNMP

1. Bximouenne SNMP
config snmp state <STATE>
Ilpumep: config snmp state enable

2. IP anpec cepepa (st SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Ctpoka coobiectBa ureHust (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

4. Ctpoka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write community private

5. Bepcus npotokona (ITonnepxxuaercss SNMPv1 u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ipumep: config snmp version 1

6. Yposens 6e3omacHoctu (Security Level) ains SNMP v3
config snmp level <VALUE>
raie <VALUE>:
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0 - NoAuth, NoPriv

1 — Auth, NoPriv

2 — Auth, Priv
Ipumep: config snmp level 2

7. Ums nonb3oBarens st SNMP v3
config snmp user_name <STRING>
Ipumep: config snmp user name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciii BBIOpaH ypOBEHb
oe3omacuoctu Auth,NoPriv mim Auth,Priv)

config snmp auth pass <STRING>

Ilpumep: config snmp auth _pass test

9. Priv Password nnst SNMP v3 (Heo6xoaum eciu BbIOpaH ypOoBEHb
oe3omacHoctu Auth,Priv)

config snmp priv_pass <STRING>

Ilpumep: config snmp priv_pass test

9. Engine ID nnss SNMP v3, yHukanbHbIN UASHTUDUKATOD
config snmp engine_id <STRING>
Ipumep: config snmp engine _id 8000442303C01146050001

5.4.3.6 Hacmpoiika Syslog

1. Brmrouenue Syslog
config syslog state <STATE>
Ipumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.7 Hacmpouika VLAN

1. HoGapnenue u penaktupoanre VLAN
1.1 JloGaBneHue u peJakTUpoOBaHUE TErMPOBAHHBIX TOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nHomep VLAN a 1711 pe1aKTUPOBAHMUS, TAKKE MOKHO
yKka3ath uHTepBan VID mis penaktupoBanus HeckoiabknuX VLAN 0B.
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3
Ipumep: config vian vianid 50-64 add tagged 1-3
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1.2 JIobGaBieHue 1 peJakTUPOBAHUE HETETMPOBAHHBIX MTOPTOB

config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBAHMUS, TAKKE MOKHO
yka3zath untepBan VID miist penaktupoBanus Heckoiabkux VLAN 0B.
<PORTLIST> - ciucok nopToB, K KOTOPHIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add untagged 4-4

1.3 JloGaBieHue u peaakTUpoBaHue NOPTOB, HE wieHOB VLAN
config vlan vlanid <VALUE> add not_memb <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBaHMUS, TAKKE MOKHO
ykaszatb uHTepBan VID mis penaktupoBanus HecKonbkux VLAN' 0B.
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ilpumep: config vian vianid 1 add not memb 5-6

2. Ynanenue VLAN

config vlan vlanid <VALUE> delete vlan

<VALUE> - nomep VLAN a 1711 peAaKTUPOBAHUS, TAKIKE MOKHO
yka3atb uatepBan VID mist penaktupoBanHus HecKOIbkuX VLAN 0B.
Ipumep: config vian vianid 2 delete

3. IlepeumenoBbiBanue VLAN

config vlan vlanid <VALUE> name <STRING>

<VALUE> - nomep VLAN a 11711 peJakTUPOBAHUS, TAKIKE MOKHO
yka3zaTtb uHTepBasl VID juist penakrupoBanus Heckoabknx VLAN oB.
Ilpumep: config vian vianid 2 name my vlan?2

[lepeumenoBeiBaeT VLAN ¢ VID 2 B «my_vlan2»

4. YcranoBka Management VLAN

config vlan mngt_vlan <VALUE>

Ilpumep: config vian mngt vian 2

N3menser Management VLAN Ha 2

5. Hactpoiika VLAN Trunking

5.1 Brirouenne mexanusma VLAN Trunking
config vlan vlan_trunking state <STATE>
Ilpumep: config vian vlan_trunking state enable

5.1 Hactpotika moptoB B VLAN Trunking
config vlan vlan_trunking ports <PORTLIST> state <STATE>
Ilpumep: config vlan vian_trunking ports 1-2 state enable
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5.4.3.8 Hacmpoiika SNTP

1. Bximrouenue SNTP
config sntp state <STATE>
IIpumep: config sntp state enable

2. IP anpec SNTP cepsepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

3. Hacogoii nosic (otHOocuTenbHO UTC)
config sntp timezone <VALUE>
Ipumep: config sntp timezone +6

5.4.3.9 Hacmpoiika (hynkyuu xomgpopmmnozo cmapma euodeoxkamep

1. Bpemst mporpesa tepmokoxkyxa (1 mwiu 2 yaca)
config comfortstart sstime <VALUE>
Ilpumep: config comfortstart sstime 2

2. Bxitouenue GyHKIMH HA TOPTaxX
config comfortstart portlist <PORTLIST> state <STATE>

Ilpumep: config comfortstart portlist 1-4 state enable

5.4.3.10 Hacmpoiika (hynkyuu 3augumost om 3a6UCanus

1. Bxrouenue GyHKIIMM HA TOPTAx
config autorestart port <PORTLIST> state <AR_STATE>

rae <AR_STATE> npuaumaer cineayronme 3Ha4eHUS:
e disable
e link
* ping
e speed
Ilpumep: config autorestart port 1-4 state link

2. IP appec xameps! Ha opTy (mpu BeIOpanHOM criocoOe o PING'y)
config autorestart port <PORTLIST> host <IP>

Ilpumep: config autorestart port 1-1 host 192.168.0.13

3. MuHumManbHasi CKOpoCcTh Ha opTy (Tipu BeIOpanHOM MmeToje Speed) B

Kourt/cexk.
config autorestart port <PORTLIST> min_speed <VALUE>

Ilpumep: config autorestart port 1-1 min_speed 3
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5.4.3.11 Hacmpoiika cyxux kKonmaxkmoe (yughpoewie 6xoowvt)
B cucreme komaH IPUCYTCTBYIOT BXOJIbI C OPSIKOBBIMU HOMepaMu 0-2.

e Bxoa 0 — gaTuMk BCKpBITHS KpBILKK Ha ycTporicTBax TFortis PSW-
2G+ u TFortis PSW-2G6F+ . Henb3s U3MEHUTHh YPOBEHD
cpabaThIBaHUS BXO/IA.

e Bxox 1 — oCHOBHOM BXOJ, UCIIOJIB3YETCS VISl TOAKIIOUCHHS JaTYMKOB
MOJI30BATEIS, HA MJIATE KOMMYTaTopa UMEeT MapKUPOBKY «Sensor 1»

e Bxox 2 — M0ONOJHUTENBHBIN BXOJI, MOXKET UCIIOIb30BAThCS TAKXKE JJIsI
MOAKJIIOYHMS JaTYMKOB, HO HE UMEET 3aluThl, Kak Bxox 1, Ha maTe
KOMMYTAaTOpa UMEET MapKUPOBKY «Sensor 2».

B O6HI€M ClIydac JIid BXOoAd IMMPUMCHHUMEI CIICAYIOMINEC KOMAH/IbI:

1. Pa3pemenue paboTsl BXoja (T.€. cpadaThIBaHUE BX0/1a TPUBOIUT K
BO3HUKHOBEHUIO COOBITHS, KOTOPOE MOXKET PACChUIATHCS 3aJaHHBIM CITIOCOOOM,
Harpumep Syslog)

config dry cont <NUM> state <STATE>
rjae:

<NUM> - HoMep BXxoJ1a

<STATE> - cocTosiHue

Ilpumep: config dry cont [ state enable

2. BbiOop cocTosiHUS BX0/1a, KOTOPOE CUUTAETCS aBApUUHBIM, U IIPU KOTOPOM
MPOUCXOAUT (POPMUPOBAHUE COOBITHS
config dry cont <NUM> alarm_level <STATE>
rie:
<NUM> - nomep Bxopa (0-2)
<STATE> - coctosinue, COCTOSIHME, CUUTAIOIICECS AaBAPUUHBIM:
e short — 3aMKHYTO€ COCTOSIHHE
® open — Pa30OMKHYTOE COCTOSIHUE

Ilpumep: config dry cont I alarm_level connected
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5.4.3.12 Hacmpouka TFTP
1. Bxmouenue TFTP
config tftp state <STATE>
IIpumep: config tftp state enable

2. nactpoiika UDP nopra (ITo ymomuanuto nopt - 69)
config tftp port <NUM>

Ipumep: config config tftp port 69

5.4.3.13 Hacmpoiika coovimuii

HactpauBatorcst Te cOOBITHS, KOTOPbIE HEOOXOUMO OTIPABISATH HAa CEPBEP
MoHUTOpHUHTA. [Ipyn ucnoib30BaHUM MPOTOKOJA Syslog TOTMOIHUTENHHO
YKa3bIBA€TCsl YPOBEHb BAXKHOCTH COOBITHUSI.

nepeMenHas <STATE> npuaumaer 3HaueHue enable/disable

nepeMeHHass <NUM> yka3bIBaeT ypoBeHb BaxHOCTH (..7

1. u3MeHeHue craTyca JIMHKa
config events port_link state <STATE> level <NUM>

Ilpumep: config events port_link state enable level 4

2. u3Menenue cratyca PoE
config events port_poe state <STATE> level <NUM>

IIpumep: config events port poe state enable level 4

3. u3aMeHenue tonosoruu B mpotokonax STP/RSTP
config events stp state <STATE> level <NUM>

Ipumep: config events stp state enable level 4

4. nponaJ TMHK NpH akTUBHOM (pyHKIMH Auto Restart
config events ar_link state <STATE> level <NUM>

Ipumep: config events ar link state enable level 4

5. ynanenHoe ycrpoiictBo He oTBeTHI0 Ha PING nipu aktuBHON (QyHKIMH
AutoRestart
config events ar_ping state <STATE> level <NUM>

Ilpumep: config events ar ping state enable level 4
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6. HU3Kask CKOPOCTh HA MOPTY MpHU akTUBHOU (pyHKImMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ilpumep: config events ar speed state enable level 4

7. HU3Kas CKOPOCTh HA MOPTY NP aKTUBHOU (yHKIMu AutoRestart
config events ar_speed state <STATE> level <NUM>

Ipumep: config events ar _speed state enable level 4

8. COOBITHSI CUCTEMBI
config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

9. cobwiTust MOy Oecniepedorinoro nutanus (UPS)
config events ups state <STATE> level <NUM>

Ilpumep: config events ups state enable level 4

10. cpabaThiBaHUE CyXHUX KOHTaKTOB
config events dry_cont state <STATE> level <NUM>

Ilpumep: config events dry cont state enable level 4

5.4.3.14 Hacmpoiika yuemmuwvix 3anuceil noav3oeameneil

1. Co3naHre HOBOTO MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CHUMBOJIOB),
<PASSWORD> - naposnb (Makc. 20 CHMBOJIOB),
<MODE> - ypoBeHb IpaB:
e admin_rule
e user_rule
Ipumep: config user account add username password admin_rule
Co3naem y4eTHYIO 3alKcCh aIMUHUCTPATOPA C UMEHEM «USername» U MnaposiemM
«password»

2. PelakTpOBaHUE TAHHBIX MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CHUMBOJIOB),
<PASSWORD> - naposnb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

e admin_rule

e user_rule
Ilpumep: config user account add username password user rule
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VY co3maHHOM YUeTHOM 3aluCcH «usernamey M3MEHIIIH MpaBa J0CTyIa (Ha
User)

3. Y ianeHue noab30BaTeNs

config user_account delete <USERNAME>

rie <USERNAME> - ums nons3oBatens (Makc. 20 CHMBOJIOB)
Ipumep: config user account delete username

VY nanunu ydeTHYIOo 3amich «username.

5.4.3.15 Hacmpoiika QoS
1. Bkimrouenue mexanuzma QoS
config 802.1p state <STATE>
IIpumep: config 802. 1p state enable

2. Hacrpoiika npuoputera o ymonuanuto (Default priority)
config 802.1p default_priority ports <PORTLIST> <NUM>
rane <NUM> - npuopurer 0-7

Ipumep: config 802.1p default priority ports 1-3 7

3. Hactpoiika npuopuretoB CoS

config 802.1p user_priority <NUM1> <NUM2>

rae <NUM1> - nomep nipuoputeta (0-7),

<NUM2> - Homep ouepean o0cTyKuBaromuii 3ToT npuoputet (0-3)
Ipumep: config 802.1p user priority 5 2

4. Tun pa®oThl MJIAHUPOBIIMKA
config scheduling mechanism <MODE>
rne <MODE>:
o strict - Strict priority - nakeTsl ¢ 60J71€€ BEBICOKUM IPUOPUTETOM
Oy1yT 00pabaThIBaTHCS MEPBHIMU
o weight fair - Weighted fair priority - maketsI ¢ pa3HbM
MPUOPUTETOM 00padaThIBaIOCS KOMMYTAaTOPOM B COOTHOIIeHUH §:4:2:1

5. Hacrpoiika npuoputetoB ToS (DSCP)

config dscp_mapping dscp value <NUM1> queue <NUM2>

rae <NUM1> - 3pauenne metku DSCP 0-63,

<NUM2> - "Homep ouepean oOcimy)uBaroliuii 3ToT npuopuret (0-3)
IMpumep: config dscp_mapping dscp _value 61 queue 3

6. Hactpolika orpaHrYeHUs] CKOPOCTH Ha IOPTAX

config bandwidth_control <PORT_LIST> <MODE> <NUM>
rae <PORT_LIST> - criucok nopros,

<MODE> - HanpaBneHue OrpaHAYECHHUS:
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erx_rate — OorpaHUYECHUE IIpUEMA
e {X rate — orpaHuycHue repegadu
<NUM> - 3nHauenue ckopoct B Kout/c. 0 — eciu HeT orpaHuyYeHUs.

5.4.3.16 Hacmpoiika onucanusa ycmpoiicmea
1. HacTpoiika Ha3BaHUs YCTPOKCTBA

config description name <STRING>
Ipumep: config description name psw-2g4f

2. HACTPOWKA MECTOPACITOJIOKEHHS yCTPOMCTBA
config description location <STRING>

Ipumep: config description location servernaya

3. HaCTpOWKa KOHTAaKTOB 00CITyKMBAIOLIEH OpraHu3aluu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

5.4.3.17 Hacmpoiixa ¢punempayuu no MAC adpecam

1. Hactpolika cocTosiHUS TTOpTa
config mac_filtering port_state <PORTLIST> <MODE>
rae <PORT_LIST> - cnucok nopros,
<MODE> - pexum paboThI 1opTa:
e normal - Normal
e mac — Secure: MAC Filtering
e port— Secure: Port Shutdown
e port temp — Secure: Temporary Port Shutdown
IIpumep: config mac_filtering port state 1-3 mac
2. o6asnenune MAC azapeca K CIIUCKY pa3periéHHBIX
config mac_filtering add <PORT> <MAC>
rae <PORT> - nopr,
<MAC> - MAC aapec
Ipumep: config mac_filtering add 1 00:11:22:33:44:55

3. Ynanenne MAC anpeca n3 cnucka paspemeHHbIX
config mac_filtering del <PORT> <MAC>

rae <PORT> - nopr,

<MAC> - MAC agpec

Ipumep: config mac_filtering del 1 00:11:22:33:44:55

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 104



T Fortis

5.4.3.18 Hacmpoiika 6x0006 niamol pacuiuperus

1. Brirouenue Bxonaa
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoa,
<STATE> - cocTosHue BXxoa:

e cnable — BXo1 akTUBEH

e disable — BX0J1 HEaKTUBEH
Ipumep: config inputs 1 state enable

2. 3aiaHne aBapuMHOTO COCTOSIHUSA

config inputs <INPUT> alarm_level <STATE>

rae <INPUT> - Homep Bxona,

<STATE> - cocTosiHue BX0Jia, TpU KOTOPOM BO3HUKAET COOBITHE
® open — Pa3OMKHYTOE
e short — 3aMkHyTO€
e any — npu J1000M U3MEHEHUH BX0/1a

Ipumep: config inputs 1 alarm_level short

5.4.3.19 Hacmpoiika 6b1x0006 niamusl pacuiupenus

1. YcTraHOBKa Ha4aIbHOTO COCTOSTHHS BBIXOA
config outputs <OUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - cocTosiHHE BEIXO/A:

e short — 3amkHyTOE

® oOpen — pPa3OMKHYTOE

e logic — moruka
IIpumep: config outputs 1 state logic

2. YcTaHOBKa CIIMCKA COOBITHH I BBIXOJA

config outputs <OUTPUT> events <EVENTS>

rae <OUTPUT> - Homep BbIXO/aA,

<EVENTS> - ciucok coObITH, pH cpabaThIBAHUU KOTOPBIX BBIXOJ MEHSIET
CBOE COCTOSIHUE

e sensorl — cyxoi KOHTakT 1

sensor2 — CyXOu KOHTAaKT 2
inputl — Bxogx 1
input2 — Bxox 2
input3 — Bxox 3
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JIns oTHOTO BX0J1a MOYKET OBITh YKa3aHO HECKOJIBKO COOBITHI
Ipumep: config outputs 1 events sensorl inputl input3

3. YcraHoBKa JeHCTBUS IS BBIXOA MPU HACTYIUIEHUH COOBITUIN
config outputs <OUTPUT> action <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - cocrosiHrEe BBIX0Oa, B KOTOPOE OH MEPEUIET NPU HACTYILICHUH
COOBITUI
® open — pa3MbIKaHUe
e short — 3ambikaHue
e impulse — uMnyabc (IIUTENHHOCTH 10 CeKyH )

Ipumep: config outputs I action short

5.4.3.20 Hacmpoiika RS485

1. CxkopocTs nopta

config rs485 baudrate <BR>

riae <BR> - ckopocts, BeiOupaercs u3 300, 600, 1200, 2400, 4800, 9600,
19200

IMpumep: config rs485 baudrate 9600

2. IIpoBepka Ha 4ETHOCTh

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha YETHOCTD
e disable — npoBepka oTkiIIOYEHA
e even — yer
e odd — Heuer

Ipumep: config rs485 parity even

3. Yucnno OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - ynciio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yucno cTONnOBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - uncio cTOnoBbIX OUT
Ipumep: config rs485 databits 1

5. Bo16op Mozenu 3neKTpocuETunKa

config rs485 model <NUM>

20e <NUM> - nomep mooenu (I — Snepeomepa CEI102M)
Ipumep: config rs485 model 1
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6. YcranoBka uneHTudukaTopa

config rs485 identification <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep. config rs485 identification www.energomera.ru
6. YcraHoBKa maposns

config rs485 password <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep: config rs485 password 777777

5.4.3.21 Hacmpoiika azpe2upoéanus Kanaaioe

OyHKIUS TOAIEP)KUBAETCS TOJIbKO Ha KoMMmyTaTopax TFortis SWU
1. Co3naHre HOBOM IpyHIIbl ArPErUPOBAHHBIX IOPTOB

config aggregation add <NUM>

riae <NUM> - nomep 3anucu (1..5)

Ilpumep. config aggregation add 1

2. Y naneHue rpynisl arperupoBaHHbBIX TTOPTOB
config aggregation del <NUM>

rae <NUM> - Homep cymiectBytoniei 3anucu (1..5)
Ilpumep: config aggregation del 1

3.1 CocrosiHME aKTUBHOCTH TPYIIIIbI
config aggregation trunk <NUM> state <STATE>
rane <NUM> - nomep 3amnucu (1..5)
<STATE> - cocTosiHHE aKTUBHOCTH T'PYIIIbI
e enable — rpynma akTuBHA
e disable — rpynmna HeaKTUBHA
Ilpumep: config aggregation trunk 1 state enable
3.2 Hacrpoiika macTep-nopra Jyisi TpYyIIIibl
config aggregation trunk <NUM> master <PORTLIST>
rae <NUM> - Homep 3anucu (1..5)
<PORTLIST> - HoMep nopra macrepa
Ilpumep: config aggregation trunk 1 master 14

3.3 Hactpolika nopros, 4I€HOB I'PYIIIIbI

config aggregation trunk <NUM> ports <PORTLIST>
riae <NUM> - Homep 3anucu (1..5)

<PORTLIST> - HOMepa nopTOB

Ilpumep: config aggregation trunk 1 ports 10-15
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5.4.3.22 Hacmpoiika 3epranupoeanus nopmoe

OyHKIUS TOAIEP)KUBAETCS TOJIbKO Ha KomMmyTaTopax TFortis SWU.

1. BxiroyeHue pyHKIUU 3€pKATUPOBAHUS
config mirroring state <STATE>
rae <STATE> - cocTosHuEe aKTUBHOCTHU MPOTOKOJIA
e enable — 3epxanupoBaHue BKIIOYEHO
e disable — 3epxallMpOBaHNE BHIKIIOUYEHO
Ilpumep: config mirroring state enable

5.4.3.23 Hacmpoiixka yoanénnvix ycmpoiicme Teleport

1. noGaByieHre yAaIEHHOTO yCTPONCTBA

config teleport remdev add <IP>

<IP> - IP agpec ycTpoiicTBa

Ilpumep: config teleport remdev add 192.168.0.1

2. yaaJIeHHe yIaJICHHOT'O yCTPOWCTBA

config teleport remdev del <IP>

<IP> - [P agpec ycTporicTBa

Ipumep: config teleport remdev del 192.168.0.1

5.4.3.24 Hacmpoiika mpancaauyuu éxooa uepes Teleport

1. BKJIFOYEHHME TPAHCISALUU BXO/1A

config teleport input <INPUT> state <STATE>

<INPUT> - undpoBoii BX0J1 KOMMyTaTOpa

<STATE> - enable /11 BKIIFOUEHUS TPAHCISLUKA COCTOSIHUS BXOAA
Ilpumep: config teleport input 1 state enable

2. nmpuBs3ka Bxoja k [P anpecy ynanénHoro ycrpoicTsa
config teleport input <INPUT> remdev <IP>
<INPUT> - uudpoBoii BXoJ1 KOMMyTaTopa

<IP> - IP agpec ynajn€HHOro yCcTpoucTBa

Ilpumep: config teleport input 1 remdev 192.168.0.1

3. IpUBSI3Ka BXOJa K HOMEPY BbIX0J1a YAAIEHHOTO yCTPOMCTBA
config teleport input <INPUT> remport <OUTPUT>
<INPUT> - Homep 1udpoBOro Bxoja KoMMyTaTopa
<OUTPUT?> - HOmMEp BBIXOJA YAATEHHOTO YCTPOMCTBA
Ilpumep: config teleport input 1 remport 1
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4. uHBEpCUS BBIXOJIa YIAJIEHHOIO YCTPOMCTBA

config teleport input <INPUT> inverse <STATE>

<INPUT> - HOMep nrdpoBOro BXoja KOMMyTaTopa

<STATE> - BxitoueHue naBepcuu. Ha ynanénnoe ycTpoicTBo OyaeT
TPAHCIMPOBATHCSI MHBEPCHOE COCTOSTHUE BXOA

Ilpumep: config teleport input 1 inverse enable

5.4.3.25 Hacmpoiika mpancaayuu coovimuii uepe3 Teleport

1. BKJIFOYEHHE TPAHCISIUU COOBITHS

config teleport event <NUM> state <STATE>

<NUM> - tun cobbiTusi: 1 — coObITHE 1O NEepexoay KOMMYTaTOpa Ha
pesepBHoe ntutanue ot AKB, 2 — coObiTHe 00HapyKEHUS 3aBUCAHUS KaMephbI

<STATE> - enable 151 BKIIFOUCHUS TPAHCISALIUHA COOBITHS

Ilpumep: config teleport event 1 state enable

2. npuBszka coobiTus K [P aipecy ynanénnoro ycrpoicraa

config teleport event <NUM> remdev <IP>

<NUM> - tum cobpiTusi: 1 — coObITHE MO IEPEX0ay KOMMYTaTOpa Ha
pesepBHoe tutanue ot AKD, 2 — coObiTre 00HapyKEHUS 3aBUCAHUST KAMEPHI
<IP> - [P agpec ynas€HHOro ycTponcTaa

Ilpumep: config teleport event 1 remdev 192.168.0.1

3. IpUBs3Ka COOBITUS K HOMEPY BBIX0/1a YAAJIIEHHOIO yCTPOICTBA

config teleport event <NUM> remport <OUTPUT>

<NUM> - tun co0biTusi: 1 — coObITHE MO NEepeXoay KOMMYTaTOpa Ha
pesepBHoe tutanue ot AKDB, 2 — coObiTre 00HapyKEHUs 3aBUCAHUSI KaMEpPhI
<OUTPUT> - HOMEp BBIXOJA YIaJEHHOIO YCTPOMCTBA

Ilpumep: config teleport event 1 remport 1

4. MHBEpCHS BBIXOJa YAAJIEHHOIO YCTPOHUCTBA

config teleport event <NUM> inverse <STATE>

<NUM> - turn co0biTusi: 1 — coObITHE 1O IEPeXoay KOMMYTaTOpa Ha
pesepBHoe niutanue ot AKb, 2 — coOwiTrie 0OHapyKEHUS 3aBUCAHUSI KAMEPHI
<STATE> - BxitoueHue naBepcuu. Ha ynanéanoe ycTpoicTBo OyaeT
TPAHCIMPOBATHCS MHBEPCHOE COCTOSIHAE COOBITHUS

Ilpumep. config teleport event I inverse enable

5.4.3.26 Hacmpoiixa npomoxonaa LLDP

1. Bxmrouenue nporokona LLDP

config lldp state <STATE>

<STATE> - enable q14 sxmouenust LLDP, disable — misa otkatouenus LLDP
Ilpumep: config lldp state enable
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2. UnrepBan ornpaBku LLDP coobmiennii

config lldp transmit_interval <NUM>

<NUM> - uHTepBaJl OTIIpaBKU cooO1eHn B cekyHaax (5-120)
Ilpumep: config lldp transmit_interval 30

3. Muoxurenb xpanenust LLDP coobmenuit

config lldp hold_multiplier <NUM>

<NUM> - mHoxuTtenb xpanenus LLDP coo6mienunii B cekynaax (5-120)
Ilpumep: config lldp hold multiplier 4

4. Cocrostnue npotokona LLDP Ha nopty

config lldp port <PORTLIST> state <STATE>
<PORTLIST> - HOMep nopTa Wiu CIUCOK OPTOB
<STATE> - cocrosinue npotokona LLDP Ha nopty
Ilpumep. config lldp port 1-5 state enable

5.4.4 I'pynna show

Bo3MmosxHBIE KOMAH/EL:

switch — cBogHas uHdopmaius o0 ycTpoiicTBe

ports — uHbOopMaIKs Mo MopTam

igmp_snooping — uHpopmanus o padbore IGMP Snooping

stp — undopmarus o nmporokosie STP/RSTP

snmp— uHdopMaius o nporokosae SNMP

syslog - uagopmarnus o npotokosie SYSLOG

vlan — uadpopmanus o HactpoeHHbIX VLAN

sntp — uHpopmanus o nporokone SNTP

smtp— uHpopManus o nporokose SMTP

firmware— uH@opManus o TeKyIel Bepcuu MpOIIUBKU

packet— cTaTHCTHKA MO MEPEIaHHBIM/TIOIYYCHHBIM MTaKeTaM Ha MOPTY
fdb — Tabnuua koMMyTanuu

arpentry — ARP Tabnmia kommyTtaropa

autorestart — uHdopmanus o GyHkuu Autorestart

comfortstart — undopmarus o pynkiuu Comfortstart

dry cont — uaopmanus 0 COCTOSIHU CyXHUX KOHTAKTOB

tftp — undopmanus o nporokosne TFTP

events — nH(OPMAITUS O HACTPOCHHBIX COOBITHSIX

802.1p — undopMmanus o 6a30BbIX HacTpoiikax QoS
schedulingmechanism — Tun pa®oTs! manupoBmuka B QoS

dscp mapping — pacnpeaeneraue DSCP meTok o ouepensim B QoS
bandwidth control — uadopmManus 0 orpaHUYEHUN CKOPOCTH HA TIOPTY
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poe — undopmarius o PoE mo Bcem nmopram

config — MpOCMOTp MOJTHOM KOHPUTYpaITUN

mac_filtering — uadopmarnus o punsrpanuu no MAC agpecam
inputs — uadopmaIrs 0 BXoAax MIaThl pacCUIupeHus

outputs — uHpOpPMaIKA O BbIXOAaX IJIaThl PACIIUPECHUS

15485 — uadopmanus o HacTpoiike RS485

teleport — ciucox noakimoueHHbIX biaokoB Tpancnsiuu Teleport
1ldp — madopmanus o HacTpoiikax nmpoTtokoya LLDP

Bce komaH bl B 3TOM IpyIile MOKHO Pa3JeiIuTh HA HECKOJIBKO MOArPYIII:
e [Ipocmotp nnpopmannu o kommyTtatope (Croa BXOAST Takue
nepeMeHHbIe, KaK CTaTUCTHKA MopToB, ARP-Tabnuua, Bepcus

MPOIIMBKH, BpeMsl up-time)

e IIpocmotp HacTpoek kommyTaTopa (IIpocMoTp TEKyIIUX HACTPOEK

KOMMYTAaTopa.)

5.4.4.1 IIpocmomp ungpopmavuu o Kommymamope

1. BoiBo cBOIHOM MH(MOPMAIIUU O YCTPOMUCTBE U €ro KOH(PUTyparuu

show switch
Device type:
MAC Address:
Address:
Subnet Mask:
Default Gateway:
Firmware Uersion:

Bootloader Uersion:

Numbetr :

Description:

Location:
Contact:

Comfort Start:
Auto Restart:

2. BoiBog undopmanuu no nopram (CocrosiHue, JIMHK, CKOPOCTh, TYIUICKC,

PoE)
show ports — 111 Bcex nopros

TFortis PSW-1G4F
CO:11:A6:05:00:00
192.168.0.1
255.255.255.0
255.255.255.255
ge.91.01

a1 .00

o]

Od. Sh. Om. 14s
disable
disable
disable
disable
ULANT,

disable
disable

ULANZ

show ports <PORTLIST> - TonbKo J17151 MOPTOB U3 CIIKHCKA
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1
State:

Speed/Duplex:

Link:
PoE:

2
State:

Speed/Duplex:

Link:
PoE:

3
State:

Speed/Duplex:

Link:
PoE:

enable

100M Full Duplex
Up

Off

enable

100M Full Duplex
Up

Off

enable
Douwn
Off

T Fortis

3. BoiBog nHGOpMAaLIK O BCTPOCHHOM MPOTrpaMMHOM 00€eCIieYeHUU
KOMMYTaTOpa

show firmware
irmware UVersion: AR .01 .01
Bootloader Uersion: 01.00

4. BeiBog Tabnuiibl kommyTaruu (FDB)

show fdb
AC Address Aging Time:

5. BeiBog MAC-Ta0munsl

show arpentr

Fortis PSW-1G4F#show arpentry
ARP Aging Time: 120

Interface IP Address MAC Address

192.168.0. 00:1D:60:1E:
192.168.0. 18:CF:5E:DT:
192.168.0. 00:0E:2E:T1:

192.168.0. OR:1A:92:67:
192.168.0. R3:00:27:DF:

6. BbIBOJ CTaTUCTHKM MO MEPEJaHHBIM/IIPUHATHIM JTAHHBIM Y€pe3 MOPThI
(BxomsIue / UCXOISAIINE MTAKETHI)

show packet — 1151 Bcex nmopros

show paket <PORTLIST> - TonbKO 117151 MOPTOB U3 CIIMCKA
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TFortis PSW-1G4F#show packet

good bytes: T65TO3
good bytes: 119191
discards packets:

filtered packets:

filtered packets:

good bytes: 128041
good bytes: 758146
discards packets:
filtered packets:
filtered packets:

7. BeiBox cratuctuku PoE no Bcem nopram
show poe — 1151 Bcex mopToB
show poe <PORTLIST> - TOsbKO U151 TOPTOB U3 CIKHCKA

PoE A PoE B
32.296 U

5.4.4.2 Ilpocmomp nacmpoexk Kommymamopa

1. BeBog uadopmanmu o padbote IGMP Snooping (akTHBHOCTB, TTOPTHI)

show igmp snooping
TFortis P3SW-1G4FHshow 1gmp_snooplng

IGMP Snooping State: disable

IGMP Snooping Ports: 1 2 3 456
2. BeiBog undopmanium mo npotoxory STP
show stp

TFortis PSW-1G4FHshow stp
STP State: disable
STP Uersion: RSTP

20
2
15
B

3. BeiBoa undopmanuu no nporokory SNMP
show snmp
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Jns SNMP vl:
TFortis P3W-2GeF+Hshow snmp
Command: show snmp
State: enable

uersion: 1

Server IP: 0.0.0.0
Read community: public
Write community: private

Jns SNMP v3:

TFortis PSW-2G6F+#show snmp
Command: show snmp

SNMP State: enable
SNMP version: 3

SNMP Server IP: 0.0.0.0

SNMP Engine ID: 8000A42303CO011A6050001
Security Level: Auth,Priv

User Name: test

Auth Password: test

Priv Password: test

4. BeiBog uH(opManuu mo npoTokoiy Syslog

show syslog
TFortis PSW-1G4F#show syslog
Syslog State: disable
Syslog Server: B.0.0.0

5. BeiBog HacTpoek VLAN
show vlan all — BeiBoJ cincka Bcex VID

show vlan 1 — BeiBoa nH(pOpMaIu no kKoHkpetHomy VID
P3SW-1G4F#show vlan
: 1
ULAN Mame: Default
ULAN Type: Static

3456

ULAN Type:
Tagged Ports:
Untagged Ports:

6. BeiBo uadopmaiuu o Hactpoiike SNTP
show sntp

Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: PO:00:00
urrent Date:
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7. BeiBog undopmaimu o HacTporike SMTP

show smtp
Fortis PSW-1G4F#show smtp

State: disable
Server IP: 0.0.0.0
Server Name:

Seruer Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

8. BeiBo1 nHpOpMaIuy 0 HaCTPOMKe (PYHKITUH 3aIUTHI OT 3aBUCAHHS
show autorestart

TFortis PSW-1G4FH#show autorestart

Auto Restart: Enable

Port 1: Mode - link

Port 2: Mode - Ping, IP - 192.168.0.10
Port 4: Mode - Speed, Limit - 3 Mbps

9. BeiBoa nHbopmaIuu 0 HacTpoiike PyHKIUH KOM(OPTHOTO cTapTa
BHJICOKaMeEP
show comfortstart

TFortis PSW-1G4F#show comfortstart
Comfort Start Ports: 1 2
Soft start time: 1 Hour

10. BeiBoa nHpopManuu 0 HaCTPOHKE CyXUX KOHTAKTOB
show dry_cont

Fortis PSW-1GY4F#show dry_cont
. State: Enable, Alarm state: Connected, Current state: Connected

. State: Enable, Alarm state: Connected, Current state: Open
. State: Enable, Alarm state: Connected, Current state: Open

11. BeiBoa undopmanuu o Hacrpoiike TFTP
show tftp

TFortis PSW-1G4F#show tftp

TFTP State: Enable
TFTP Port: &9
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12. BeiBo1 nH(pOpMAITUX O HACTPOMKE CITHUCKA COOBITHIA

show events
Fortis PSW-1G4F#show events

vent List:

Port.link Enable,Level 4
Disable,Level 7
STP/RSTP Disable,Level 7

Autorestart .Link Enable,Level 4
Autorestart.Ping Enable,Level 4
Autorestart.Speed Enable,Level 4
Disable,Level T
Enable,Level 4
Access control Enable,Level 4

13. BoiBox undopmaiuu o QoS
13.1.Cocrosinne
show 802.1p state

TFortis PSW-1G4F#show 802.1p state
QoS State: Disable

13.2. Undopmaniust o mpuopuTeTax mo yMOITIAHUIO
show 802.1p default priority

TFortis PSUW-1G4F#show 802.1p default_priority
1: Priority 0O
: Priority
: Priority

: Priority

2 0]
3 0]
4: Priority 0@
> 0]
6: Priority O
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13.3 Uadopmanus o npuoputerax CoS
show 802.1p user_priority

TFortis PSW-1G4F#show 802.1p user_priority
10r1 0, Queue 1
Queue

Queue

Queue
Queue
Queue
Queue
Queue

13.4 Tun pa®oThI IIAHUPOBIIUKA
show scheduling_mechanism

Fortis PSW-1G4F#show scheduling_mechanism
Scheduling mechanism: lWeighted fair priorit

13.5 Uudopmanus o npuoputerax ToS (DSCP)
show dscp_mapping

TFortis PSW-1GY4F#show dscp_mapping
0, Queue DSCP 1&6,Queue 1 DSCP
1, Queue DSCP 17,Queue 1 DSCP

, Queue DSCP 18,Queue 1 DSCP
, Queue DSCP 19,Queue 1 DSCP
., Queue DSCP 20,Queue 1 DSCP
, Queue DSCP 21.,Queue 1 DSCP
, Queue DSCP 22.Queue 1 DSCP
, Queue DSCP 23 .Queue 1 DSCP
, Queue DSCP 24 ,Queue 1 DSCP

1

1

1

1

1

1

1

- = 0000000

, Queue DSCP 25, Queue DSCP
, Queue DSCP 26, Queuse DSCP
. Queue DSCP 27, Queue DSCP
, Queue DSCP 28, Queue DSCP
. Queue DSCP 29, Queue DSCP
, Queue DSCP 30, Queue DSCP
,Queue DSCP 31, Queue DSCP

MNMNNMNMNMNNNNNMNNNNNNRNNRN
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13.6 udopmanus 06 orpaHUIEeHUN CKOPOCTH

show bandwidth_control

TFortis PSW-1G4F#show bandwidth_control
: RxLimit
: RxLimit
: RxLimit

,TxLimit
,TxLimit
,TxLimit
,TxLimit
,TxLimit
,TxLimit

: BxLimit
: RxLimit
: RxLimit
limit

T Fortis

14. BeiBoa mostHOM KoHpUTYparuu kommyTatopa. (BeIBo oCyIecTBIsSETCS B
TOM JK€ BHJIC, UYTO U TIPH COXPAHCHUH (paiiiia KOHPUTypaIuu, ONMMCaHHbIN B
paznene 5.3.27.3)

show config

HEUENT LIST _ACCESS T=z[12]
Dry contact settings

HDRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
#DRY_CONT1_LEUEL=[1]
HDRY_CONT2_STATE=[1]
HDRY_CONT2_LEVEL=[1]
QoS settings

HPORT1_RATE_LIMIT RX:=[0]

15. Uudopmarus o HacTpoiike puibtparuu no MAC aapecam
15.1 CocrosiHue mopToB
show mac_filtering port_state

15.2 Cnucok pa3peménabix MAC anpecos

show mac_filtering allowed

15.3 Crmcok 3abmokupoBanHbix MAC aapecoB
show mac_filtering blocked

16. Uudopmalus o COCTOSSHUU BXOJO0B Ha TUIaTe PaCcIIMPCHHS

show inputs

Command: show
Input® State:
Inputl State:
Input2 State:

inputs

Enable,
Enable,
Enable,

Alarm state:
Alarm state:
Alarm state:

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

Short,
Short,
Short,

Current state:

Current state:
Current state:

Open
Open
Open
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17. Uudopmaiiust 0 COCTOSITHUM BBIXOJOB Ha IJIaTE PACIIUPEHUS
show outputs

Command: show outputs
Outputo State: Short
18. Uudopmarus o Hactpoiike RS485 Ha nnate pacimpeHus

show rs485 settings
ommand: show rsi485 settings

Baudrate: 39600

19. Undopmarus o HacTpoiike TpaHCIALUUA BX0A0B Ha 010ku Teleport

show teleport
Command: show teleport
IP addre ype Description

192.168.15.3 Teleport-1 Opora3

20. Uadopmarus o HacTpoiike LLDP
show lldp

ommand: show 1ldp

LLDP state: Enable
ransmit Interval: 30

old Multiplier: 4

ort 1: Enable

ort 2: Enable
ort 3: Enable
ort 4: Enable
dort 5: Enable
ort 6: Enable
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5.4.5 Oonosiaenue I1O yepe3 TFTP

KommyTtatopsr TFortis PSW nonnepsxuBator oOHOBIEHHE TTponuBKY uepe3 Telnet,
ncnoiib3yro BHemHu TFTP cepsep.

Komanna na oonoBnenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTh 10 ¢aiina npommBKu

PaccmoTpum niporiecc oOHOBIIeHHS ©60J1ee OAPOOHO.

1. Bo-niepBrix HE0oOx0auMo yoeauThest, uto TFTP cepBep 3aryiieH, u 3amyCcTUTh €ro,
eciu He 3anyiieH. [Ton OC Windows g0cTaTodHO pacnpoCcTpaHEHHBIM
npuiokenuem seisgercs nmporpamma Tftpd32. U va nmpumepe Tftpd32 u Oyaem
paccMaTpuBaTh IPOIecC OOHOBIICHUS.

JucTpuOyTUB JOCTYIIEH Ha cailTe:

http://tftpd32.jounin.net/tftpd32.html

3amyckaem B pexxume TFTP-cepeepa

s Tftpd32 by Ph. Jounin =ney X
Current Directary ]m LI Browse |
Server interfaces i 192.168.0.104 LI Show Dir |

Thtp Server | Log viewer I

peer file: start ime | progress

« T b
About I Settings | Help |

Kaxk Buaum TFTP-cepBep Oyaet gocrymned no ajapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. ITomemiaem (aiiyt MPOIIUBKY B KOPHEBYIO JUPEKTOPHUIO CepBEpPA

[‘,- » KomnetoTep * JfloKaAbHbIA aMck (D) » Pub » 1

UnTb T Aodaeutk B BnbanoTeky ~ OBLWmMiA gocTyn ~ 3anuca

=
-

aHHoe Mma

BELL ‘ | [E PSWupdate407-013-25122014.img
daBHWEe MecTa
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3. Ha ctopone cepBepa y Hac BCE€ rOTOBO, IEPEXOAUM K HACTPOWKAM KOMMYTaTOpa.
ITo ymomuanuto mpotokos TFTP na kommyTtatopax PSW otkitouen,
BKJIIOYAEM €TI0 KOMaHJOM:
config tftp state enable

Fortis PSW-1G4F#config tftp state enable

FTP config: state Enable
[Tonnepsxka mpoTokoJia BKIOUUTCs. J[J1 TOro, 4To0bl COXpaHUTH B
SHEPrOHE3aBUCHUMON MaMSTH 3Ty HACTPOUKY BBITIOJHIEM KOMaHIy Save, HHaue

II0CJIE TIEpe3arpy3Ku 3Ta HACTPOWKA HE COXPAHUTCSL.
Fortis PSW-1G4F#Hsave

Settings saved successfully

[IposepsieM, uro kommyTatop «BuauT™» TFTP cepsep. s 3TOro MoxHO

ITPOIIMHI'OBATb

ping 192.168.0.104
TFortis PSW-1GHFHping 192.168.0.104
Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1G4F#
Reply from 192.168.0.104 bytes=32 seq=1
Reply from 192.168.0.104 bytes=32 seq:=2

Reply from 192.168.0.104 bytes=32 seq=3

Reply from 192.168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)

4. IlepexoiuM K OOHOBJICHHIO.

BBoauMm komaHy:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs npouecc 3arpy3ku (aityia BO BHyTPEHHIOIO MMaMsITh KOMMYTAaTopa, a 3aTeM

¥ mporecc OOHOBIIEHUS
Fortis PSW-1G4FHdownload firmware_fromTFTP 192.168.0.104 1/PSWupdatel07-013-251
22014 .img
Downleoad file:1/PSlupdatel087-013-25122014.1img
Fortis PSW-1GH4F#
Downloading compleat.

pdating start, wait...

ogKnioHeHWe K Yy3ny yTepAHo.

[Tocne yero kommyTtaTop neper €T k ooHoBneHuto [10 u nepezarpy3urcs, Ipu 3TOM
Telnet coequnenue npepBETCS.

ITpouecc o6HOBIEHUS AUTCS 0KOJI0 1 MuHYTHI. [Tocie yero MoxHO cHOBa
nojakmounTtes yepe3 Telnet u npoBepuTh, BEPCUIO MPOIIMBKY, YOSAUBIINCH, UTO

O0OHOBJICHHE MPOIILTIO YCIEIIHO.
TFortis PSW-1G4F# show firmware
Firmware Uersion: PO.01.03

Bootloader Uersion: 01.00
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5.4.6 CoxpaHeHnue u 3arpy3ka kongurypauuu u Jjora yepe3 TFTP

KommyTtaTopsl PSW noanepkuBaroT BO3MOKHOCTh COXPAaHEHUS TEKYIINX HACTPOEK
KOMMyTaTopa B (haiiy1 KoH(UTypaluu, ero peaIaKTUPOBAHUS, a TAKXKE
BOCCTAHOBJICHUS HACTPOEK U3 (paiina.

5.4.6.1 Coxpanenue kongpuzypayuu

CoxpaHeHne KOHQUTyparuu npoucxoauT Ha ykazanuelii TFTP cepsep
upload cfg_toTFTP <IP><PATH>

rae <IP> - [P anpec TFTP cepsepa

<PATH> - ums u niyTh (paitna kondurypauu

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config. txt
TFortis PSUW-1GUYF#H

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue konguzypayuu

Boccanornenue kondurypanuu npoucxoauT ¢ ykazanHoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyT1h 110 daitna KoHPUTyparuu

Fortis PSW-1GY4FHdownload cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config. txt
Fortis PSW-1GHFH. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak KoHGUTypalus OyIeT yCTaHOBJIEHA, KOMMYTAaTOp Nepe3arpy3uTcs ¢
HOBBIMH HACTPOMKaAMHU.

5.4.6.3 Coxpanenue cucmemnozo 10za

B HexkoTophIx cityyasix ObIBaeT HEOOXOIUMO COXPAHUTH JIOT pabOThl YCTPONUCTBA TSI
€ro MOCJeIyIOIIEero aHaan3a.

upload log_toTFTP <IP> <PATH>

rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyT1b 10 daitna KoHPUrypanuu
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5.4.7 CoxpaHeHHe HACTPOEK

HpOI/ICXOI[I/IT COXpaHCHHUC HACTPOCK B SOHCPIOHC3aBUCUMYIO IIaMATh.

Save
TFortis PSW-1GY4F#save

Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Ipoucxoaut nepesarpyska KOMMyTaTopa
reboot

Fortis PSW-1G4F#reboot
Rebooted. ...
onhnect closed

Fortis PSW-1G4F#

OgKMNIoHeHHe K Y3ny YTepsAHo.

5.4.9 Bbixoa u3 pe:kuma ynpabJieHUs

[Ipoucxoaut BeIxoa U3 pexuma ynpasiienus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1G4F#H

OAKMIOHeHHE K Y3y YTepaHo.

5.4.10 Juarnoctuyeckne GyHKIMH

5.4.10.1 Ymunuma Ping

[103BOJISIET «IIPONMHIOBATHY YIAJICHHBIN y3€ll
ping <IP>

rae <IP> - [P agpec y3na

B cnyyae ecnu y3en 10CTyneEH:

TFortis PSW-1G4FHping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data
TFortis PSW-1GY4F#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=-32 seq=2

Reply from 192 .168.0.104 bytes=32 seq=3

Reply from 192 .168.0.104 bytes=32 seq=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (0 % loss)
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Ecnu y3en Hegocryne:

TFortis PSW-1G4FH#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

TFortis PSW-1G4F#Ping statistics for 192.168.0.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss

5.4.10.2 Kabenvnoiit mecmep
cable diag ports <PORT_LIST>
<PORT _LIST> - nopTt, Ha KOTOPOM NMPOU3BOJAUTCS TMATHOCTUKA

KaGenbHbIi TecTEep MPUMEHSETCS 111 KOHTPOJIS 32 IEIIOCTHOCTRIO KaOesst
UTP/FTP na noprax Fast Ethernet.

KommyTaTopsr PSW nonnepxxuBaroT yHKIMIO TPOBEPKH 1IETOCTHOCTH
kabens Ha moprax Fast Ethernet. JlaHHBIN TeCT MO3BOISAET ONPEACIUTH THIT
MOBpEXeHUS (0OPBIB MIIM KOPOTKOE 3aMbIKaHUE) JJISI KAXJ0M Hapbl, a TAKXKE
yKa3aTh PACCTOSHUE OT KOMMYTATOpa 10 MECTa MOBPEKICHUSL.

®u3nyecKuil MPUHLIKUIT TECTUPOBAHMS OCHOBAH HAa TOM, YTO KOMMYTATOP
MOCBUIAET MPOOHBINA ANEKTPUUECKUN HMITYJIbC MO KaOelo, U Ha OCHOBaHUU
BPEMEHU 33JIEPKKHU U (ha3e MPUHATOTO OTPAKEHHOTO CUTHAJIA OPEIEISET
JVCTaHIIMIO 0 OBPEXKACHUS U €€ TUIl. [Ipu 3TOM Ha BpeMs NpomnajgaeT CBsI3b
Y JIMHK Ha TECTUPYEMOM MOPTY.

Ecnu xaGenpb 1enplid, 1 Ha JAPYro CTOPOHE MOAKITFOYECHO UCIPABHOE CETEBOEC
YCTPOWCTBO, TO OMpE/ICTICHUE JITMHBI KaOessi HEBO3MOXKHO, T.K UCXOJIS U3
MPUHITUIA paOOThI, TPOOHBIN cUrHa OyJET TEPMUHUPOBATHCS KOHEUHBIM
YCTPOUCTBOM U HE OYJET OTPaKCHHS.

[Tocne TecTupoBaHUs BOZMOXHBI CIEAYIOIINE PE3YIbTaThl:
Short - KopoTkoe 3aMbIKaHuE MEXKly TapaMu

Open - OOpbIB uiu kabelb HE MOJKII0YEH

Good - OtcyTcTBUE TOBPEKAEHUSA
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IIpumepsl pe3yJbTaToB padoThl Ka0eJIbLHOIO TECcTEpa

PesynbTaT B cityuae oOpbiBa KaOes:

TFortis PSW-2G+#cable_diag ports 1-1
Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

FE Link Down pair 1-2: Open
pair 3-6: Open

Pe3ynbTaT B Cilyuyae KOPOTKOTO 3aMbIKaAHUS:

Fortis PSW-2G+Hcable_diag ports 1-1
Start cable diagnostic on port 1
Fortis PSW-2G+#

Type

FE Link Down pair 1-2: Short 3 M
pair 3-6: Short 3 M

Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

pair 1-2: Good
pair 3-6: Good
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5.5 YnpaeneHue yepe3 USB-KkoHcOb

//tfortis.ru

4 oz MopTsl (COM u LPT)

------ « STMicroelectronics Virtual COM Port (COM18)

...... —
_—1

o et [lea

CKOPOCT:

OUT JaHHBIX:
CTOIT-OMTOB:
YETHOCTD:

opT NpuHTepa (LPT1)
ocneaoBaTensHeld nopt (COMI)

[Falararal sl iyl

Puc. 5.5.1 — oOHapykeHO yCTpOHCTBO

115200

8

1

HET

@ T Fortis

B xommyTtaropax TFortis SWU Ha nuiieBoii maHenu crpaBa pacrioaraeTcs
USB Type-B pa3zbem. JlanHblil pazbEM MOKET UCIIOIB30BATHCSA JJIS1 TOAKITIOUCHHUS

KOHCOJIH.
Jlnst aToro /uist Hayasaa HeoOXOIMMO YCTAaHOBUTh COOTBETCTBYIOLIEE JpaiiBepa,

JOCTYMHBIC Ha caiiTe http:
[Tocie yero mpu MOIKIIOUYCHUH K KOMIIBIOTEPY B CHCTEME OOHAPYKUTCS HOBOEC

yCTpOUCTBO — BUpTYyaibHbli COM-1opT.

Teneps MoxkHO noakIIOUUTECS K COM18 11100bIM TEpMUHAIOM, HAITPUMED
PuTTY, BbICTaBUB HACTPOUKHU:

Hactpoitku PUTTY

Paznens:

- KnaewaTtypa
- YBEeOoMneHua
OcoSeHHOCTH

[=-OKHO

BHewHwWiA BUO

- [NoseneHne

- Koanpoeka

- BuloeneHune

- LleeToBan cxema
- CMNepccelkn

= CoenuHeHWe

- [laHHbIE
- MNpokcK
- Telnet

- Rlogin
F-SSH

- ZModem

- Cygterm

HaCTpCIIHKM nocneqoeaTensHOro coedMHeH1A
BhlsepMTe nocnefoeaTensHYH NTUHWH

IMNuHWA onA NooKnoYeHUA cOomM13

HacTporika cepriHoR TMHAK

CkopocTe (Go0) 115200
BuThl AaHHBIX 8

CTon gnTel 1
YeéTHoCTE ’HE!T
¥npaeneHne NoToKoM IXONIXOFF

Puc. 5.5.2 — HacTpoiiku coeAMHEHUS
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ITocne moakIrOUEHMS TIEpe HaMU OyIeT «IEPHOE OKHO». TepMUHAIl HAXOAUTCS B
TaK HAa3bIBACMOM «JHAI'HOCTHYCCKOM) PCIKUMC.
B - purTY - - - - e ] e S

Puc. 5.5.3 — okHO TepMuHaia
Jl1st mepeBojia B peKUM KOHCOJIM HE0OXO0IMMO Ha)KaTh Ha KJIaBUATYype JaTUHCKYIO
KJIaBUIIYy «c». [Tociie 4ero KOHCOIb NEPEUIET U3 JUATHOCTUUECKOTO PEXKUMA B
PEKUM KOMaHIHOU CTPOKH.

-

B - putTY e

TFortis PSW - Industrial Switch -
Copyright(C) 2016 "Fort-Telecom” Ltd. All rights reserved.
User Name>admin
User PasswWord>ssooo
PSW-2G+#configl

Puc. 5.5.4 — okHO TepMuHana B pe>1<1/11_vle CLI
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6 TexHUYecKasa noanepxkKa

TexHuyeckas moaIepKKa Mo MPOEKTUPOBAHUIO CUCTEM BHUJICOHAOIIOICHMUS,
BOIIPOCAaM PKCIUTyaTallMi ¥ HACTPOUKH 000pYI0BaHUS OKa3bIBACTCS:

e 1o tenedony (BpeMs ajis 3B0HKOB 8-00 — 16-00 mo MOCKOBCKOMY BpeMEHH)
8 800 100 112 8
+7 (342) 260 20 30

e 10 e-mail:
cd@fort-telecom.ru
oparin@fort-telecom.ru

Bes TexHndeckast JOKyMEHTalus JOCTYyIIHA HAa CAUTe:
tfortis.ru

Ecnu y Bac ecte noskenanus 1o 10paboTKe, a MOXKET ObITh M UJIEU O
CO3JaHHUI0 HOBBIX YCTPOMCTB, BBl MOKeTe OTHPaBUTH HAM 3aIpoc
https://tfortis.ru/contacts/svyazhites-s-nami/
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NMpunoxeHue A.

Koap! annmapaTHbIX olIM00K M UX pacmin@poBKa

KommyTtatopel PSW 1 SWU uMer0T BCTpOEHHBIE CPEICTBA CAMOJUATHOCTUKH.
[Ipu Bo3HMKHOBEHNH HenoNano0k, nHaukaTopel CPU u Default HaunHatoT cHHXpOHHO
MUTraTh. YUCII0 MUTaHUM UHAUKATOPOB A0 3aJEPKKU 3CEKYHIbI COOTBETCTBYET KOy
OIIUOKH.

Puc.A.1. Unaukaropst DEFAULT n CPU — kommyTtaropsl PSW

KOMMYTATOP SWU-16

SO 00N BIOBASET

Puc.A.2. Ungukaropst DEFAULT u CPU — xommyTtaropsr SWU

Kon omubku Onucaunue

1,4 Ommbku Mukpocxemsl flash mamstu. B sTom
cilydae MOXeT He pabotaTth oOHOBieHHE 110,
3aMKCh JIOTOB U KOH(UTypaLIH.

2,5,16,20 Oun6ku PoE xonTposiepa. B aTom ciyuae
MOXKET He noAaBaTbcest nutanue no PoE, nmubo
OTCYTCTBYET MHAUKauus PoE.

21,29 Ommbxka Switch-kouTposuiepa. B aTom ciydae
MOXKET He paboTaTh nepeaada JaHHBIX U
naaukanms Link.
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